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1. NpakTnyeckasa peanusaumda pernaMmeHTHbIX npoueayp c
ncnonb3osaHnem APM agmmHucrtpartopa LP

1.1. lMonb3oBaTtenun n Ponun YaocTtoBepsoLwWero LeHTpa

Kaxabln  nonb3oBaTeNlb, 3aperucTpMpoBaHHbIn B YAOCTOBEPSIIOLLEM  LEHTpE,
accoummpoBaH C onpeaeneHHom cuctemMHom ponbto. ConocTasfnieHne nosb3oBaTens
CUCTEMHOM POSIN OCYLLECTBISIETCS MOCPEACTBOM 3aHECEHUS B CcepTUMhUKAT K/o4da Moanucw,
BNnagenbueM KOTOpPOro $BNSETCA NOosb30BaTenb, CBeAeHW 06 ykasaHHoOM ponu. 3Tn
cBegeHusn 3aHocatcs B none Extended Key Usage (YayulleHHbIW KAwOY) ceptudukaTa,
KOTOpOEe coAaepXWUT HoMepa 06bekTHbIX naeHTudunkatos (OID'0oB) MCNOMBb3YEMbIX CUCTEMHbIX
ponen.

1.1.1.MpuMeHeHne poneBon Moaenu

ConocTaBneHne Kaxaoro nosb3oBaTesns OnpeaeseHHOMW CUCTEMHOWM ponv MO3BONSET
OCYLLUEeCTBUTb pa3rpaHnyeHne JocTtyna K obbekTamM YAOCTOBepslowWwero ueHTpa, HaaenuTb
nosb3oBaTenen NOSTHOMOYMSAMKM MO BbIMOJSIHEHUIO ONpeAeneHHbIX AENCTBUIA MO YrpaBaeHUIo
KakK JIMYHbIMKM cepTudmkaTamMm KAYen noanmcn, TakKk W cepTudukatamm [pyrux
nosib3oBaTesnein.

YpocToBepsitowmii LEHTP obecneunBaeTr peannsayunio cneayruwmnx
npeayCcTaHOB/IEHHbIX PONeit:

+ TMpoweawnii npoBepkKy
+ BpeMeHHbIW cepTudUukart
« Monb3oBaTennb
< Onepatop
e AApMUHMUCTpaTOp
1.1.2. MNMpuBunervpoBaHHbIE NObL30BaTENN

N3 npuBepeHHOro B npeablayweM MNyHKTe CruMcka posien  aBe  ponm -
AaMuHucTpatop 1 OnepaTtop SBAATCS NPUBUAErMPOBaHHbIMW WU MpeAHa3HadeHbl Ans
obecrneyeHnss peanusaumm npoueayp permcrtpaumm nosnb3oBaTenen B YAOCTOBEPSIOLWEM
LUeHTpe W ynpaBneHuss U34aHHbIMW cepTuduUkaTamMm Kawda noanucu. CpeacTeBom
obecneyeHmns yKasaHHbIX rMpoueayp SBASeTCa  nporpamMMHoe obecneyenHme APM
aaMuHuUcTpartopa LleHTpa Perucrpauyum.

Mo ymonyaHuio, posv Onepartop OTBOAMTCS BbiNOSHEHME (DYHKUUI MO perncrpauum
nosab3oBaTenss B YAOCTOBeEpPSIOWEM LEHTPe W M3roTOBJIEHMS €My MepBoro ceprtudukaTa
K/toya noanucu. Ha nonb3oBaTens, acCOUMMPOBAHHOIO C ponbld AAMMHMCTpATOp,
BO3NaralTCs 3aZaym Mo OCYLLeCTBAEHUI0 npoueayp MAaHOBOW W BHEMNI@HOBOW CMEHbI
KJo4en " cepTndmnkKaTos Kto4en noanucu, AHHYJINPOBAHMIO,
MPUOCTAHOB/IEHNIO/BO30OHOBIEHNIO AEUCTBUSA CepTUdUKATOB K/o4Yer nognucuM M MHbIX
CepPBUCHbIX PYHKLUA.

B obwem cnyyae, nocpeacTBOM HACTpPOeK MOMUTUMK 6e30MacHOCTU YAOCTOBepstowero
ueHTpa, Habop ANENCTBUN, pa3peLleHHbIX ans nonb3oBaTenemn yKa3aHHbIX
NPUBUNErMPOBAHHbLIX pPONEA MOXET ObiTb YCTaHOBNEH B COOTBETCTBMM C PernameHToMm
YOoCToBepSAOWEro LeHTpa, a TakXxe AencTByrwMMM nosioxeHnem o6 YpocTosepsiowem
LEeHTPEe M AO/IHKHOCTHBIMU MHCTPYKUMSAMU AAMUHUCTpaTopa n OnepaTopa YAOCTOBEPSHOLWEro
LeHTpa.

1.2. Peructpauus nonb3oBaTenen

Pernctpauma nonb3oBaTenieldi B  YAOCTOBEpSIOWEM LEHTpe  OCylecTBnsercs
OnepaTtopomMm (MNpn UCMOSIb30BAHMN HACTPOEK MO YMOJIYAHMIO) U MOXET 6bITb OCyLLEeCcTBEeHa
B OBYX pexumax: LeHTpa/iM30BaHHOM W pacnpegesnieHHoM. Bblbop pexuma perucrpauum
onpeaensieTcs BnagenbueM YAOCTOBEPSWOLWEro LeHTpa W ycTaHaBnimBaeTcs PernameHToMm
YaocToBepsitowero LeHTpa.
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LleHTpanusoBaHHaa perncrpaums nonb3oBaTenss OCYLWEeCTBAAETCS Mpu  JIMYHOM
npubbiTMn  pernctpupytowerocs nauua (mMbo ero ynosIHOMOYEHHOro npeacTaBuTens,
OENCTBYHOLEro Ha OCHOBAHUM COOTBETCTBYHOLLEN LOBEPEHHOCTM) B YAOCTOBEPSIOWMNNA LEHTP.
PacnpeneneHHas, HanpoTUB, MO3BOJSISET OCYLWECTBUTb perncrpaunto 6e3 npmbbitnsa B
YpocTtoBepstowmini  LeHTp, 4YTo yaobHO, HanpuMmep, Mpu 3HAYMTENbHON TeppuTOopuaabHOM
YAANEHHOCTN YAOCTOBEPSIOLWEro LLEHTPA M KOHEYHbIX MNOSib30BaTENEMN.

1.2.1. Pernctpauunsa nonb3oBaTenen B LEHTPAIM30BAaHHOM pexume.

Pernctpauma nonb3oBaTtens B LEHTPa/IM30BAHHOM pexXuMe OCYLeCTBNAEeTCS npu
NM4YHOM MpubbITUM permncrpupytowerocs anua (MMbo ero ynoaHOMOYEHHOro npeacraBuTens)
B YAOCTOBEPSIOWMI LLEHTP

OCHOBaHMEM AN perucTpaunu nosb3oBaTens B YAOCTOBEPSIOLWEM LIEHTPE SAB/SIETCS
3aABNeHMe Ha perncrpaumio, COCTaBfIEHHOE WU 3aBEPEHHOE YCTaHOBJIEHHbIM PernaMeHToM
YpoctoBepswolwero LeHTpa o06pasoM U coaepxawee UAeHTUDUKAUNOHHbIE AaHHbIe
perncTpupytoLlierocs nuua.

Mpoueaypa perncrpauuyM B YAOCTOBEPSIOWEM LIEHTPe COCTOMT M3 ABYX 3TarnoB:
3aHeceHne WAEeHTUPUKALUNOHHOW WHMOpPMaLMN PErUCTPUPYIOLLErOCS /MA@ B peecTp
nosib3oBaTesniein YAOCTOBEpsoWero LeHTpa M WM3roToBJIeHME MepBOoro cepTudukata Kawuda
noanucu.

N3roToBneHne nepeoro ceptudukata Kawya MoANMCU MOXET OCYLLECTBISATbCS KaK C
reHepaumen kJw4ven B YAOCToBepsOWEM LEHTpe, Tak WM Ha OCHOBaHMW 3anpoca Ha
ceptTudukaT, NpenocTaBseMoro Nosb3oBaTesieM B YAOCTOBEpPAOWMN LeHTp B Buge danna (B
nocneaHEM crydae reHepaumio Kyen ocyLwecTBNseT caM nonb3oBaTesb).

M3roToBneHve nepBoro  cepTudukata  Kaw4Ya  NoANUCUM  JOSIKHO  Takxe
OCYLLECTBNISATLCA Ha OCHOBaHMW 3asiBNieHUA — 3asiBIEHUS Ha W3roToBJieHWe cepTudmkaTa
KJIloYa noanumcu.

3aABNeHMe Ha M3roTtoBsieHWe cepTudurkaTa, 0doOpMNAeTca  YCTaHOBJIEHHbIM
PernameHTOM 06pa3oM, 1 AOJIKHO coAepXaTb:

s  MAEHTUUKALMOHHbIE AaHHbIe NNLA, Ha Ybe UMS TpebyeTcs 3roToBUTb cepTudumKaT;

+ Habop obnacteir MCNOAbL30BaHUSA KAK4Ya W COOTBETCTBYWLWME 3TUM obnacrtam
obbekTHble uaeHTudukatopel — OID'el (copmepxxaHme nonsa Extended Key Usage
cepTudmkaTa — HaMMeHoBaHMe obnacTel Ncnonb3oBaHUN);

* B cnyuae msrotosneHuna ceptudmkaTa Ha OCHOBE MpenoCTaBNEHHOro B Buae danna
3anpoca Ha cepTudumKaT — yCTaHOB/IEHHbIM 06pa3oM odopMNeHHbIN 6aaHK 3anpoca
Ha cepTMdUKaT KJK4Ya NOANUCHK

NHoraa 6biBaeT yao6HO 0popMUTL 3asiBIeHNE Ha perncrpauuio u 3asBfieHune
Ha W3roTOBNEHME cepTMdMKaTa B BUAE OAHOMO 3asiBJIEHUSA — 3aAB/IEHUS Ha peruMcrTpauuto
nosib30BaTensl U U3roToBsIEHME cepTUdUKATa KKoUa NOAMNUCH.

1.2.1.1. Pernctpauus nonb3oBaTenem B  LEHTPaM30BaHHOM peXuMe C
reHepaumen Ka4yen B Y40CTOBEPSIOWEM LIEHTpe

OnucaHme npouecca perncrtpaumm MNonb3oBaTeNs B LEHTPA/IM30BaHHOM pexume C
reHepaumen Ka4den B YO0CTOBEPSIOLWEM LIEeHTpE:

1. B okHe APM apmuHucrpatopa LP Bbigennte npaBoil KHOMKOM MblWK  y3en
Monb3oBaTenmM UM B OTKPbIBLWEMCA KOHTEKCTHOM MeHK Haxmute CosgaTtb->HoBoro
nonb3oBaTens
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PucyHok 1. Bbi6op nyHKTa MEeHIO CO3JaHMA HOBOIro NoJsib3oBaTens

52 apM AnmvHucTpaTopa LIP = |I:I|£|
. NETER|
J defctene  Bua JQI' -P||||§ J"’E"‘?’
CTpYKTYPa I MonEz0EaTENM
D KprnTo-Mpa YL ID nonez0EaTENA | QALLEs MMA | MoapazaeneHHe
= @ APM agmrHMCcTpaTopa LeHTpa Perkctpankv ﬁ 1 ARM Cper

=k E LeHTp PervcTpaumm - Fav.cp.ru ﬁ 2 ARM Admin

E UeHTp cepTHbHKALHK ﬁ 3 Z£_User_01

3anpock! Ha pervCTPAaLMAED
Zanpocel Ha cepTHbMEaT
m 3anpockl Ha OTSBIE

P CepThdrkatel

Co3faTke

Ena 3
HoBoe okHO OTCHAS

SKCMOPTHROEATE CAMCOK, ..
PTHP | LI

| Cnpaeka | |

3anyctutcs MacTtep perucrpauvm nonb3oBatensa. Haxvmute KHonky Oanee

PucyHok 2. OKHO nepBoO# cTpaHuubl MacTepa permcrpauuvm nosnb3oBartens

MacTep peryvcTpawnyd NoNL30EaTEensd

MacTep perucTpauum

nonb3osaTens

dror FACTER NOMOr3eT ZaperlCTpPHpOESTE HOBQMD
NONEZ0ESTENA.

[T MponycTuTe SToT WAaF NPH CASLYMOLEM SanNYcke

InA npogon#eHka HasmeTe kHoney U danee",

< Hazan Hanee » OrreHa

[ns  oTkAYeHUs BbiBoAa MepBOro OKHa Macrepa perucrpauum
NnoJib30BaTesNA YCTAaHOBUTE «rasky» MponycTUTb 3TOT WIAr Npu cfieaylouwemMm 3anycke
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2. B okHe WUcTOYHMK uMHPOpMauMm O cCo34aBaeMOM MNoJib30oBaTesie YCTaHOBUTE
nepekn4yaTtesb B MNoSIOXeHMe BBOA AaHHbIX O MNOJsib30oBaTesie BPYYHYHO N HaXMute
KHonky Aanee

PucyHok 3. OKHO NUCTOYHUK MHPOpMaLumM O co3faBaeMoOM NnoJsib3oBartene

MacTep pErvcTPald NonbL30EaTens

HeToyHue HHPOpMAlLHH 0 CO3NaB3aeEMOoM NOAbL30BATENS
BblﬁEDHTE Cnocod NONYHEHKWA MHPOPRALMK O COS0AE3ErMOM N0 NES0ESTENE

BLISEpTE UCTOMHME WHPOPMALMK 0 COS0AEAEOM NONES0EITENE M HaxmTe ' danse"

{+ BB0a 0aHbX 0 NONBS0EATENE BRY4HYKD

BriSepuTE 3TOT NApaMETR, ECAM #HENJETE BESCTH AAHHEIE O PEMMCTPMPYEOr
NoNbS0EATENE CAMOCTOATENEHD © MOMOLLEBH POphEL.

{~ YTeHWe 3anpoca Ha CepTHEMKAT WE Palina

BrISepITE 3TOT NApaMETR, BCM #ENAETE BSATE PEMMCTRALMOHHYKD MHPOPRMALMID W3
CYLW ECTEYOWOND SANP0Ca HA CERTHEMEAT M3 Ralina, NpenocTaENEHHOrD NONES0ESTENEM.

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

£ Hazan Danee » | OTrena |

3. B okHe WHdoOpMaumsa o nosnb3oBaTesie BBeAUTE WNAEHTUGUKALMOHHbIE [aHHble
Nnonb30BaTeNsl, YKasaHHble B 3asABMeHMM Ha perucrtpaumto. [locne BBoAa AaHHbIX
06513aTeNbHO MPOBEPbTE WAEHTUYHOCTb BBEAEHHbIX [OAHHbIX M AAHHbIX, YKa3aHHbIX B
3aABNeHMM Ha peructpaumio. B cnyyae NOMHOroO COOTBETCTBUSA WNAEHTUDUKALNOHHOM
MHGOPMaUNKM HaXMUTe KHoMNKy [lanee
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PucyHok 4. OkHO UHpopmMmaumsa o nonb3oBarene

MacTep peryvcTpawnyd NoNL30EaTEensd

HH'IIJ'DDMEI.I.HH O NoAe30BaTeENe

Heamure gaHHEIE 0 NOAES0ESTENE CHOTEME, HeodkoaurEIe 407 SaN0NHEHKA N0AA
MokEYEHEl SHAKOR [F].

Ofwes WA MeaHoe MeaH MEaHoEM
MNogpasgensHye K.ordrdEpyeck Wi oToen
QpraHyzanmqa oo KFMATO-NPO
[opog, M ockEa
DénacTe Mockea
CTpaHa/perioH AU

P |[InekTpoHHaA noyTa | ivanovE@cryptopro.

LA npogon#eHka Hasmume kHonky U danee",

< Hazan |

OrreHa |

4., B okHe OKOH4YaHMe perucTpauvum nonb3osBartensa Beeante Knwuesyr dpasy
nonb3oBaTtena, HeobxooMMyro ANs OcCywecTBieHus ayTeHTudukaumn nonb3oBatens no
TenedoHy B C/nyyasiX, YCTaHOBJ/IEHHbIX PernamMeHTOM YaocTtoBepstouwero ueHTpa (Hanpumep,
ONs  OMepaTMBHOrO MPUOCTAHOBNEHUS AENCTBUA cepTudukata Kawda noanucm npu
KOMMpPOMETaLMnN 3aKpbITOro kato4da). Npu HeobxoaMMOCTM BBeAMTE KOMMEHTapMn K 3anpocy
Ha perncTpaumio, KOTOPbI HOCUT MUCKIKUYUTENBHO WHGOPMAUMOHHYIO Harpy3sky. [lo
OKOHYaHUM AeNCTBMMA NO BBOAY YKA3aHHbIX AAHHbIX HAXXMUTE KHOMKY [fanee

PucyHok 5. OkHO OKOH4YaHMe perucrpaumm nojab3oBarens

MacTep pErvcTPald NonbL30EaTens

OxoHYaHWE PErMCTPalMK NOAL30EATENA
BEEOMTE KNHYEEYHD Bpasy NONES0EATENA M KOMMEHT 3DMHE adMUHHMCTDATORE.

k.noueean Ppaza NoNES0EITENA:

CexpetHoe cnoed

K nioyeEan ¢paza NoNB30EATENA MOKET SBTE MCNONEZ0BSHA 409 OTSHIES
NoNbS0EATENBCEME CEOTHERMEATOE NP HEBOSMOKHOCTH OTNPAEMTE Sanpoc
Ha OT3LIE [HAMPHMED, MPM YTPATE K1ko4a].

K.orrEHT pMEA A0MUHUCTRETOPA K Sanpocy Ha PEFHCT DaLHi;

[nA coOZ0aHKA NONBS0ESTENA HakMTE KHONKY ' Oanee',

£ Hazan Danee » OTrena
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5. OTKkpoeTcss  3ak/unTenbHoe OKHO Mactepa perncTtpaumMum noJsib3oBaTens
nHpopmupyowee 06 ycnewHoM 3aHeCeHUU UAEHTUPUKAUMOHHbBIX AaHHbIX MOMb30BaTeENs B
peecTtp YgocrtoBepsitowero ueHTpa (06 ycnewHon peructpaunm noab3osartens).

YcTtaHOBMTE B [AaHHOM OKHe nepeknto4datens 3anycTUTb MacTep co3AaHuA
ceptupukarta ans dhopMmpoBaHus nepBoro ceptudukaTa Kto4a noanucum
3aperucTpmMpoBaHHOro Nosib3oBaTesnis U HaXxMuTe KHornky FoToBO

CHATMEe nepekntoyaTens 3anycTUTb MacTep co3faHus cepTtudmkara
3aKaH4yMBaeT npoueaypy perucrtpaumMm nosb3oBaTens. B 3ToM cnydyae nonb3oBaTesb He
ABNSIETCA  BfageNnbLUeM HUM OAHOro cepTudwukKaTa kada noanucu. [Mocneaytollee
M3roToB/IEHNE CcepTUdUKATa OCYLIECTBNSIETCS C MOMOLLbIO 33a4a4 KOHTEKCTHOrO MEHH
3aperucTpMpoBaHHOro NoJsib3oBaTens.

PucyHok 6. 3aknountenbHoe OKHO MacTepa perucrpaumm nosb3oBaTtens

MacTep pErvcTPald NonbL30EaTens

MacTep pervcTpaumm

none3opartend

PEFHETDEIII.HFI noAL30BaTENd YyocnewHo ageplieHa.

SEII:IEFHCTDHDDBEHHI:-IH NONEZ0ESTENE HE HMEET
CERTHPHEAT OB, HnA cozgadda CEPTHPRHEATa NONES0ESTENA
BOCMONBSYHTECE MACTEPOM COS0AHMA CRPTHRMEATA.

[+ i3anycTHTe MacTep COS0AHWA CEpTHMEMEAT S

InA sakpeMHA MACTEpa HakMWTE KHoNKY T oToen’,

< Haszan [omoeo OrteHa

6. 3anyctutca Macrep cosgaHumna ceptucgukara. Haxmute kHonky Qanee




MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 7. OkHO nepBOM cTpaHuubl Mactepa co3gaHua ceptudukarta

nosib3oBartens

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

Macrep MacTep coznaHva cepTUguKara

none3opartend
CO30aHuA
cepT“d}HKaTa 3T0T MACTER NOMOrEET BbI0ATE HOBBIA CEPTHEMEAT

SAPErHMCTPHMPOE3HHORY NONES0EITEI.

[ MNponycTuTe 3TOT War AP CASIYOLEM SaNYcKe

[nA NpogonkeHHa HaskmuTe EHonky ' anes’’

< Haszan Danee » OTrena

[Jna oTkIoueHns BbiBOAA NepBoro okHa Macrtepa co3paHusa cepTudmkarta

nonb3oBaTesnis yCTaHOBUTE «rasiky» MponycTUTb 3TOT wWar npu cieayroLweM 3anycke

7. B okHe MWMCTOYHMK 3anpoca Ha cepTudMUKaAT YCTaHOBUTE MepPEK/OYaTENb
nonoxeHne FreHepauusa HOBOro 3anpoca Ha cepTudUKaT 1 HaXXxMUTe KHonky fanee

B
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

8.

PucyHok 8. OkHO UCTOUHMK 3anpoca Ha ceptudmkar

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

HcTrounue Janpoca Ha CeEPTHPHEAT

Bridepure cnocod NnoAYYeHHA 3anpoca Ha CepTHGMHKET

BriGepuTe MCTOYHME 3aMpOCa HA CEPTHRMEAT M HasmuTe kHomky " danee',

{+ [ EHEQAUMA HOBOMD SANPOCA Ha CRETHERWEST

BrISEpMTE 3TOT NApaMETR, ECAM #ENAETE CrEHEQMPOESTE NARY KAKDMEN W
COZAATE SANP0C HA CERTHMMMKAT 407 HOBOMD OTKPBMard Kakya.

" YTeHue 3anpoca Ha CepTHEMKAT W3 falina

BriSepuTe 3TOT NApatETR, BCAM HEN3ETE BSATE CYWECTEYW MA SaNpoc Ha

CERTHRHEST U3 $aHna, NPeLocTAENSHHOMD NONES0EATENER.

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee »

OrreHa

OTkpoetcs okHO [MapameTpbl KnAw4a, B KOTOpOM Bblibepute

KpunTonpoBaiaep WM yCTaHOBUTe/CHUMUTE  «ranky»  lMomeTuTb
aKcnopTupyemble. HaxmuTte KHonky fanee

PuUcyHok 9. YCTaHOBKAa NapaMeTpoB reHepaulMm KJrua

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

Mapamerpw kmoua
HeTaHoEHTe NapameTpel Kanya

HeobxoanMbIN

K/TIO4YMn

BriGepuTe KpHTONPOBaHLER MS NPHMEEAEHHOrD criMcka, Hramume TpedyemeIi
PAZHEN KADNE M AnrOpHTH $ELHpoEaHUE,

C5P

IEr_I,Iptu:u-F'ru:u GOST R 34.10-2001 Cryptographic Service Provider

Paztep kova M 512
|512 j Makec: 512

BAropHTH $EWMPOEaHKA
|GOST R 34.11-34 =l

[ BEAHMTE YCHAEHHYK SELMTY SaKpBTOrD FAYa

[ TIOMETUTE KN KAk 3 KCO0PTHRYE G

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee »

OrreHa

Kak

11



MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

YctaHoBKa nepeknodaTens MoMeTUTb KJ/IIOUM KaK 3KCNopTupyemblie
NO3BOJINT B AasibHENLIEM MOAb30BaTEN0 CKOMMPOBATh 3aKPbITbIM K/OY Ha WMHOW HOCUTEND.
CHaTme 3T10ro cdnara nNpMBOAMT K HEBO3MOXHOCTM KOMUPOBAHMUS KJIHOYEBOrO KOHTEelHepa
wTaTHbiMM cpeactBamm CK3W un onepaumoHHOM cuctembl. [epekntoyaTtens BKAOUUTDL
YCUNIEHHYIO 3alyuTy KJA4Ya TMPUMEHAETCS K 3aKpbiTbiM  K/aO4YaM, CHOPMUPOBAHHBLIM
npeayCcTaHOB/IEHHbIMM B CUCTEMe KpUNTOMpoBamaepamMn WHOCTPAHHOrO Mpou3BOACTBA
(Hanpumep, Microsoft Base Cryptographic Provider).

9. B okHe BBoa wuHdbopMmaumm o0 ceptudumkarte nosib3oBaTtensa Bbibepute
HeobxoamMmblh  wWabnoH ceptudukaTta. LWabnoH ceptudukata coaepxut  obnactm
MCMOSIb30BaHMs KJtoya, KoTopble TpebyeTcss 3aHectn B cepTudwmkart. Bbibop ykaszaHHOro
wabsioHa oCyLWecTBNsieETCA B COOTBETCTBUM C MOJIOXKEHUSAMU PernameHTa YAOCTOBepstOLEro
LeHTpa M Ha OCHOBAHMW MNOAAHHOrO 3asAB/IEHMSI Ha W3roToBJIeHME cepTudMKaTa Kioua
noanucu. MNocne sBbibopa Heobxoammoro wabnoHa cepTuduKkaTa HaXxXMmMTe KHOMKY [fanee

PucyHok 10. Bbi6op wabnoHa ceptucpumkara

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

Beon HHPOpMAILHK 0 CEPTHPHEATE NOAL30BATENA
Heasume NapardETpel 3aNpoOca Ha CEPTURMEAT NONBI0EITENA.

BblﬁEDHTE THN FANPOCAa HA CERTHPRMEAT NONBS0ESTENA. E':I.IleE EHHMATENEHEI, TN
SANpOCca oNpeaendsT Npasd NoNk3I0NEITENA B CHCTERE.

Tun sanpoca Ha CepTHRMEAT

0T MK AT NonesoEaTena QU

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

£ Hazan Danee » OTrena

OnuncaHHas npoueaypa TpebyeT OT Anua, OCYLLECTBASIOWErO U3roTOBJIEHNE
cepTudurkaTa KaYa noanmMcu NoBbILWEHHOrO BHUMAHUSA, MOCKONbKY AaHHble, coaepXKalimecs
B wabnoHe ceptudmMkaTa onpenenstoT OTHOWEHWUS, MNpU  OCYLWECTBEHNUM KOTOPbIX
3/IEKTPOHHbLIA AOKYMEHT C 3M1EeKTPOHHOM uudpoBor nognucbtd byaet MMeTb lpuamyeckoe
3HayeHMe W owunbka, A[OoMywWweHHas Ha JAaHHOM 3Tane, MOXeT MNPMBECTU K HaAesleHuto
nosb3oBaTens AOMNOJHUTENbHbIMKW NpaBaMn N NpuUBMNErnaIMn (K HesIerMTUMHOMY MOBbILLEHWNIO
ero craTtyca).

10. OcywecTBnTe reHepaumio 3aKpbITOro KJ4a Ha WMCNOJSIb3YEMbIA K/IOYEBOW HOCUTEsb
(Hanpumep, Ouckety 3,5” nnm eToken) u dopmmpoBaHue 3anpoca Ha cepTudumkaT Kawua
noanucu. ocne ocCylWwecTBAeHNS YKasaHHbIX AeACTBUI B OkHe FpocMoTp 3anpoca Ha

12



MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

ceptuduKaT npoBepbTe MNPaBWIbHOCTb YKa3aHHbIX WMAEHTUMUKAUMOHHBIX AaHHbIX (none
Cyb6bekT) u obnacrert umcnonb3oBaHusa kno4da (none Mcnonb3oBaHue kawua). [pu
Heo6XxoaNMMOCTN BBeAUTE AOMONHUTENbHYIO CMPAaBOYHYIO0 MHMOPMaUMIO O 3anpoce U HaxXmuTe
KHOMKYy Aanee

HaxxaTtne kHonkM CoxXpaHUTb M03BOJISET COXPaHUTb CHOPMUPOBAHHbLIN
3anpoc Ha ceptudumkaTt B panne dpopmata PKCS#10

PucyHok 11. MpocMoTp 3anpoca Ha cepTucgukar

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

NpocwMoTp 3anpoca Ha cepTUdMEaT

MpoCrOTpUTE BRISPAHHEIN S3NP0C HA CERTHMMOMEAT M YABOMTECE, YTO 3TO SaNpoc Ha
CEQTHERMEST NOME306ATENA,

CyfbekT: 1.2.840.11:3545.1 9.1 =ivanov@cyptoproo, 2.5.4.6=RU,
254 8=kockea, 2.5.4.7=Mocrea. 254.10=000 EFUNTO-NPO,

Weononezoeadue  MNonesoearente UeHrpa Pervcrpawnn [1.2.643.2.2.34.6]
kKA [poBepka NOAAMHHOCTH kakeHTa [1.3.6.1.557 3.2

Orepemeid kaioy:  TOCT P 34.10-2001

0440 34CA 8632 DCFO &433 2410 9218 4DBS BeAT AEET 7FED 53CE
1780 85BF 3377 EFGC 30CE B297 3540 2E4E 2404 FE0A A2CT 34C3

Ona COXDAHEHUA COSAAHHOND 3aMPOCA B BaliN HIKMUTE Co¥paHmTE. . |
kHonkyY "'CospaHure".

HonoaHuTenEHaA HHPOPFSLMA:

-
[

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

£ Hazan Danee » | OTrena |

11. OTkpoeTca OKHO YcTaHOBKa cepTtudmkarta nosb3oBaTensa, nHdopmupylwuwee o6
YCNEeLWwHOM U3roToBNEHUN cepTUdmMKaTa Kaoda NoANUCU N NO3BONSIOLLEE:
e OCYWECTBUTb MNPOCMOTP  M3rOTOBJIEHHOro  CepTuduUKaTa, HaXaTUEM  KHOMKM
MpocmoTp...
e COXpaHWTb U3roTOBNEHHbIN cepTudmKkaT B Buae danna ¢dopmata PKCS#7, HaxaTnem
KHOMNKM COXpaHUTb...
e YCTaQHOBUTb W3rOTOBJ/IEHHbLIN CcepTUdUKAT B KOHTEMHEpP CEKPEeTHOro Kiwu4a
(ocywecTBnseTCsa yCTaHOBKOM COOTBETCTBYHOLLErO nepekstoyartens)
e  YCTaQHOBMTb ceptudmkar B XpaHunuuie (ocywecTBnsiercs YCTaHOBKOM
COOTBETCTBYIOLLEr0O nepekstoyaTens)
e aBTOMATM4YeCKMu noaTBEPAUTb 3anpoc (ocywectBnsaercs YyCTaHOBKOW
COOTBETCTBYIOLLErO nepekstoyartens)
OcyulecTBuTE YCTAaHOBKY MNepekntoyaTenen, npomsBeamTe Heobxoammbie AENCTBUS U
HaXXMuTe KHoNKy Aanee.

KoHKpeTHass CTpyKTypa KJ/4YeBOro Hocutens, ¢opMMpyeMoro npu
peructpauuMm nonb3oBaTtens, onpepensercs PernameHToM YaocToBepsilOwero LUeHTpa.
PekomeHAyeTCs Ha KOYEBOM HOCUTENb MOMUMO COBCTBEHHO KOHTEMHEpPA CEKPETHOro Kito4a
3anuceiBatb ¢dain M3roToBAEeHHOro ceptudukarta kada nognucn (kHonka CoOXpaHUTb...) U

13



MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

OOMOSIHNTENIbHO COXPaHATb CepTUdMKAT Kaw4a MoANMUCU B KOHTEMHEp CEeKPEeTHOro Kiw4a
(ycTtaHoBKka ¢pnara YCTaHOBUTb CepTU(PUKAT B KOHTEMHEP CEKPETHOro KJu4a).

Boibop nepekntoyaTens YCTaHOBUTb cepTuduUKaT B XpaHWIULLE TMpUBOAUT K
WHCTannsauum  msgaHHoro ceptudukata B xpanHunuwe  CepTtudgukartbl/TekyLmn
nosnb3oBartesnb/Apyrme nonb3oBatenm Ha [1BM  APM  agmuHuctpatopa  LP.
Ncnonb3oBaHne paHHOroO nepekntodatens yaobHo Ans  oOpraHuM3auum  3aluULEHHOro
noytosoro obMeHa Mexay MpuUBMNErMPOBaHHbIM MNOMb30BaTeNeM W  MNOAb30BaATENSAMMU
YpocTtoBepstowero ueHTpa (HanpuMmep, C WUCNOAb30BaHMEM MOYTOBbIX KJIMeHTOB Microsoft
Outlook, Microsoft Outlook Express)

Boibop nepekntoyaTens ABTOMAaTU4YECKM NOATBEPAMTb 3anpoc YyCTaHaBAMBaeT
CTaTyC J[aHHOro 3anpoca B COCTOosHMe 3aBepweH U He TpebyeT noaTBEpXAEHUS
Mosib30BaTeNIeEM YCTaHOBKU M3rOTOB/EHHOro cepTudukata Ha csoen MIBM. lMoaTBepxaeHue
rnosib3oBaTesiemM YCTaHOBKMU ocyllecTBngeTcs C MCNO1b30BaHUEM APM
3apeructpupoBaHHOro noJsib3oBaTens, ssnswoowerocs web-npunoxeHvem LeHTpa
Pernctpaummn YaoctoBepsilowero LeHTpa u TpebyeT ob6sa3aTenbHOro CeTeBOoro CoeAuHeHUs
mMexay [19BM nonb3oBaTtend U LeHTpoM Peructpauun. PekoMeHAyeTCA WCNOMb30BaThb
YKasaHHbIl nepektoyaTesb, B Cy4Yae aBTOHOMHOIo @yHKUMOHUPOBaHNA YA0CTOBEpSIOLLEro
ueHTpa.

PucyHok 12. OkHO YcTaHOBKa cepTtudunkarta nosnb3oBarens

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

YcraHoexa CEPTHPHEATa NoAL3DBaTENA

MpoCrHOTPMTE BEIGAHHEIFN CEPTHMMKAT, COXPAHMTE M yoTaHoBMTe ero. [pu9 yoTaHoeke
CERTUDMESTA oH GUneT 3aMNUCaH B KOHTEHHED CaKpETHOMD Kk4a.

CepTURUEST Mo Eawerdy Sanpocy BewaH L eHtpora CepTidueauny. [1na npocroTpa sToro

CEPTHDUESTE HawbWTE KHonkY ' Tpocrarp... '
MpocroTp... |

¥ YCTaHoBWTE CEPTHERMEAT B ROHTEAHED CEKPETHOMD KA

[T YcTaHoBWTE CEPTHPRHKAT B RpaHHHLLE

[ ETOMATHMECKM NOATEEPAMTE Sanpoc
JnA coXpaHeHA BEINYWEHHOND CERTHEMKATE NONLS0EATENA B CoxpanuTe... |
AN HaskMTe KHONKY “'CoXpaHiTe .

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee » | OrreHa |

12. OkHOo CoxpaHeHMe LenodYku cepTudukaTtoB LHeHTpa ceptudmkaumm no3Bonser
COXpaHUTb BCe cepTuduKaTbl un3gaTtenem wn CAUCKM  OTO3BaHHbIX CepTU@UKATOB,
obecrneunBalollmMe NpoBepKy cCTaTyca cepTUdUKaATOB, M3AaHHbIX YAOCTOBEPSAKOLWNM LEHTPOM.
YcTaHoBUTE nepeksoyaTenm CoxpaHuMTb Leno4Kky ceptucpukartoB LleHTpa
Ceptucpukaumm 1 Bknouatb B pesynbratr coorBercTrBytomme COC n BBegmTe MNOJIHbIN
NyTb ANS pa3MelweHns yKa3aHHbIX AaHHbIX. HaxxMuTe KHONKy [anee.
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 13. CoxpaHeHue uenodyku ceptucdpumkatoB M CniMcka OTO3BaHHbIX
ceptucumkaToB

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

CoxpaHeHue nenoykH ceptHpuraroe lledrpa CeprHpUEanHM

Heamure pacnonoxeH9e $alina 0na coxXpaHeEHHA LENoYEM CepTMpMKaToE LleHtpa
CERTHDMEALMM.

dror FMACTEQ MMEET AON0NHMTENEHYKD BEOSMOHOCTE COXPIHEHA LEMOYE I
CEPTHHRHKET ATOE LI.EHTIZIEI EEDTH¢HKEMHH 017 NEpe0ayH E2 NONES0EITENKD,
HaNpMriep, Ha QHCEETE. Ecnit Bel senaeTe BOCNoNeE30BaTECA STOM BOSMOMHOCTERD,
OTHETETE PAIK0E HHHE.

[v CoxpaduTe uenodky ceprudukaros L edrpa Cepmrauramm
KraA chafina:

Ia: hzacer.p?b Dazop... |

P oprat Palina sanpoca
% Pafine & Bazebd-kogupoeke PECSH10 ¢ saronoskom

" Painel & Bazebd-rogupoeke PECSH10 Sez saronoe.a

v BrnouaTte B pesyneTar cooTeeToTEYowme COC

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

< Haszan | Danee » OTrena

13. Tlocne ycnewHoOro OCyWwecTBAEeHUS OMNWCaHHbIX OENCTBMI  OTKPOETCS  OKHO,
nHpopMupyoLlee 06 ycrnewHoM U3rotosneHun ceptudunkarta. Haxmure kHonky FoToBo

PucyHok 14. 3aknwouutenbHoe OKHO Mactepa co3paHua cepTudukaToB
nonb3oBarenen

MHCTE!D MacTtep co3znaHuva cepTu@ukara
none30Batend

CO3aHn4A

ceptudumkara

Coznanue CEepTHPHEATd YycnewHo 3agepueHo.

InA sakpeMHA MACTEpa HakMWTE KHoNKY T oToen’,

< Haszan [omoeo OrteHa
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

14. B nesoi yactn okHa APM apmuHucrtpartopa P sbinenute y3en NonbsoBartenu n B
npaBoi 4YacTM OKHa MpoOBepbTe  Ha/NyMe Y4YeTHOM  3anucu, COOTBETCTBYHOLLEN
3aperncTpmpoBaHHOMY MNoJsib30BaTESO

PucyHok 15. Bbi60p yuyeTHO 3aNncKu 3aperMcTpupoBaHHOro noJjib3oBartens

"=§ APM AaMHWHWCTpaTopa LUP ;lglﬁl
) TS|
J,QEHETBHE BHa J¢=*|||@J'ﬁv
CTRYETYPa I MNoneEs0EaTENM
|:| KpunTa-Mpo YL & | | ID nonezoEaTERA | DEWEs HMA | MNoaps:
El@ &PM agmrHHcTpaTopa LleHTpa PerkcTpaumn ﬁ 1 ARM Cper
EI@B LeHTp PErvcTpaumM - Fav.cp.ru ﬁ 2 ARM Admmin
E UeHTp cepTHRHE ALK ﬁ 3 Z_User_01
3anpockl HA PEMHCTRALHID ¢ WMEaHOE [EaH FIEaHOEHY F.arm

3anpock! Ha CEPTHDHEAT

m 3anpockl Ha OT3bIE

@ CepTHbHEATE

----- ﬁ Monbs0BaTEMM

@ MypHan

EI-E'B UeHTp PErMCTRALLMM - Fav.cp. U oo
E LLeHTp cepTHbHKaLFH

3anpockl HA PEMMCTRALHKD

= 3anpockl Ha cepTHGMKAT ;I 4 | | _,I

15. TlpaBoOW KHOMKOW MbIWMW BblAEINTE CO34AHHYI0 YYETHYHO 3annucCb U B KOHTEKCTHOM MEHH0
BblbepnTe Bce 3apgaun->lokasarb->Ceptudukarbl

PucyHok 16. OkHO NpocMoTpa cepTudUKaATOB BbiIGpaHHOro nosb3oBaTens

"=§ APM AaMMHWCcTpaTopa LIP ;lglﬁl
; =181
J JeficTEME  BHA J = =) | g | | | %

ID cepTHdHKATA | CEQHAHEIF HOMERD | JaTa BETYNNEHHA B CHAY | fAaTa oKoHYaHHA AEHCTEMA | ik
@4 29028CA4000000000036 24,02,2004 14:36:00 24,02,2005 14:45:00 29

«| | i

16. BblAennTe M3roTOBJIEHHbIM cepTUdMKaT Ka4Ya MoANUCUM ABOWHBLIM HaXaTWUeEM JieBoW
KHOMKM MbILWW U NPOCMOTPUTE €ro B CTaHAApPTHOM OKHE MPOCMOTpa cepTudmrKkaToB
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 17. CtaHgapTHOe OKHO npocMoTpa ceptudmkarta nosib3oBartesns

Db me |Cu:u:TaE= | ryre ceprdmicaumm |

L TN 1

=1 Ceenenua o cepTrukaTe

AtoT cepruduraT:

+[MOATEEP#AIET ¥ AANEHHOMY KOMNEHITERY HAEHTHDHKALHD
ESWErD KOMIEHITERS

* 33 AET CO0ALLEHHA INEKTPOHHOA NOHTHI
#[onesoEaTene UeHTpa PervcTpagmn

KoMy Bl aH: MeaHOE MBaH MEBaHOEHY

Ken BbifaH: FAVZO004 A

AercTEMTENEH ¢ 27.02,2004 no 27.02,2005

g
W CTAHOEMTE l:epTHd:-HKaT...gl ZEABNEHHE NOCTABLLHES |

1.2.1.2. Pernctpaums nonb3oBaTtenem B  LUEHTPaM30BaHHOM pexuMe C
reHepaumen Ka4yen caMmMm nosb3oBaTeneM

OnncaHne npouecca perucrpaumu nonb3oBaTesnis B LEHTPasM30BaHHOM pexumMme C
reHepaumen Ka4yen caMmmM nosib3oBaTenem:

1. ®opMupoBaHMe noNb30OBaTeNEM 3anpoca Ha CcepTUdMKAT  OCYLUECTBASETCA C
NCNONb30BaHNEM cneumanbHo pa3pabaTbiBaeMoro NporpamMMHOro obecneveHus,
OCYLLECTB/AOLWErO BbINOMHEHNE Cneaywmx GyHKUMA:

+ [eHepaums 3aKpbITOro M OTKPbLITOrO K/to4a NMoarnucu;

« @®opMMpoOBaHME 3anpoca Ha cepTudUKaT KIoYa NOANUCH;

+ @opMupoBaHuMe 61aHKa 3anpoca Ha cepTudukaT Koya nognmcu;
e YCTaHOBKa M3roTOBMEHHOr0 cepTudmKaTa Kya noanmcu

Ons n3rotoBneHns ceptudurkaTta Kjo4a NoaAnMCcKM Nosb3oBaTesNb NpeaocTaBnseT dann
3anpoca Ha ceptudukaTt knwda nognmcm dopmata PKCS#10 m ycrtaHoBfieHHbIM 06pas3oMm
odopM/IeHHbIN 6aHK 3anpoca Ha cepTudunKaT Karda noanucu.

2. 3aHeceHue naeHTUPUKALUMOHHbBIX AAaHHbIX MoJjib3oBaTens B PeecTp 3aperMcTtpmpoBaHHbIX
nonb3oBaTenien YAOCTOBEpSAKLWEro LeHTpa OCYLeCTBASETCS aHalormMyHo npoueaype,
onuMcaHHOW B MNyHKTax 1-5 pasgena 17.2.1.1 «Perucrtpauma nosnb3oBaTenss B
LEeHTpasIM30BaHHOM peXMMe C reHepaumen Knyen B YA0CTOBEPSIOLWEM LeHTpe»
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

3. MNocne 3anycka Macrepa co3pgaHusa cepTtudMKaTa B OTKPbIBLIEMCA OKHE HaXMUTE
KHOMKYy Aanee

PucyHok 18. NepBoe okHO MacTtepa co3aaHua ceptudukaTa nonb3oBaTensd

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

Macrep MacTep coznaHua cepTugukara

none3ogartend
CO3AaHUS
CepT“d)HKaTa 3TOT MACTER NOMOrSET BEATE HOBEIA CEPTHEMEST

SAPErHMCT PMPOEAHHORY NONESZ0ESTENK.

[T MponycTuTe SToT WAaF NPH CASLYMOLEM SanNYcke

InA npogon#eHka HasmeTe kHoney U danee",

< Hazan Hanee » OrreHa

[Jna oTknoueHns BbiBOAA NepBoro okHa Macrtepa co3paHusa cepTtudmkarta
nosib30BaTesIf YCTaHOBUTE «rajaky» MponycTuTb 3TOT War Npu cjeaylolleM 3anycke

4. B oTkpbiBweMcs okHe UCTOYHMK 3anpoca Ha cepTudmkar Bbibepute nepekniyaTens
UYreHue 3anpoca Ha ceptudukar us dainna v seeante nmsa dalina, cogepxaliero 3anpoc
Ha cepTuduKaT KAKYa NOAMNUCK U HAXMUTe KHOMKy [Janee
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MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 19. Bbl6op B KauecTBe MCTOUYHMKA 3anpoca Ha cepTtudukar cganna
PKCS#10

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

McTouHME zanpoca Ha CEpPTHOMMEAT
BriGepuTe cnocof NOAYYEHWA SaNpoca Ha CepTHDKEAT

BhIGEpMTE UCTONHME 3aNp0ca Ha CEpTHRMEAT M HakmWTe kHonky ' Hanes'.

" [eHEpAUMA HOBOMD SANpOCa HA CRpTHEMKaT

BrISepuTE 3TOT NApaMETR, BCAM #EN3ETE CrEHEPHPOESTE NARY KADMEN W
CO30ETE SANPOC HA CERTHEMKAT 007 HOBOMD OTEPETOMD KAKYa.

{* YTeHWe 3anpoca Ha CepTHEMKAT WE Palina

BrISepMTE 3TOT NApatETR, BCAM HENAETE ESATE CULLECTEYILWMA SaNpoc Ha
CENTHRMEAT WS $aling, NPS0CTSENEHHOMD NONES0EATE NS,

MraA aina:

[ C:Mhvanoy. pl0 O6sop... |

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

£ Hazan | Danee » | OTrena |

5. B okHe MpocMoTp 3anpoca Ha cepTuduUKaT BHMMATENbLHO MPOBEPbTE MAEHTUYHOCTb
AaHHbIX, YKasaHHbIX B nofsix Cy6bekT, Ucnosb3oBaHue KkAw4a, OTKPbITbIA KJOY
AaHHbIM, coAaepXawmMmca B npegocrtaB/ieHHOM 6naHke 3anpoca Ha ceptudukaT). ToNbKo B
c/lyyae NoJIHOro COBNaAeHMs 3TUX AaHHbIX HAaXXMUTE KHOMKY fanee

PucyHok 20. OKHO NpocMOTpa 3anpoca Ha cepTudukar

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

MNpocwoTp 3anpoca Ha CEpTHPHEAT

MpocroTpUTE BEISPAHHEIN S3NP0C HA CEPTHEMKAT M YABQHTECE, YTO 3TO SaNpOc Ha
CERTHDMEST NoIB30ESTENA,

CyfeekT: 1.2.840.113549.1.9.1 =ivanov@cpptopro.ru, 2.5.4.6=RU, 25.4.10=000
KPUNOTOMPO, 2.5.4 3=MeaHoe MeaH MeaHoEKY

MononezoeaHke  [poEepka nogaqHHOCTH KakedTa [1.3.6.1.557.3.2]
KIHOME: Jawui eHHanA 3 nekTpoHHaA novTa [1.3.6.1.5.5.7.3.4]

Orepemrei kawy; FOCT P 24.10-2000

04403337 67BE B433 BAFD 7FCE AA70 3567 0581 5BA3 DEAEE 47F2
B724 BI3C 5090 A79F CICI E4BC CHAC 1244 4453 2DD1 COE2 74FE

Hna COXPAHEHMA COZAAHHOND SAMPOCE B PaRA HAKMMTE COMpaHITE. . |
kHonky "CokpaHaTe".

JonoaHuTenEHaA HHPORFSLHA

=
[

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee » | OrreHa |
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MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

OnucaHHas npoueaypa TpebyeT OT nua, OCYLLECTB/SIOWEr0 U3roTOBJ/IEHNE
cepTudmrkaTa KaYa nNoAnmMcu NoBbILWEHHOrO BHUMAHMUS, NMOCKOMbKY AaHHble, coAepXallmecs
B nose MUcnonb3oBaHue KJiOYa OMNpeaensioT OTHOLWEHUS, MPU OCYLLECTB/IEHUN KOTOPbIX
3NEKTPOHHbIA AOKYMEHT C 3/IEKTPOHHOI UUdpoBON noanncbld 6yaeT UMETb topuaMveckoe
3HauyeHMe W olWwunbka, AONyLWEHHAss Ha [aHHOM 3Tane, MOXeT MNPUBECTU K HaAesleHuto
Nnosib30BaTeNs AOMNOMHUTENbHbIMU NpaBamMmm U NPUBUNErUAMU (K HENETMTUMHOMY MOBbILLEHWUIO
ero craTtyca).

6. OTKpoeTca OKHO YcTaHOBKa cepTtudukaTa nonb3oBaTtensi, WHdopMmupytouiee 06
YCrMeLwHOoM U3roToBNeHun ceptudunKkaTa Kaya noanucu 1 no3sonswllee:

e OCYWECTBUTb MNPOCMOTP  M3rOTOBJIEHHOro CcepTuduUKaTa, HaXaTUeM  KHOMKMU
MpocmoTp...

e COXpaHWUTb U3roTOBMEHHbIN cepTudmkaT B Buae danna dopmata PKCS#7, HaxaTnem
KHOMNKN COXpaHUTb...

e YCTaQHOBMTb ceptudmkaTr B XpaHunuwie (ocywecTBnsercs YCTaHOBKOM
COOTBETCTBYIOLLErO nepekstoyaTens)

e aBTOMaTUYECKU NoATBEPAUTb 3anpoc (ocywectensieTcs YCTaHOBKOWM
COOTBETCTBYIOLLErO rnepeksovaTens)

OcyulecTBuTE YCTaHOBKY MNepeknyaTenen, npomsBeamTe HeobxoamMmbie AENCTBUS U
HaXXMuTe KHoNKy Aanee

MopsiaoK npenocTaBNeHUs MONb30BaTENO M3roTOB/IEHHOro cepTudukarta
K/K4a noanuvcu  onpepensietca  PernameHTOM YAocToBepsowero ueHtpa. B cnydae
npeaocTtaB/ieHNs NoJjib30BaTeNto cepTudukata Ha CMEHHOM MarHUTHOM HocuTene yaobHo
BOCMO/Ib30BaTbCs KHOMKOW COXpPaHWUTb... [aHHOMO OKHa, W COXPaHUTb WM3A4aHHbIN
cepTuduKaT Ha yKa3aHHbIA MarHUTHbIA HOCUTENb.

Boibop nepeknoyaTensd YCTaHOBUTb cepTudukaT B XpaHWAULWLE MpusBoaUT K
MHCTaNnNsaunMM  wm3gaHHoro ceptudmkata B XpaHunuwe  Ceptudukartbl/Tekywmn
nonb3oBartesib/[Apyrme nonb3oBatenm Ha [19BM APM ApmuHuctpaTtopa LP.
Ncnonb3oBaHne paHHOro nepekntodatens yaobHo Ans  oOpraHuM3auum  3aluMLLEHHOro
noytoBoro o6MeHa Mexay MpUBUNErMPOBaHHbIM MNONb30BaTeNeM W MNOMb30BaTENSIMU
YpocrtoBepswouwero ueHtpa (Hanpumep, C WCMNOMb30BaHMEM MOYTOBbLIX KAMEHTOB Microsoft
Outlook, Microsoft Outlook Express)

Boibop nepekntoyaTens ABTOMaTU4YECKM NOATBEPAMTb 3anpoc YycTaHaBaMBaeT
CTaTyC AaHHOro 3anpoca B COCTosHMe 3aBepweH U He TpebyeT noaTBepXAEHUS
Monb30BaTeNleM YCTaHOBKUM M3rOTOB/EHHOrO cepTudukata Ha csoen MIBM. lMoaTBepxaeHue
nonb3oBaTeNeM YCTAaHOBKW OCYLLECTBASAETCA C UCnonb3oBaHMem APM 3aperncrpmpoBaHHOro
nonb3oBaTens, ssnastweroca web-npunoxeHnem LleHTpa Perucrpaumu YaoctoBepstowero
LueHTpa wn TpebyeT o06s13aTenbHOro CeTeBOro coeamHeHus mexay [MOBM nonb3oBaTtens wm
LleHTpoM Perncrtpaunm. PekoMeHAYeTCs MCNONb30BaTb YKa3aHHbIN NepektodaTesb, B Cliydae
ABTOHOMHOIo YHKLMOHNPOBaHMS YAOCTOBEPSAIOLWErO LleHTpa
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MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 21. OkHO YCcTaHOBKM cepTudukarta nosibsosartess

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

YcraHoexa CEPTHPHEATa NoAL3DBaTENA

MpoCrHOTPMTE BEIGAHHEIFN CEPTHMMKAT, COXPAHMTE M yoTaHoBMTe ero. [pu9 yoTaHoeke
CERTUDMESTA oH GUneT 3aMNUCaH B KOHTEHHED CaKpETHOMD Kk4a.

CepTURUEST Mo Eawerdy Sanpocy BewaH L eHtpora CepTidueauny. [1na npocroTpa sToro

CEPTHDUESTE HawbWTE KHonkY ' Tpocrarp... '
MpocroTp... |

[T YcraHoEHTE GEETHEMEET B ROHTEHAHER CEREETHOND KrHa

[T YcTaHoBWTE CEPTHPRHKAT B RpaHHHLLE

[T ABTOMATHYECKM NOATEEQOMTE SanNpoc
JnA coXpaHeHUA BEINYWEHHOMD CEPTHERMEATS NONE30ESTENA B COMpaHITE. . |
AN HaskMTe KHONKY “'CoXpaHiTe .

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee » | OrreHa |

7. OkHO CoxpaHeHue ueno4vykun ceptudmkaTtoB LeHTpa ceptudukaumm nossoaseT
COXpaHUTb BCe cepTuduKaTbl un3gaTtenem wn  CAUCKM  OTO3BaHHbLIX CepTU@UKATOB,
obecrneunBalollmMe NpoBepKy craTtyca cepTUdMKaToB, M34aHHbIX YAOCTOBEPSIOWNM LLEHTPOM.
YcTaHoBUTE nepeksoyaTenm CoxpaHuMTb Leno4Kky ceptucpukarToB LleHTpa
Ceptndpumkaumm 1 Bknrouartb B pesysibTaTt cooTBeTcTByrowme COC n BBegnTe MOSHbIN
NyTb AN pa3MeLweHns YKasaHHbIX AaHHbIX. HaxxMuTe kHonky [Aanee.

PucyHok 22. OKHO coOXpaHeHMs Ueno4ykn ceptudpukatoB u Cnumcka
OTO3BaHHbIX cepTU(PUKaToB

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

CoxpaHeHue nenoykH ceptHpuraroe lledrpa CeprHpUEanHM

Heamure pacnonoxeH9e $alina 0na coxXpaHeEHHA LENoYEM CepTMpMKaToE LleHtpa
CERTHDMEALMM.

dror FMACTEQ MMEET AON0NHMTENEHYKD BEOSMOHOCTE COXPIHEHA LEMOYE I
CEPTHHRHKET ATOE LI.EHTIZIEI EEDTH¢HKEMHH 017 NEpe0ayH E2 NONES0EITENKD,
HaNpMriep, Ha QHCEETE. Ecnit Bel senaeTe BOCNoNeE30BaTECA STOM BOSMOMHOCTERD,
OTHETETE PAIK0E HHHE.

[v CoxpaduTe uenodky ceprudukaros L edrpa Cepmrauramm
KraA chafina:

Ia: hzacer.p?b Dazop... |

P oprat Palina sanpoca
% Pafine & Bazebd-kogupoeke PECSH10 ¢ saronoskom

" Painel & Bazebd-rogupoeke PECSH10 Sez saronoe.a

v BrnouaTte B pesyneTar cooTeeToTEYowme COC

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

< Haszan Danee » OTrena
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

8. MNocne ycnewHoro OCYWEeCTB/IEHUS  OMUCaHHbIX  AEWCTBUIA  OTKPOETCS  OKHO,
nHdopMupytolLee 06 yCrNeLwHOM U3roTOBIEHMM cepTudmkaTa. Haxmumte kHonky MoToBO

PucyHok 23. 3aknrouutesibHOe OKHO MacTepa cospgaHuna ceptudmkara

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

MECTED | MacTep coznaHua cepTugukara

noJsib3oBarens
CO3aHu4

CoapaHue CEPTHPHEKATad YycnewHo 3asepuweHo.

ceptudukara

—

[nA sakpeMuA MacTepa Hamm9Te kHonky ''Totoen',

< Hazan Coroen rmeHa

9. B neBonm vactm okHa APM agmumHucTparopa LP suigenute y3en NMonb3oBatenun 1 B
MpaBoil 4acTM OKHa TMpoOBepbTe HalMuyme Yy4YeTHOM  3anncu, COOTBETCTBYHOLLEN
3aperucTpmMpoBaHHOMY NOb30BaTeNo

PucyHok 24. Bbi60p yuyeTHOM 3annMcu 3aperucTpupoBaHHOro noJsib3oBartesns

:=:§ APM AAMHWHWCTpaTopa P ;IEIEI

. | =L |
J,ﬂEﬁETBHE Bra J<}=-P|||@J'ﬁv
CTRpYETYPa I MonNEz0EaTENM
[ KpunTo-Mpo YL & | | ID nonesoeatena | DAWEE HMA | Moape
El@ LPM aaMHHHCTRATOpa LleHTpa PErHETRaLMK ﬁ 1 ARM Cper
EIE LeHTp PErHcTRaUmM - Fav.cp.ru ﬁ 2 AR Adrnin
E UeHTp cepTHEHE ALK E 3 Z_ser_01
3anpockl Ha PEFHCTRALMED : MeaHoE lEaH lBaHoOBEHY Kok

3anpock! Ha CEpPTHDHEAT

m 3anNpockl Ha OT3LIE

[P CepThinkaTel

----- ﬁ Mane30EaTENM

@ MypHan

EI--E UeHTp PErHcTRalmM - Fav.cp.ru o
E LLeHTp cepTHbHK ALK

3aNPOCEl HA PErMCTRAELLHHED

i Janpockl Ha cepTHGMKaT j 4 | | _,I
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

10. ﬂpasoﬁ KHOMKOW MbllIKX BblaennTe CO34aHHYIKO YYETHYH 3annCb U B KOHTEKCTHOM MEHKO

BbibepuTe Bce 3apgaun->Nokasartb->CepTtudukarbl

PuUcyHok 25. OKHO npocMoTpa M3AaHHbIX ceptudmkKaToB

3aperucTpMpoBaHHOro noJsib3oBaTens

"=§ APM AaMMHWCcTpaTopa LIP ;lglﬁl
; =181
J JeficTEME  BHA J = = | E | | | E%

ID cepTHdHKATA | CEQHAHEIF HOMERD | JaTa BETYNNEHHA B CHAY | fAaTa oKoHYaHHA AEHCTEMA | ik
@4 29028CA4000000000036 24,02,2004 14:36:00 24,02,2005 14:45:00 29

2

11. Bbiaenute M3roToBJIEHHbIN CepTM(bVIKaT KMlo4Ya noanucu [ABOMHbLIM HaXaTUeM J1eBOM

KHOMKM MbILWW U MPOCMOTPUTE €ro B CTaHAApPTHOM OKHE MPOCMOTpa cepTudmrkaToB
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 26. CTaHAapTHOE OKHO NpocMoTpa cepTuduKaTta nosnb3oBatens

Db me |Cu:u:TaE= | ryre ceprdmicaumm |

L TN 1

=1 Ceenenua o cepTrukaTe

AtoT cepruduraT:

+[MOATEEP#AIET ¥ AANEHHOMY KOMNEHITERY HAEHTHDHKALHD
ESWErD KOMIEHITERS

* 33 AET CO0ALLEHHA INEKTPOHHOA NOHTHI
#[onesoEaTene UeHTpa PervcTpagmn

KoMy Bl aH: MeaHOE MBaH MEBaHOEHY

Ken BbifaH: FAVZO004 A

AercTEMTENEH ¢ 27.02,2004 no 27.02,2005

g
W CTAHOEMTE l:epTHd:-HKaT...gl ZEABNEHHE NOCTABLLHES |

1.2.1.3. Hanbonee 4yacto BCTpevawlinecs OWnBKU, BO3HMKAKOLWME MpU
perncTpauum nosib3oBaTens B LEHTPaSIM30BaHHOM pexume:

1. Mocne HaxaTMs Ha KHonky Jlanee B oOkHe OKOHYaHME perucrpauuvm
nosnb3oBaTens nosiBAseTcs coobueHune:
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 27. Ownbka npu BbIMOJIHEHUM MeToaa
Regisration.CreateRequestByAdmin

APM AaMMHKUCTpaTopa P ﬂ

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWAE OWKAKka, L1089 nonyyeHua
NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE | << CEpbMTE NOApoSHOCTH |
Homep:  -2147220985 ]
MoToqHME; Reqisterllzer
Orcanme: MNpousowna owvbka B0 Bpera 08padoTEM SaNpoca Ha PErHCTPAaLMID,

O puruHaneHan owKeka; Mumber=-2147220991 |5 ource=F egistrationCenter Dezcription=Oom

o
1| | 5

APM AaMMHKUCTpaTopa P ﬂ

Q Bio EperA BEINDAHEHKWA ONERALMM NPOMSOLWNE owMEka. 1108 nonyyeHHA

NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE | << CEpbMTE NOApoSHOCTH |

=)

1C& Ha PErHCTpaLM.
enter Description=JocTyn sanpewed noauTHkoil UP. [Registration. CreateR equestBpddrin]

< o

Y npuBuaerMpoBaHHoro nonb3oBatens (Oneparopa wiv AAMMHUCTpaTopa),
NpoOu3BOASLLErO perncrpaumio nonb3oBatens B YAOCTOBEPSANLWEM UEHTpe He A0CTaTO4YHO
npas Ha BbiNnosHeHMe MeToaa Registration.CreateRequestByAdmin.

Ha LeHTpe Peructpauum HeobXoAMMO  OCYLLECTBUTb  HACTPOWMKY  MOJIUTUKM
6€e30MacHOCTM, MO3BOJISIOLLYHO OCYLLECTBASATh BbINOJIHEHWE YKA3aHHOIro MeToaa.

2. Mocne HaxaTMs Ha KHonky Jlanee B OkHe OKOHYaHME perucrpauuvm
nonb3oBaTens nosiBAseTcs coobueHune:
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 28. Owmnbka npu BbinosiHeHMn Mmetoaa Registration.AcceptRequest

APM AaMMHKCTpaTopa P 5[

B Epera BEINOAHEHKA oNEpalHK ApoMSoLna owkEka. 107 AoayyeHHa
NOAPCAHOM HHPOPREWHK Haska9Te kHoNKY ' Tlokasare nogpoSHoCTI' .

JaKpETE | << CKpbTE NOAPOAHOCTH

Horep: 2147220957 =]
MoTouHme: Registerllzer
Circ:aHLeE; MNpousowna oWMEKa B0 EPErA NPMHATHA SaMPOCa HA PEMMCT LMD,

Dpurunanenas owwaka: Mumber=-2147220951 Source=ReaqistrationCenter Dezcription=Oo

.
1| | b

APM AaMMHKUCTpaTopa P ﬂ

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWAE OWKAKka, L1089 nonyyeHua
NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE |

=
| ZANPOCA Ha PEFHCTRaLMI.
strationCenter D escription=JocTyn sanpewed nonuTHeoi LP. [Registration AcceptB equest]

< o

Y npuBunernpoBaHHoro nosb3oBaTtens (Onepatopa wiM AAMMHUCTpaTopa),
NPOM3BOASALLEr0 PEerncTpaumio mnosb3oBaTesniss B YAOCTOBEPSAKLWEM LEHTPE He AO0CTaTOYHO
npas Ha BbinosiHeHMe MeToaa Registration.AcceptRequest.

Ha LUeHTpe Peructpaumm HeobxoanMMo OCYWECTBUTb HACTPOMKY  MOJUTUKMU
6e30nacHOCTM, MO3BO/SAIOLLYIO OCYLLECTB/ISATb BbIMOSIHEHME YKa3aHHOIo MeToaa.

3. Mocne HaxaTmsa Ha kHomnky [lanee B okHe MpocMoTp 3anpoca Ha ceptudumkart
nosiBnsieTcs coobuieHue
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 29, Ownbka npu BbIMOJIHEHUM MeToaa
CertRequest.SubmitFirstCertRequest

APM AaMMHKUCTpaTopa P ﬂ

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWAE OWKAKka, L1089 nonyyeHua
NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE | << CEpbMTE NOApoSHOCTH |
Homep:  -2147220954 ]
MoToqHME; WiewR equesthd ovel ext
Orcanme: MNpouzowna owvbtka B0 BperA 0OpatoTEM SaNPOCa Ha CEPTHRMKAT.

OpurunaneHan owkdka: Humber=-2147220997 Source=CertRequest. SubmitFirstCert B eque:

o
1| | 5

APM AaMMHKUCTpaTopa P ﬂ

Q Bio EperA BEINDAHEHKWA ONERALMM NPOMSOLWNE owMEka. 1108 nonyyeHHA

NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE | << CEpbMTE NOApoSHOCTH |

1T
=rtA equest Description=3Ta onepau A He MOHET AbME BEBINOAHEHE HA ATOM CEPTHRMEATE.

< o

MpnBMNErMpoBaHHbIN rnonb3oBaTeNb (OnepaTop nnu AgMuHucTparTop),
NPOU3BOASALLMA PETMCTPALMIO NMOMb30BaTENS B YAOCTOBEPSIOWEM LEHTPE HEe MMEET npaB Ha
M3roToBneHne ceptndukaTa, cogepxawero o6aacTm MCnonb30BaHUS, yKasaHHble B WwabnoHe
Ha cepTudmkar.

Ha ueHTpe Peructpaumm ocywecrtBute HacTtpoumky [lMonntmkm  06paboTkm
HenoAnucaHHbIX 3anpocoB 1 gobasbTe Heo6xoaMMble 061aCTM NCNOAb30BaHUA cepTudmkaTa.

4. Mocne HaxaTums KHonky [anee B okHe UCTOYHMK 3anpoca Ha ceptudukar, B
cny4dae Bbibopa nepekstovaTens YreHme 3anpoca Ha ceptudukaTt u3 cgainna nosBnsercs
coobuieHune:
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 30. Owmnbka - 3anpoc npuMHaaneXxmut ApyromMy nosib3oBarento

APM AaMMHKCTpaTopa P 5[

B Epera BEINOAHEHKA oNEpalHK ApoMSoLna owkEka. 107 AoayyeHHa
NOAPCAHOM HHPOPREWHK Haska9Te kHoNKY ' Tlokasare nogpoSHoCTI' .

JaKpETE | << CKpbTE NOAPOAHOCTH

Horep: 2147220985 =]
MoTouHme: GetRequestSrcMoveMext
Circ:aHLeE; 3anpoc HE MOXET GBTE MCNONBEZE0EAH, TaK, K&K NPUHALNEXMT ApUrar

.
1| | b

APM AaMMHKUCTpaTopa P ﬂ

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWAE OWKAKka, L1089 nonyyeHua
NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE |
Y0EE B

GetRequestSrohd ovel ext
Janpoc He MOKET BB MCAOIE306aH, TaK KaK NPMHANEHRUT ApYrardy NonbSo6aTEnm.

< o

NaoeHTndnKaunoHHble AaHHble Monb30oBaTens, coAepXawmecs B 3anpoce Ha
cepTudumkat  OT/INYHBI OT  WAEHTUMUKALMOHHBIX  AAHHbIX  3apPEermcTpUMpOBAHHOIO
rMnonb3oBaTeNsi, Ha MMSA KOToporo TpebyeTcs M3rotoBuTb cepTudwukat (Hanpumep, BbibpaH
dann, copepxawwui 3anpoc Ha cepTudukat Apyroro nosnb3osaTtens), ambo npu
dopmupoBaHnm danna 3anpoca 6bina gonyweHa owubka (HanpuMmep, HapylleH
YCTaHOBJIEHHbIA NOPSAOK Crie40BaHUst KOMMNOHEHT MMeHU cybbekTa).

Mpn nosasneHnn cooblieHnsa o6 owmnbke B CUCTEMHbIN XYpPHan MPUIOXEHWUNM
(Nyck/Mporpammbl/ AAMUHUCTpUpoBaHue/MpocMoTpCobbiTnin/ XXypHan
Mpuno>xxeHunin) 3aHocuTcd noapobHas wuHdOpMauMsa O BO3HUKLWIENH CUTyauun, aHanus
KOTOPOV MO3BOSINT TOYHO ONpeaesinTb NPUUYMHY OWKNOKN.
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 31. OkHO npocmMoTpa XXypHana npunoxxeHun

SI=IES
J JeficTere  Brg |J = o= | | | £}
CTpYKTYpa I HwpHan mpHamHeHHH 275 cobbITHA
@ MpocHoTR cofbTHA (NoKansHe:) Thn | Aara | Epens | weTodnmg | oo
HowpHan NpHAoMeHHH QOLUHEKE 24.,02,2004 17:25:20 MSS0AP SD-E_
MypHan GES0NacHOCTH aOLIJHEKEI 24.02.2004 17:25:20 M50 el
. HwpHan cHCTEMEl aOLIJHﬁKEI 24,02, 2004 17:25:20 YERUREime oT
@'}"BE.&DMHEHHH 24,02, 2004 172222 MSDTC Client .y
@'}"BE.&DMHEHHH 24.02. 2004 172222 MaDTC .y
QOmHEKa 24.02,2004 17:12:00 MSSCEP S0;
QOmHEKa 24.02.2004 17:12:00 MSSCEP Gel
QOLUHEK-& 24.02,.2004 17:12:00 WBRURkime oT
@'.‘-"BE,EI,DMHEHHH 24,02, 2004 17:11:32 MaDTC M
anHEKa 24.02,2004 16:56:53 MSS0AP S04
aOLIJHﬁKEI 24.02.2004 16:56:53 MSSCAP Gel
aOmHEKa 24,02, 2004 16:56:53 WBRuntime oT
@'}"BE.&DMHEHHH 24.02. 2004 16:56:53 WBRuntime oT
@'}"BE.&DMHEHHH 24.02.2004 168:52:33 MSDTC Client M
@'}"BE.&DMHEHHH 24.02,2004 16152133 Ma0TC M
QDmHEKa 24.02.2004 16:42:07 M55SR S0y
QOmHEKa 24.02.2004 16:42:07 M55SR Gel
aOLIJHEKEI 24,02, 2004 le:42:07 WBRuntime QT
@FBE.&.DMHEHHH 24,02, 2004 1a:42:07 WBRuntime i’lj
4| | ’

PucyHok 32. OKHO NpoCMOTpa onNUcaHuA npousoweawero cobbiTna

CeoicTea: CobbiTHe

il

Cofemu9e |

Hara;  24.02.2004
Bpetan: 16:56
Tum:  YeegorneHua  Foo [ID]; 1

MeoTogHue:  YBRuntime
K.areropua; OTcyrcTeyeT

ol

MNonpsoearens: Het gaHHe
k.orneoTep: Fiif

OnucaHue:

The VB &pplication identified by the event zource logged this Application
Reqgistration: Thread ID: 3068 Logged:
He HalineH paspewatwi ACE.

|0 monezoeaTens: 1

Mraa meToga: Regiztration.AcceptRequest

Manteie: ) Eatmer € Cooea

C

[

k. OTrEHa | I'IpHmEHHTbl
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MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

1.2.2. Perncrpauns nonb3oBaTesia B pacnpeaesieHHOM pexume

Pernctpauma nonb3oBaTenss B pacnpefesieHHOM pexuMme ocywecTesnserca 6es
obsazatenbHoro npubbitna  perucrtpupytowerocs avua  (MAnM ero  ynoJIHOMOYEHHOro
npeacTtaBuTensl) B YAOCTOBEPSIOWNIA LLeHTP U yaobHa B cny4yae OTAA/IEHHOr0 pacrnoioXeHus
nosb3oBaTenen oT YaocrtoBepstowero ueHTpa (HanpuMmep, B pa3HbiX cybbekTax Poccuinckoi
denepauymn).

Perncrpaumnsa nonb3oBaTtesien B pacnpeneseHHOM PeXnMe MOXET OCYLLECTBISATbCS:

*  NOCpPeacTBOM APM perncrpauvm nonb3oBaTens, npenocraBasemMoro
YAOoCTOBEPAOLWMM LEHTPOM M Tpebylowero HenocpeaCTBEHHOM CBA3M NoMb30BaTeNs C
LleHTpoM peructpaumu (HanpuMmep, C UCNOSb30BaHWEM ceTu obliero nosib3oBaHMS
Internet)

« 160 Ha OCHOBe 3anpoca Ha cepTMdMKaT Kioda noanvcu B Buae daiina, B cryvae
aBTOHOMHOIO (PYHKLMOHMPOBAHWUS Y OCTOBEPSIOLWEr0 LEeHTpa WAW Mpu OTCYTCTBUMU
NIMHWIA CBSA3M Nonb3oBaTesiel ¢ LleHTpoM perucrpaunu.

Mpoueaypa perucTpaumMm B YOOCTOBEPSIOWEM LEHTPE COCTOMT M3 [ABYX 3Taros:
3aHeceHne WAeHTUPUKALUNOHHOW WHDOpPMaLMN  PErUCTPUPYIOLLErOCS /MA@ B peecTp
nosib3oBaTeniein YAOCTOBEpPSOWeEro LeHTpa M WM3roToB/IEHME MepBOro cepTudukata kawuda
noamnucu.

Pernctpaums nonb3oBaTens OCYLECTBNSETCS Ha OCHOBE 3anpoca Ha perncrpauuio,
nepeaaHHOro B aNeKTpoHHOM Buge (nmbo npu nomown APM perncrpauum nosib3oBaTess,
nmbo Ha ocHoBe alna 3anpoca Ha cepTuduKaT Kaw4da noanucu, nNpeaocTaBAEHHOro
cpeacTBaMu MOYTOBOM MNM KypbepcKol cBsA3n). MNMoaTBepXxaeHWe AaHHbIX, COAepXallmMXcs B
3anpoce Ha  perucrpaumio,  ocyuwlecTensetcsas  obsisaTesibHbIM  HamnpaBfieHMeM B
YOOoCTOBEpSOWNIA LEeHTP 3asB/ieHUs Ha perncrpauunto, ohOpMIIEHHOr0 B COOTBETCTBUMU C
nonoXeHnsMmn PernameHTa Y40CTOBEPSOLWEro LeHTpa.

N3roToBneHne nepeoro ceptudmnkaTa Kar4ya NoaAnMcuM Nosib30BaTesNs OCyLLeCcTBAseTCs
Ha OCHOBEe 3anpoca Ha cepTuduKaTt, NepesaHHoOro B 31eKTPOHHOM Buae (n1mMbo npu nomoLm
APM peructpauumm nonb3oBaTtens, nmbo Ha ocHoBe ¢alna 3amnpoca Ha cepTtudukart
KMo4Ya noanucu, npeaoctaBfeHHOro CpeacTBaMM MOYTOBOM WM KYPbEPCKOW  CBS3U).
MNMoaTBepXXAeHMe pAaHHbIX, COoAep)KaluuMxcs B 3anpoce Ha cepTudumkaT, ocCylecTBnseTcs
oba3aTesibHbIM HamnpaB/ieHMEM B YAOCTOBEPSIOWMNIA LEHTP 3asiBNEeHUsl Ha W3roToBJIEHME
cepTudumkara.

3asaBneHne Ha N3roToesneHne CepTVICbVIKaTa KJ1to4a noanuncu, OCbOpMJ'IS'-IeTCH
yCTaHOBJ/1€HHbIM PernamMeHTOM 06pa30M, M AO/IXKHO CcoAEpPXaTb:
* VI,CI,eHTVI(bVIKaLI,VIOHHbIe AaHHbIE NMWUa, Ha Ybe UMA Tpe6yeTc;1 N3roToBunTb CepTM(bMKaT;

« Habop obnacrtert KUCNOAb30BaHWS KJOYa WM COOTBETCTBYHOLWME 3TUM 061acTaMm
obbekTHble unaeHTudukatopel — OID'el (copmepxxaHme nons Extended Key Usage
ceptudukaTta — HammeHoBaHne obnacren UCNosb30BaHUA);

+ B cnyuae usrotossieHnsa ceptudmkata Ha OCHOBE MpenocCTaB/ieHHOro B Buae daiina
3anpoca Ha cepTudumKaT — yCTaHOB/IEHHbIM 06pa3oM odopMNeHHbIN 6aaHK 3amnpoca
Ha cepTuduMKaT KAKYa No4NnUCK

1.2.2.1. Perncrpauus nonb3oBaTens B pacnpeaeneHHoM pexunme C
ucnosnb3osaHnem APM perncrpauum nonb3oBaTtens

OnucaHue npouecca perucrpauMm Monb3oBaTeNns B pacrnpeaesieHHOM pexuMme C
ncnonb3osaHnem APM perncrpauvm nosib3oBaTens:
1. MNocne nofyyeHus 3asiBIEHUSA Ha perucTpauuio YAOoCTOBEPSALWMIA LEHTP HanpasnsaeT
[lOBEPEHHbIM KaHasioM nepefayv AaHHbIX (HanpuMep, C UCMonb30BaHMeM denbaberepckoi

30



MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

MOYTOBOM WM KYpPbEpPCKOW CBA3W) B aApec perucrpupylowerocsa nauua ceptudukar
YMNO/THOMOYEHHOro fnua YAOCTOBEPSAOWEro LUeHTPa W aKTyallbHbli CMMCOK OTO3BaHHbIX
cepTMdmMKaTOB B 3EKTPOHHOM BUAE HA MAarHUTHOM HoOCUTesNe.

2. Monb3oBaTenb  yCTaHaBAMBAeT Ha  CBOEM pabouem mMecte  ceptudwmkar
YAO/HOMOYEHHOro nua YA0CTOBepstowero ueHTpa, CNMCcoK OTO3BaHHbIX cepTuduMKaToB U C
nomMowbto APM perucrtpauumm nonb3oBarensa dopMupyer M HanpasBnseTr B
YAOCTOBEPAOLWMIA LEHTP 3anNpoC HAa perncrpaumio.

3. lMocne oTnpaBku 3anpoca perucTpmpyrowmmcs nmuom B okHe APM agMuMHMcCTpaTopa
LUP B nanke 3anpocbl Ha PperucrTpauuio nMnosBASETCA HOBbIA 3anpoc, O0XMAakwLwwmnmn
06paboTku

PucyHok 33. OKHO NpOoCMOTpa 3anpoCcoB Ha perncrpaumio nosib3oBarteneu

£5 APM ApnunvcTpaTopa LP -0 x|
: | =51 ]
J,.;Leﬁu:TE:HE EHﬂJ@-P|||@JEEE@|(ﬁv
CTpYKTYPa I 3anpockl HA PEFHCTRALHHD
_Iél_@ APM aAHHHHCTRETOPE LIEHTpa PerpeTpauny | | 1D 3anpoca | Email | AaTa cosaania
Ega LLeHTP PermcTpaumy - Fav.cp.ru AR fFawi@mcryphopro.ru 16.02.2004 13:,
E UeHTp cepTHEHE ALK E 2 Fav@erypkopra.ru 16.02.2004 13:,
SANPOCE! HA PErHCTRALLHRD EA3 Favi@cryptopro,ru 19.02,2004 16:,
3anpockl Ha CepTHEMKAT E 4 ivanowi@crypbopro.rg 24.02,2004 13:,
~f8 3anpoce Ha oTsee F4s 24.02.2004 16:,
{2 Ceprvhkate =7 petrov@cryptopro.ry  25.02.2004 13:,
----- ﬁ Mane30EaTENM
@ )‘I{':."I:lHEIn
EI--E UeHTp PErHcTRalmM - Fav.cp.ru
E LieHTP cepTHEHK ALK
Fanpockl Ha PErHETRALMED o
Janpockl Ha cepTHbMEST
m 3anpack! Ha ATSEIE j 4 | | _,I
4, Bolgenute npaBoOil KHOMKOM MbIWKM MOCTYNMUBLUWMA 3anpoC Ha perncrpaunto m B

OTKPbIBLLEMCA KOHTEKCTHOM MeHi0 BbibepuTe MyHKT CBoMcTBa. OTKPOETCA OKHO CBOMCTB
3anpoca Ha perucTpauuio

31




MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 34. OKHO NpOCMOTpa CBOMCTB 3anpoca Ha perncrpauuio

Janpoc Ha pervcTpaL«H ﬂﬂ

! MHdoprdaum9a o sanpoce I

CocToAHWe: B osdnaHAau

Cyfeetr:  1.2.840.113549.1.9.1=petrovi@cyptopro .y, 2.5.4 6=RL .
254 8=Mockea, 2.5.4. F=Mockea, 2.5.4.10=000

Nara zanpoca: 2002 2004 120746
T aTa paccroTpEHKA:

KDMMEI—FI’EIFIHH AONEZ0ESTENA:

3l

51

K.akdrdeHT apME aatUHUCTRET RS

1l

51

0k, I OTtieHa [ pHEEHHTE |

5. BHuMaTesnbHO nposepbTe UAEHTUYHOCTb MAEHTUPUNKALUNOHHbIX OAHHbIX,
cogepxawmnxca B none Cy6beKT AaHHbIM, yKa3aHHbIM B 3asiBNeHMN Ha perncrpaumuto,
HanpaB/leHHOM paHee B YaocToBepsiowui UeHTp B HymaxHoMm Buae. B cnyyae nonHoro
COOTBETCTBMUSA AaHHbIX B OKHE CBOMCTB 3anpoca Ha perncrpaunto HaxmmTe KHonky OK, 3aTtem
B okHe APM ApmumHuctpartopa LP Bblgennte npaBoOn KHOMKOW MbIWW AaHHbINA 3anpoc Ha
perucTpaumio u B OTKPbIBLLEMCS KOHTEKCTHOM MeHto Bbibepute NMPpUHATDL
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PucyHok 35. lNMpuHATME 3anpoca Ha perucrpauuio

'='§ APM AaMHHHUCTpaTopa LP ;IQI El
; JNETES]
| goicrere B || & = | Bm|FE 2R || usxd| 29
CTpyETYpa I JaMpockl Ha PECHCTRALMMD
_E'l_@ APM agmHHHCTRaTopa LieHTpa PerkcTpaym | | 1D 3anpoca | Email | Aara cozaatm
EE LeHTp PervcTpaukm - Fav,cp.ra EA1 Fav@cryptopro, ru 16,02,2004 13:,
E UeHTp cepTHDHKAWHK E] 2 fawv@cryphopro.ru 16.02,.2004 13,
Janpockl HA PEFHCTRALHHD E 3 favi@cryphopro.ru 19.02.2004 16:,
3anpocel Ha cepTHMEAT B4 ivanow@cryptopro.rg 24.02.2004 1358,
m 3anNpock! H3 OT3RIE %5 24,02, 2004 16:,
€ Copmbcam T T
----- ﬁ Monez0BaTENN pr—
- OTEANOHHTE
@ }K-:I.-pHan CBOHCTBA

I':'I--E LieHTp PerncTpaukk - Fav.cp.ru SKCNOPTHPABSTE

E UeHTR CcepTHRMELMK
Zanpockl Ha PErMCTPALMHED
Zanpocel Ha cepTHbMEaT

M 3anpocel Ha 0T36IE jad | KN IR =
| | |

Cnpaeka I

6. Mpn nNpUHATMKM 3ampoca Ha perncTpaumnto OTKpoeTCs npeaynpexaatolee OKHO,
Tpebyowee noaTBEPXAEHMS BblOpaHHbIX AeNCTBM. HaxkmnTte kHonky [a.

PucyHok 36. MoarBep>xaeHMe pAeUCTBMA MO MNPUHATUIO 3anpoca Ha
perucrpauuro

APM AaMMHKWCTpaTopa P i[

ﬂEﬁCTBHTEJ’IbHD X0THTE NPHMHATE EElAENEHHEIE ZaNPpOCckEl HA FIEFHIITFIEILI,HH:I?

7. Mo OKOHYaHWW BbIMOJSIHEHMSA AEACTBMN NO 3aHECEHMIO PerncTpaumoHHON nHdopMaunm
B PeecTp YaoctoBepstowero LueHTpa nosaButcsa coobueHne, nHpopmmupytowee o6 OKoH4YaHUmn
YKasaHHbIX onepaunii n nx pesynbraTt
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PucyHok 37. OKHO NpoCMOTpa pe3yJibTaTa perucTtpauvm nosjib3oBarens

MpYHATHE 3ANPOCOE HA PEMMCTPAL,

DapatoraH sanpoc 1 1s 1

Mporpecc | EIUJHﬁKHI F'esganaTI

|0 zanpoca | Onepaua | PesuneTar | K.orREHT 3P
¥ MprHaATHe sanpoc...  OK QnepalA YcnewH. ..

APM AAMWHHCTPaTOR x|

CMEpaUHA SaEEDLWEHA,

1| | »]

[Npepeate |

JakpETE

8. B okHe APM ApmuHuctpatopa LP Bbigenute neBoi KHOMKOW MbIWN  y3es
Monb3oBaTenu n nposepbTe Hanuuune y4yeTHOM 3anucm, COOTBETCTBYHOLLEN
3aperncTpmpoBaHHOMY MoJsib30BaTeso

PucyHok 38. OKHO NpOCMOTpa 3aperucTpupoBaHHbIX NoJZib30BaTesNien

£2 APM AprvnvcTpaTopa LIP =10/ x|
; PRETES|
JQEHETBHE Ema J¢#|||@J'ﬁv
CTRYKTYPE I MoNES0EATEH
_E'l_@ APM aAMHHHCTPAToPE LieHTpa PerncTpaunn | | IDNaNk30BaTENA | Cbee | noapas,
EI@B LLeHTp PerkcTpamH - Fav.cp.ru € ARM Oper
E UeHTp cepTHRHE ALK ﬁ z ARM Admin
Sanpockl Ha pErHCTRALHD ﬁ 3 Z_User_01
3anpockl Ha CepTHdMKaT ﬁ 4 WMEaHoE EaH FIEaHOBHY Fammep

- ¥ 3anpockl Ha 0T36IE

Y CepThimkaThl
----- ﬁ Monbs0BaTEMM

@ MypHan

EI-E'B UeHTp PErMCTRALLMM - Fav.cp. U
E LLeHTp cepTHbHKaLFH
3anpockl HA PEMMCTRALHKD
3anpock! Ha CEPTHDHEAT

@ 3anpock! Ha aT3ele =l | 2

MeTpoe MeTtp MeTposMH F.oMMep

MO OKOHYaHWM OCYWECTBEHUS AENCTBMW MO CO34aHUI0 YYETHOM 3anucu
3aperncTpMpoBaHHOro nonb3oBaTens B PeecTpe YaoctoBepsiowero ueHTpa, uenecoobpasHo

34



MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

OMOBECTUTb perucTpupytoweecs namuo o6 3ToM. [na atoro Ha LleHTpe peructpaumm
Heo6XxoaMMO HaCTPOMUTb COOTBETCTBYHOLUME 3adadM aBTOMaTuyeckoro GOpMUPOBaHUA W
OTANpaBKM  MNOYTOBbIX coobuweHnini (MOCPeacTBOM  3/IEKTPOHHOM  MNoYTbl) B ajgpec
perucTpmpytowierocs amua.

9. Mocne nonydeHuna yBeaoMAeHMs 06 YyCNewHOM 3aHeCeHUU WAEeHTUPUKAUNOHHBIX
AaHHbIX B PeecTp YaocToBepstowero LeHTpa perucTpmpytowmnincs nosibaoBateb C NOMOLLbIO
APM nonb3oBarens, o6nagaroulero MapkepoM BPEeMEHHOro AocTyna OCylecTBaser
Ha cBoeM pabouyeM MecTe reHepauuio knwo4ven, dopMUMpoBaHMeE 3anpoca Ha cepTudukar
KMo4Ya noanMcM W HanpaBnasieT ero B YAocToBepsowMit  UeHTp. [OononHMTeNnbHo
pPerncTpmpyroLmnncsa nosib3oBaTesib pacrnedyaTtbiBaeT 6naHK 3anpoca Ha cepTuduKkaTt Kawda
noanMcm Ha 6yMa>KHOM HoOcuTene M B COOTBETCTBMW C PernameHTOM YaocToBepstowero
LeHTpa HanpasnseT 3asBNieHne Ha M3rotoBneHume cepTudukaTa kKawda noanmcm (6naHk
3anpoca Ha cepTudukaT ABNSETCS YacTblo 3asiB/IeHNs)

PucyHok 39. lLla6bnoH 6n1aHka cepTtudmkara Karo4a nognmcm

2} 3anpoc na cepTudukaT X.509 - Microsoft Internet Exp O] x|
J Marin  [paéka Bua  M=OpanHoe CepEMc  CNpaska ﬁ
J d=Hezan « = - (5 il | ‘QiNonck G Msbpanoe EPMeana 4 | By 5 >
J Bapec; ’-Gj htkps: [ fFaw, cp.rufuifUser YiewCerkRequest, asp j @HEDEXDH

e

HawMeHoBaHWe opraHvzayuu-¥aoctoeepsawowero Llentpa
bNaHk 3anpoca Ha CepTHhHKAT OTKPBITONo KNK4Ya

CEefeHnA O 2anpoce Ha cepTidmraT:
3T0T zanpoc:
KeM EpInyuLeH:
MeTpoe MeTp NeTpoEHY
Bepcwa: 1 (0x0)
CybpeHT 2anpoca Ha cepraduikaT: CH = MNeTpoe MeTp neTpoemd, O = KoMuMepdackri oTasn,
Co= oo KPMOT2-NPO, L= Mockea, 5 = Mockea, © = RU, E = perow@cryptopro.ru
CHHpPLITEIA KAMKY !
AATOPHTH OTEPEITOMD KOS al
HazeaHnwe: M2CT P 34,10-2001
MapameTpenr 3012 0607 2885 0302 0224 0006 0724 8503 0202 1EO1
SHaveHHe! 0440 BEEC 4B532 DdaF 1290 986E 8032 TEZ23 AZ229 0B99 120B BF59
EFC4 SBCD DOCO 00AS DSES DDSC 9BFA SB11 904F 9407 FFE4 5292 D169 6EGZ
EZeD ZB91 2744 0092 6003 A0TC AZDE
ATprbyTor zanpoca na ceprvdiakar X.509
1. Atpubyr 1.3.6.1.4,1.311.13.2.3
HazeaHHe! Bepcoua OiC
SHaveHHe! 3.0,2195.2
2, Atpubyr 1.3.6.1.4.1.311.2.1.14
HazeaHWe! PaclwMpedna cepTHibHEATOE
Pacwwpenna ceprvdmiara X500
1. PacwHpeHnne 2,5.29,15 [(KpHTHYeCKoe)
HazegaHHe! MocnoneZoEaHHe KAKHa
ZHadeHne: Undpoeaa noanvce , HeoTperaemacTe , WHdpoeanne knwyei ,
WhpoeaHne aanne=[FO)
2, PacwHpenne 1.2,840,113543,1,9.15 s
HazeaHHe! BozmoxHocTH SMIME
ZHadeHHe: [1]BozMakHocTH SMIME MaenTidueaTop obterta=1.2.643,2,2.21
2. PacwHperHe 2,.53,29.37
HazpaHWe! ¥nyyweHHEIR KKy
SHaveHue: MonezoeaTene LenTpa PerncTpaunn(l.2.643.2,2,.34.6] MNpoeepra
NoOAMHHHOCTH KNHedTa(1.3.6.1.5.5.7.2.2) ZaWHIWeHHaA 3NeETPOHHAA No4Ta
(1.3.6.1.5.5.7.3.4)
3. ATpubyr 1.3.6.1.4.1.311,13.2.2
HazeanHe: TSP zaAekH
CESASHHA 0 NpOEalAepe
HazHa4eHHe KnwHa @ OEMEH
HazeaHWe npoeafaepa : Crypto-Pro GOSTR 24.10-2001 Cryptographic Service
Provider
Moanvce Npoeafaepa: 2441 FOSB 3F31 926E 6SCC 11EC 7F72 AFSE CAcd
13FB 7210 9424 5701 B467 3AC3 2519 5578 0312 4BTC C4B9 CT53 DYFF
05848 43 FOBE 780D 1509 DY72 4948 2797 30FZ OFG6d 9293 3374 D11C

|:Ej [oToEo l_ l_ ré_ |ﬂ HaaexHeIE w5kl

N KX
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

10. Mocne oTNpaBKM 3anpoca Ha uM3rotosfieHne ceptudumkata B OkHe APM
aaMuHucTpaTtopa LIP B nanke 3anpocbl Ha cepTUdUKAT MNOSBASETCS HOBbIA 3anpoc,
oXxungatrowmm 06paboTku

PucyHok 40. OKHO NpoCcMOTpa 3anpocoB Ha cepTudUKaT KJroua noanucu

£2 APM AprvnvcTpaTopa LIP =10] %|

; T
| geiicrene B || & = | AW FE | 2| RREEBH | 9%
CTRYKTYPRE I 3anpoce! Ha CEPTHRMEAT
] KpunTo-Npo ¥, - | AaTa cozxaaHHa | AaTa obpaboTiK | DAL EE HMA | Moag
El@ AP aAMHHHCTpaTopa LieHTpa PErHcTRauHH 16.02.2004 1... 16.02,2004 13:2... ARM Oper
EI@B LLeHTp PErHMCTpaLKH - Fav.cp.ru 16,02,2004 1,,, 16.02.2004 13:2,..  ARM Admin
~fE UenTp cepridmkauim 19.02,2004 1.,, 19.02.2004 16:3... Z_User_01
3anpoCkl HA PEMHCTRALHID 24.02.2004 1., 24022004 15:1... lMeaHoE Mea... Home

~=¢ 3anpockl Ha cepTHMEAT o 41, MeTpae MeT. ..
- ¥ 3anpockl Ha 0T36IE
Y CepThimkaThl

----- ﬁ Monbs0EaTEM
@ HypHan
EI-E'B UeHTp PErMCTRALLMM - Fav.cp. U oo
E LLeHTp cepTHbHKaLFH

3anpockl HA PEMMCTRALHKD

- 3anpockl Ha cepTHibHEaT ;I ll I LI

11. Bblaenute npaBoil KHOMKOW MbilM MOCTYNUBLUMIA 3anpoc Ha cepTudukaT M B
OTKPbIBLUEMCS KOHTEKCTHOM MeHI0 BblbepuTe NyHKT CBoMcTBA. OTKPOETCS OKHO CBOWMCTB

3anpoca Ha ceptudukaTt
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 41. OKHO NpoOCMOTpa CBOMCTB 3anpoca Ha ceptudpukar

Janpoc Ha cepTHHKaT d |

! MHdoprdaum9a o sanpoce I

CocToAHWe: B oskidaaHdu

CyfbetkT: CH=MNeTpoe MNeTp MNetpoemy, OU=F.ormmepyeckiui oTaen,
O=000 KPHUAOTO-NPO, L=k ockea, S=taockea, C=RL,
E =petroy@cyptopro. ru

HMecnonezoBaHKe kioda: [onksoeatenk U eHrpa Peructpanid
[1.2.643.2.2.34.5]
MNpoBepka nogaMHHOCTI kawerTa [1.3.6.1.55.7.3.2]

Nara zanpoca: 20022004 15:14:00
I aTa paccdoTpeHHa:
O7epemei kawy: TOCT P 34.10-2001

0440 =z2C2 YEeD 253D 7AZL 0810 £3AC 0534 53C6
4ZEE CD47 12285 8C1C EDAEZ C7AL 2&6CDr 55325 FCLDF
LE22C DACS 7112 FEAL 1BAL 7255 49182 Z4EE e77C

L LI

KDMMEI—FI’EIFIHH AONEZ0ESTENA:

K

K.akdrdeHT apME aatUHUCTRET RS

B

3E|I'I|:II:IC HE Noan-caH

0k, I OTtieHa | I'IpHmEHHTbl

12. BHMMaTenbHO NpoBepbTe MAEHTUYHOCTb AaHHbIX, cogepXxawmnxca B nosie Cyb6bekrT,
Ucnonb3oBaHue kYA M OTKPbITbIA KAKY [AaHHbIM, YKa3aHHbIM B 3asiBNEHUW Ha
n3rotosneHne ceptmdunkaTta, HanpaBJeHHOM B YAOCTOBEPSAOWNIA LeHTp B 6yMaxHOM Buae. B
c/lyyae MOIHOrO COOTBETCTBUS AaHHbIX B OKHE CBOWMCTB 3amnpoca Ha cepTUdUKaT HaxMmute
kHonky OK, 3ateMm B okHe APM AaMmuHucTtpaTtopa LP Bbigenvte npaBoi KHOMKOW MbIlN
AAHHbIM 3aNpoc Ha cepTUdMKaAT N B OTKPbIBLUEMCSH KOHTEKCTHOM MeHI0 BbibepuTe NMpUHATDL
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 42. NMpuHATHE NOCTYNUBLUEro 3anpoca Ha cepTtudumkar

£2 APM AgmunvucTpaTopa LP =10/ x|
; | =181 ]|
| deiicene Ba || & = | Em B @ 22303249 o<
CTpyETYpa I 3anpockl Ha CepTHDMEaT
(] Kpunmo-Mpo YU - | fAaTa cozgaHua | Aata obpaboTiK | DAL EE MMA | Moag
El@ APM aarHHHETRaToRa LeHTpa PErMCTRALHKH 16.02,2004 1... 16.02.2004 13:2...  ARM Oper
EI@B LUEHTR PervcTpaumH - Fav,cp.ru 16.02,2004 1.., 16,02,2004 13:2,..  ARM Admin
B UenTp cepridmkauim 19.02,2004 1,,, 19.02,2004 16:3.., Z_User_01
Janpockl Ha PErHCTPaUHHD MEaHoE Ba,.. HKowe

Zanpockl Ha cepTHbMEST

m JaNpackl Ha 0T3RIE

@ CepTHRHEaTE

----- ﬁ Mones0BaTEM

@ HyvpHan

EI--@B LeHTp PervcTpaumm - Fav.cp.ru b

E LEHTR cepTHRHMEALMKH

FaNpack! HA PEMMCTRALLHHD

3anpock! Ha CepTHHEAT ;I
Py

CBOHCTEA

24.02.2004 1... 24.02.2004 15:1...

T o

OTERNOHKTE
SKCNOPTHROEATE

Cnpaeka I

OnucaHHas npoueaypa TpebyeT OT /iMua, OCYLLECTBASIOWEro N3roToBieHme
cepTuduKaTta KIo4Ya NoAnmMCcx MOBbILLEHHOrO BHMMAaHUS, MOCKOJbKY ZaHHble, coaepiKalunecs
B nose Mcnonb3oBaHMe KJIOYA OMNPEAENAOT OTHOLIEHUS, MPU OCYLLECTBIEHUM KOTOPbIX
3/IEKTPOHHbIN AOKYMEHT C 3/IEKTPOHHOM UMdpOoBOIM NMoanncbio 6yaeT UMEeTb OpUAMYECKOoe
3HauyeHne M owubka, AONyLeHHas Ha AAHHOM 3Tane, MOXEeT MNPUBECTM K HaAeNeHUuio
NnoNb30BaTeNs A0MONHUTENbHLIMX NpaBaMn U NpUBUIErNAMU (K HENEMMTUMHOMY MOBbILLIEHMUIO

ero craTtyca).

13. Mpn npuHATMKM 3anpoca Ha cepTuduMKaT OTKpoOeTcs npeaynpexaatouee OKHO,
Tpebyolwee noaTBEPXAEHMS BblOpaHHbIX AeNCTBMI. HaxkmnTte kKHonky [a.

PucyHok 43. OKHO noaTBep)>XAeHuUs A[eACTBMA NO MPUHATUIO 3anpoca Ha

ceptucdpukar

APM AamuHucTpaTopa LIP

AEHCTEMTENEHD XOTHTE NMEMHATE BEIAENEHHEIE 3EMPOCk! HA CEPTHgMKAT?

]

14. MO OKOHYaHWM BbINOJIHEHUA A[EUCTBUIA MO WM3roTOBNEHMIO cepTudmKaTa Kiwoua
noanucu nosiBntcs coobuieHne, nHpopMupytowee 06 OKOHYaHMM YKa3aHHbIX onepaunim n mx

pe3synbTaT

38



MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 44. OKHO NpOCMOTpa pe3yJibTaTa NPUHATUA 3anpoca Ha cepTudmnkar

MpUHATHE 3ANPOCOE HA CEPTH

DapatoraH sanpoc 1 1s 1

Mporpecc | EIUJHﬁKHI F'esganaTI

|0 zanpoca | Onepaua

| PesuneTar

| K.orREHT 3P

E

<

MprHaATHe sanpoc...  OK

APM AAMHHHCTPATO

CMEpauHA saEEpLIEHE.

[Npepeate |

Onepauus YCneLH. .

X
12

JakpETE

15. B npasoi obnactn okHa APM AgMmuHuctpartpa LP Bbigente neBon KHOMKOW MbIK
y3en Monb3oBaTtenm, 3aTteM B MNpaBOM 4aCTM OKHA BblAENMTE MPaBOi KHOMKOW MbILW
YYETHYIO 3anucb 3aperncTpvpoBaBLUErocsl MnoJsib30BaTeNsd M B OTKPbIBLIEMCH KOHTEKCTHOM
MeHto BbibepnTe NnyHKT Bce 3apaum -> MNokasartb -> CepTtudukartbl

PucyHok 45.

Bbi6bop npocmoTpa cepTudPMKaATOB 3aperucTpmpoBaHHOro

noJsib3oBaTens

£2 APM AgrunucTpaTopa LIP =10] x|

. NETER|

JQEH::TBHE Eva J@#|||@J‘ﬂv

CTpYETYPa I Moneso0EaTERM
[:l KprnTo-Mpa YL & | | ID nanezoEaTena | QAWEs WA | MoapasAeneHHE | praH:
E@ APM aamuHkcTpaTopa LleHTpa E 1 ARM Oper KpHnT
EE LleHTp PerkcTpaumm - Fav.o ﬁ z ARM Admin KprnT

E LeHTp cepTHbHKaLmm ﬁ 3 Z_User_01
3anpockl Ha pErvcTpal ﬁ 4 WMEaHOE KFBaH FIsaHoEHY KOMMERHECKMIA 0., OO0 K
Sanpocel Ha CepTHbE: ﬁ

¥ Janpockl Ha 0T36IE
P Cepthdmkatel

Bce zafaqH Sanpockl Ha PErHCTRAELMHD

Cozpate M Janpockl Ha cepTHOHKAT

CBOHMCTEA
..... g Mones0BaTEN ¥AANMTE Janpocel Ha OT3RIE
L3} Wypran Crpaska 'I— CepTHhHEATEI
EI--E LeHTp PervcTpaumm - Fav.c
E LeHTp cepTHEHKALHK
@ Janpockl Ha pEFHETTiLI
< | AN | i
16. OTKpOeTCss OKHO MpoCMOTpa M3AaHHbIX CcepTUdMKaATOB 3aperucTprupoBaBLUErocs

nonb30oBaTeENnA
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MpakTnyeckan peanusaumsa pernameHTHoix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 46. OKHO NpoCMOTpa M3paaHHbIX cepTudUKaToB NoJsib3oBaTens

£5 APM ApnunvcTpaTopa LP =10 x|
; JRETES
J JercTere  Bua J = =y | g | | | %

1D cepThiHEaTa | CEpHAHEIN HOMER | JaTa BCTYNNEHHA B CHY | faTa oKoOHY4aHKA AEHCTEHA | A:
@4 2A0ZSCA4000000000036  24.02,2004 14:356:00 24,02,2005 14:45:00 24

i

17. Bblgennte M3roToBAEHHbIN cepTuduMKaT Ka4Ya MNOAMUCA ABOMHbIM HaXaTUeMm J1eBOW
KHOMKM MbILM M NPOCMOTPUTE €ro B CTaHAAPTHOM OKHe MpocMoTpa cepTudmKaToB
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 47. CTaHAapTHOE OKHO NpocMoTpa cepTudmrKaTa Kiro4ya NoaAnucu

Db me |Cu:u:TaE= | ryre ceprdmicaumm |

L TN 1

=1 Ceenenua o cepTrukaTe

AtoT cepruduraT:

+[MOATEEP#AIET ¥ AANEHHOMY KOMNEHITERY HAEHTHDHKALHD
ESWErD KOMIEHITERS

* 33 AET CO0ALLEHHA INEKTPOHHOA NOHTHI
#[onesoEaTene UeHTpa PervcTpagmn

KoMy BeigaH: [eTpoE [MeTp NeTposHY

Ken BbifaH: FAVZO004 A

AeRcTEMTENEH © 26.02,2004 no 26.02,2005

g
W CTAHOEMTE l:epTHd:-HKaT...gl ZEABNEHHE NOCTABLLHES |

Mo OKOHYaHWM OCYLLECTB/IEHUA AENCTBMIA MO W3roTOB/IEHUIO cepTudukaTa
KJloYa noanucu, uenecoobpasHo OMOBECTUTb Bragesibla M3roTOBEHHOro ceptudukaTa o6
3TOM. [na 3Toro Ha LleHTpe perncrpaumMm Heo6xoAMMO HAaCTPOUTb COOTBETCTBYIOLLME 3a4aun
aBTOMATMUYECKOro ¢OpPMUPOBAHUA W  OTMNPaBKM MOYTOBbLIX COO6LIEHNI (MoCpeacTBOM
3/IEKTPOHHOW MOYThI) B aZlpec Bnaaesbla cepTudukaTta Kawda noanmncu.

1.2.2.2. Pernctpaumsa nonb3oBaTens B pacnpefesieHHOM peXuMe Ha OCHOBe
3anpoca Ha ceptudukaT B Buae damnna

[aHHbIi MeToa perucTtpaunu nonb3oBaTeNs MCMNOoNb3yeTcs B TOM C/lyyae, Koraa
reHepauusl KioUeli nonb3oBaTesns A0KHA OCYLLECTBNATLCS TONbKO Ha ero pabo4vyeM MecTe, a
(byHKUNOHMPOBaHME YAOCTOBEPSIOLLEr0o LLEHTPA OCYLLECTBAAETCS aBTOHOMHO WM KOHEYHbIN
Nnonb30BaTe/lb HE UMEET NIMHUI CBA3K C LLeHTpOM perncrpaumm YaoCTOBEPSAOLWEro LEHTpa.

dopMUpoBaHME MoOMb30OBaTENEM 3anpoca Ha cepTuduKaT OCyLecTBAsieTcs C
NCNONb30BaHNEM cneumanbHo paspabaTbiBaeMoro NporpaMMHoOro obecneyeHus,
OCYLLIECTB/IAIOLLErO BbIMO/IHEHUE CReayoWmX QYHKLMIA:

+ [eHepauus 3aKpbITOro M OTKPbLITOrO K/k4Ya Nnoanucu;

+  (dopMMpOBaHME 3anpoca Ha cepTudunKaT Koda Nnoanucu;

« ®dopMupoBaHMe 61aHKa 3anpoca Ha cepTuduKaT Kitodya Noanucu;
* YCTaHOBKAa W3roTOBJIEHHOrO cepTudmKaTa K4da noanmcu
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

OnuncaHne npouecca peruvcrpaumMuM nonb3oBaTenss B pacrnpeneneHHOM pexume Ha
OCHOBe 3anpoca Ha cepTudmkaTt B Buae danna

1. Pernctpupytloweecs nmuo Ha cBoeM paboyeM MecTe reHepupyeT 3aKpbiTbil WU
OTKPbITBbIM KoY, dopMmpyeT 3anpoc Ha ceptudumkaT Kawya nognucm B Buage danna,
pacneyaTtbiBaeT U opopmMnseT 61aHK 3anpoca Ha cepTudUKaT KaoYa NOAMUCU U LOBEPEHHBIM
KaHaJZIoOM CBSA3W NpeaoCcTaB/sieT YKa3aHHble AaHHble B YAOCTOBEPSIOWMM LIEHTP.

2. Mocne npepgocTtaBneHns Mnonb3oBaTenieM HeobxoAMMbIX AaHHbIX B OkHe APM
aaMuHuctpatopa LUP npasoin kHOMKOM MbiwKn Bblgenute y3sen Monb3oBatenn un B
OTKpPbIBLIEMCS KOHTEKCTHOM MeHto Bbibepute CozpaaTb -> HoBOro nosib3oBsartesns

PucyHok 48. Bb160p NyHKTa MEHIO CO3AaHNSA HOBOIro NnoJib3oBarens

£2 APM ApmMuHucTpaTopa LIP =10] x|
; TS|
JgeﬁcTE:HE Era JC}='-P|||@J€EV
CTRpYKTYDa I MNonez0BaTENM
|:| KpunTo-Mpo YU, . ID' nonEz0EaTENA | CHWEE HiA |
Elﬁ &PM aamuHrcTpaTopa LleHTpa PerncTpaum ﬁ 1 ARM Cper
Elﬁ LieHTp PervcTpawe - Fav.cp.ru [ 4 ARM Adrnin
E UeHTp cepTHERHEALLFK ﬁ 3 Z_User_01
3anpackl HA PEMHCTRALLHKD E 4 lMeaHoE lEaH MEaHOEMY
3anpockl Ha cepTHkKaT E 8 MNeTpos MNeTp NETPOEMY
m JanNpockl Ha OTSHIE
[ Ceprhdrkatel

EI--E LeHTp Pe
E UBHT  Hosoe okro oTcroaa
Sanpc
Sanpc SKCNOPTHPOEATE CAMCOK. ..
fﬂ Janp:
4 | Cnpagka ﬂ
3. 3anyctutca MacTtep permcrpauvm nosib3oBaTtensl, HaXXMmMTe KHONKy fanee
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 49. NepBoe okHO MacTepa perucrpauyum noJsibsoBarens

MacTep peryvcTpawnyd NoNL30EaTEensd

MacTep perucTpauum

nonb3osaTens

dror FACTER NOMOr3eT ZaperlCTpPHpOESTE HOBQMD
NONEZ0ESTENA.

[T MponycTuTe SToT WAaF NPH CASLYMOLEM SanNYcke

InA npogon#eHka HasmeTe kHoney U danee",

< Hazan Hanee » OrreHa

Ona oTkIo4YeHWs BbiBOAa MNepBoro okHa Macrepa perucrpauum
noJib30BaTeNA YCTAaHOBUTE «rasky» MponycTuUTb 3TOT WIAr Npu creaylouemMm 3anycke

4. OTkpoetcs okHO WUCTOUHMK uHpoOpMauuMm O co3pgaBaeMOM MNoJsib3oBaTene, B
KOTOpoM BblI6epuTe nepeknoyatenb YreHue 3anpoca Ha cepTtudmkar u3 cdaimna u c
rMoMoLLblo KHoMkM 0630p yKaxuTe nma danna, cogepxawero 3anpoc Ha cepTudukaT Kada
noanucu dopmata PKCS#10. HaxmnTte kHonky [Janee
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 50. Bbi6bop cnoco6a nonydyeHumsa umHddopMmauum O nosb3oBaTtesie C
McrnoJsib3oBaHUeM 3arnpoca Ha cepTudukar

MacTep pErvcTPald NonbL30EaTens

HeToyHue HHPOpMAlLHH 0 CO3NaB3aeEMOoM NOAbL30BATENS
BblﬁEDHTE Cnocod NONYHEHKWA MHPOPRALMK O COS0AE3ErMOM N0 NES0ESTENE

BLISEpTE UCTOMHME WHPOPMALMK 0 COS0AEAEOM NONES0EITENE M HaxmTe ' danse"

" Beoa 0aHblX 0 NONbBS0EATENE BRYSHYD

BriSepuTE 3TOT NApaMETR, ECAM #HENJETE BESCTH AAHHEIE O PEMMCTPMPYEOr
NoNbS0EATENE CAMOCTOATENEHD © MOMOLLEBH POphEL.

{* YTeHWe 3anpoca Ha CepTHEMKAT WE Palina

BrISepITE 3TOT NApaMETR, BCM #ENAETE BSATE PEMMCTRALMOHHYKD MHPOPRMALMID W3
CYLW ECTEYOWOND SANP0Ca HA CERTHEMEAT M3 Ralina, NpenocTaENEHHOrD NONES0ESTENEM.

MraA aina:

| C:\Sidiroed p10 Ofiaop... |

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

£ Hazan | Danee » | OTrena |

5. B oTkpbiBweMcss okHe WMHpopMauma o0 nosib3oBaTtene BHMMATENbHO CpaBHUTE
yKa3saHHble NAEeHTU(PUKAUNOHHbIE  AdHHble C MAEHTUPUNKALMOHHBIMU AAaHHbIMU,
coAepXxalwmnmMmncs B 3asBNEHUM HA perncrtpaumio m B cnyyae WMAEHTUYHOCTU 3TUX AaHHbIX
HaXMuUTe KHonky Aanee

PucyHok 51. OkHO nHdopMmaumm o0 nonb3oBaTene

MacTep peryvcTpawnyd NoNL30EaTEensd

HH'IIJ'DDMEI.I.HH O NoAe30BaTeENe

MpoEEpETE RaHHEIE O NONESOESTENS CHCTEMEL HEOSROQHMEIE 008 SaN0AHEHHMA NONA
MokEYEHEl SHAKOR [F].

p |O6wes WA Cuoopos CHaop CHoopoE9y
MNogpasgensHye K.ordrdEpyeck Wi oToen
QpraHyzanmqa oo KFMATO-NPO
[opog, M ockEa
DénacTe Mockea
CTpaHa/perioH AU
AnekTpoHHaA novra | sidorosiSeryeptopro.

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee » OrreHa
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

6. B okHe OKOHuYaHuMe perucTpauumum noJsib3oBartens BBeauTe KnwoueByrw d¢pasy

nosb3oBaTtensa, npu Heob6XxoANMMOCTN HanNMLWnTe KOMMeHTapMﬁ M HaXXMuUTe KHoMKy [Janee

PucyHok 52. BBoa kjnwueBor ¢pa3bl NoJsib30BaTeNs U KOMMeEHTapus

aAMUMHUCTpaTopa

MacTep pErvcTPald NonbL30EaTens

OxoHYaHWE PErMCTPalMK NOAL30EATENA
BEEOMTE KNHYEEYHD Bpasy NONES0EATENA M KOMMEHT 3DMHE adMUHHMCTDATORE.

K.aloueEan dpasa NoNL30ETENR:
CexpetHoe cnoed

K nioyeEan ¢paza NoNB30EATENA MOKET SBTE MCNONEZ0BSHA 409 OTSHIES
NoNbS0EATENBCEME CEOTHERMEATOE NP HEBOSMOKHOCTH OTNPAEMTE Sanpoc
Ha OT3LIE [HAMPHMED, MPM YTPATE K1ko4a].

K.orrEHT pMEA A0MUHUCTRETOPA K Sanpocy Ha PEFHCT DaLHi;

[nA coOZ0aHKA NONBS0ESTENA HakMTE KHONKY ' Oanee',

£ Hazan Danee » OTrena

7. B 3aBepliatoulem okHe MacTtepa perucrpauyum nosib3oBaTtesnia YCTaHOBUTE «rasiky»
3anycTuTb MacTep co3faHus cemebm(aTa U HaXxXMunTe KHonky Foroso

PucyHok 53. 3aBeplwiaoujee okHO Macrepa perucrpauum nosib3oBartens

MacTep peryvcTpawnyd NoNL30EaTEensd

MacTep perucTpauum

none3ogartend

SapEFHCTFIHDDBaHHbIH NONEZ0ESTENE HE HMMM2ET

BOCMONbIYHTECE MACTEPOM COS0aHWA CEpTHDMEATS

[ {3anycTuTh MacTep coOS0aHWA CEpTHEMEATS

[nA sakpeMuA MacTepa Hamm9Te kHonky ''Totoen',

PEFHE‘TDEI.I.HH noAe30EATENA YCNEWHD FaBEpIUEHA.

CEPTHPHE AT OE. [nA cozgaHua CEPTHPUEATa NONBS0ESTENA

< Hazan Coroen

rmeHa
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

CHaTMe nepeknoyatens 3anycTUTb MacTep co3gaHusa cepTudukara
3aKaHuMBaeT npoueaypy perucrpauuu nonb3osBaTens. B 3TOM ciyyae Monb30BaTe/lb He
ABNAETCA BnafenblUeM HM oAgHoro ceptudukata kawda noanucu. lNocneaywoulee
M3roToBfieHMe cepTudmKaTa OCYLIECTBASETCS C MOMOLLbIO 334a4y KOHTEKCTHOrO MEHIo
3aperncTpMpoBaHHOro Nosb30BaTens.

8. 3anyctutca Macrtep co3paHuma cepTudmKaTa nosb30BaTenNs, HaXMUTE KHOMKY
Oanee

PucyHok 54. NepBoe okHO MacTepa co3aaHua ceptudukaTa nosnb3oBaTens

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

MacTep coznaHva cepTUguKara
nonb3oBaTens

Mactep
CO3/1aHUS
cepT“¢“KaTa dror M3CTER NOMOr3sT ERl0aTE HOEBIA CERTHHHEAT

SAPErHMCTPHMPOE3HHORY NONES0EITEI.

e,

.

[ MNponycTuTe 3TOT War AP CASIYOLEM SaNYcKe

[nA NpogonkeHHa HaskmuTe EHonky ' anes’’

< Haszan Danee » OTrena

[Jna oTknIoueHns BbiBOAA NepBoro okHa Macrtepa co3paHusa ceptudmkarta
nosib30BaTesIf YCTaHOBUTE «rajaky» MponycTuTb 3TOT War Npu cjeaylolleM 3anycke

9. B oTkpbiBwWeMcs okHe MCTOYHMK 3anpoca  Ha cepTtudukar Bbibepute
nepekntodaTtenb YteHme 3anpoca Ha ceptudukaTt u3 damna v BeeautTe ums danna ,
MCNoNb30BaBLUeecs MNpu perncrtpaumm nonb3oBatens (C nomouwbio Macrepa perncrpauum
nonb3o0BaTenNA) 1 HaXMUTe KHOMNKy fanee
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MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 55. Bbi6op cnoco6a nonyueHms 3anpoca Ha ceptudmkatr us3
cyuwecrtByouiero daina

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

McTouHME zanpoca Ha CEpPTHOMMEAT
BriGepuTe cnocof NOAYYEHWA SaNpoca Ha CepTHDKEAT

BhIGEpMTE UCTONHME 3aNp0ca Ha CEpTHRMEAT M HakmWTe kHonky ' Hanes'.

" [eHEpAUMA HOBOMD SANpOCa HA CRpTHEMKaT

BrISepuTE 3TOT NApaMETR, BCAM #EN3ETE CrEHEPHPOESTE NARY KADMEN W
CO30ETE SANPOC HA CERTHEMKAT 007 HOBOMD OTEPETOMD KAKYa.

{* YTeHWe 3anpoca Ha CepTHEMKAT WE Palina

BrISepMTE 3TOT NApatETR, BCAM HENAETE ESATE CULLECTEYILWMA SaNpoc Ha
CENTHRMEAT WS $aling, NPS0CTSENEHHOMD NONES0EATE NS,

MraA aina:

| C:\Sidoro pl 00 Ofiaop... |

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

£ Hazan | Danee » | OTrena |

10. B okHe TpocMmoTp 3anpoca Ha cepTudumkar BHMMATENbHO NpPoOBEpPbTE
MAEHTUYHOCTb [AaHHbIX, YKasaHHbiXx B noasax Cy6bekt, Wcnosib3oBaHue KJIOYaA,
OTKPbITbIN KJIKOY [JaHHbIM, COAepXallnuMcs B 3asiBNIeHMn Ha cepTudukaT (6naHke 3anpoca
Ha cepTudukaTt). ToNbKO B Cny4yae MOSHOMO COBMAAEHUS 3TUX AAHHbIX HaXXMUTE KHOMKY
Oanee

PucyHok 56. OKHO NpocMoOTpa 3anpoca Ha cepTudukar

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

MNpocwoTp 3anpoca Ha CEpTHPHEAT

MpocroTpUTE BEISPAHHEIN S3NP0C HA CEPTHEMKAT M YABQHTECE, YTO 3TO SaNpOc Ha
CERTHDMEST NoIB30ESTENA,

CyfeekT: 1.2.840.113549.1.9.1 =zidorowificryptopro.w, 2.5.4.6=RU,
254 8=tockea, 25.4 7=Mockea, 25.4.10=000 KPANTO-NPO,

MononezoeaHke  [poEepka nogaqHHOCTH KakedTa [1.3.6.1.557.3.2]
KIHOME: Jawui eHHanA 3 nekTpoHHaA novTa [1.3.6.1.5.5.7.3.4]

Orepemrei kawy; FOCT P 24.10-2000

0440 BC7E 7EOZ 0232 8DCE 7AB0 0748 BECE D222 9800 C154 D285
DBFA 96B2 466C 5EAR 8DEF ED70 GE 49 4874 3115 0618 3113 2704

Hna COXPAHEHMA COZAAHHOND SAMPOCE B PaRA HAKMMTE COMpaHITE. . |
kHonky "CokpaHaTe".

JonoaHuTenEHaA HHPORFSLHA

=
[

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee » | OrreHa |
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MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

OnucaHHas npoueaypa TpebyeT OT nua, OCYLLECTB/SIOWEr0 U3roTOBJ/IEHNE
cepTudmrkaTa KaYa nNoAnmMcu NoBbILWLEHHOrO BHUMAHMUS, NMOCKOMbKY AaHHble, coAepXallmecs
B nose MUcnonb3oBaHue KJiOYa OMNpeaensioT OTHOLWEHUS, MPU OCYLLECTB/IEHUN KOTOPbIX
3NEKTPOHHbIA AOKYMEHT C 3/IEKTPOHHOI UUdpoBON noanncbld 6yaeT UMETb topuaMveckoe
3HauyeHMe W olWwunbka, AONyLWEHHAss Ha [aHHOM 3Tane, MOXeT MNPUBECTU K HaAesleHuto
Nnosib30BaTeNs AOMNOMHUTENbHbIMU NpaBamMmm U NPUBUNErUAMU (K HENETMTUMHOMY MOBbILLEHWUIO
ero craTtyca).

11. OTKkpoeTcss OKHO YcTaHOBKa ceptudukaTa nosb3oBaTens, MHbopmupytoulee 06
yCrewHoOM U3rotoBneHmnmn ceptudmkaTta Karda nognmcm n rno3ponstoLlee:

e OCYWECTBUTb MNPOCMOTP M3rOTOB/IEHHOro CcepTuduUKaTa, HaxXaTUEM  KHOMKM
MpocmoTp...

e COXpaHWUTb U3roTOBNEHHbIN cepTudmkaT B Buae danna dopmata PKCS#7, HaxaTnem
KHOMNKM COXpaHUTb...

e  YCTaQHOBMTb ceptudmkar B XpaHunuuie (ocywecTBnsercs YCTaHOBKOM
COOTBETCTBYIOLLEr0 nepekstoyartens)

e aBTOMaTUYECKMU NoATBEPAUTb 3anpoc (ocywectensieTcs YyCTaHOBKOWM
COOTBETCTBYIOLLEr0 rnepeksoyaTens)

OcyulecTBuTE YCTAaHOBKY MNepeknyaTenen, npom3BeamTe HeobxoamMmbie AENCTBUS U
HaXXMuTe KHoNKy Aanee

Mopsanok npenocTaBfieHMs MONb30BaATENO  WM3FOTOBAIEHHOro cepTudukarta
K/4a noanuvcu  onpepensietca  PernameHTOM YAocToBepswowero ueHtpa. B cnydae
npeaocTtaBneHns Nosb3oBaTesnto cepTudmkaTa Ha CMEHHOM MarHUTHOM HocuTene (Hanpumep,
MocpeacTBOM MOYTOBOM CBSA3M) YAOOHO BOCMOJIb30BaTbCA KHOMKOW COXpPaHWUTb... AAHHOIO
OKHa

Bboibop nepekntoyaTtens YcraHOBUTb ceptudwmkat B XpaHuauwe npuMeoauT K
MHCTaNnNaunMM  m3gaHHoro ceptudmkata B XpaHunuwe Ceptudukartbl/Tekywmi
nonb3oBartesnb/Apyrme nonb3oBatenm Ha [1O9BM APM ApmuHuctpaTtopa LP.
Mcnonb3oBaHWe pAaHHOro nepeknawvatens yaobHO And  opraHmsauuMm  3alMLLEHHOro
noytoBoro obMeHa Mexay MpUBUNErMPOBaHHbIM MNONb30BaTeNeM W  MOMb30BaTENSIMU
YpocrtoBepswuwero ueHTpa (Hanpumep, C WCMNOSb30BaHMEM MOYTOBbLIX KAMEHTOB Microsoft
Outlook, Microsoft Outlook Express)

Boibop nepekniovatens ABTOMaATU4YECKM MNOATBEPAWMTb 3anpoc YyCTaHaBaAMBaeT
CTaTyC AaHHOro 3anpoca B COCTosHMe 3aBepwieH U He TpebyeT noATBEpXAEHUS
Mofib30BaTeNleM YCTaHOBKU M3rOTOB/IEHHOro cepTudukata Ha csoen MIBM. lMoaTBepxaeHue
rnosib3oBaTesieM YCTaHOBKW OCYLLECTBASETCA C ucnosnb3oBaHnem APM 3aperucTtpmpoBaHHOro
nonb3oBaTtens, seastweroca web-npunoxeHmem LleHTpa Perucrpaumu YAocTtoBepstowero
ueHTpa wn TpebyeT o0b6s13aTenbHOro CeTeBOro coeamHeHus Mmexay [M3BM nonb3oBaTtens wm
LleHTpoM Perncrtpaumnmn. PekoMmeHAyeTCS MCNOMb30BaTb YKa3aHHbIN NepektoyaTesb, B Cliydae
ABTOHOMHOIo YHKLMOHNPOBaHMS YAOCTOBEPSAIOLWLErO LleHTpa
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MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 57. OKHO yCTaHOBKM cepTudukarta nosibsosartesns

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

YcraHoexa CEPTHPHEATa NoAL3DBaTENA

MpoCrHOTPMTE BEIGAHHEIFN CEPTHMMKAT, COXPAHMTE M yoTaHoBMTe ero. [pu9 yoTaHoeke
CERTUDMESTA oH GUneT 3aMNUCaH B KOHTEHHED CaKpETHOMD Kk4a.

CepTURUEST Mo Eawerdy Sanpocy BewaH L eHtpora CepTidueauny. [1na npocroTpa sToro

CEPTHDUESTE HawbWTE KHonkY ' Tpocrarp... '
MpocroTp... |

[T YcraHoEHTE GEETHEMEET B ROHTEHAHER CEREETHOND KrHa

[T YcTaHoBWTE CEPTHPRHKAT B RpaHHHLLE

[T ABTOMATHYECKM NOATEEQOMTE SanNpoc
JnA coXpaHeHUA BEINYWEHHOMD CEPTHERMEATS NONE30ESTENA B COMpaHITE. . |
AN HaskMTe KHONKY “'CoXpaHiTe .

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee » | OrreHa |

12. OkHo CoxpaHeHue uenouykun ceptudpukartoB LleHTpa CepTtucdmkaumm nossonser
COXpaHUTb BCe cepTuduKaTbl un3gaTtenem wn CAUCKM  OTO3BaHHbLIX CepTU@UKATOB,
obecrneunBalollme NpoBepKy craTtyca cepTUdMKaTOB, M34aHHbIX YAOCTOBEPSIOWNM LLEHTPOM.
Mpn HeobxoanMMOCTM, yCTaHOBUTE nepekndaTenn CoxXpaHUTb Leno4vkKy ceptudmkatos
LleHTpa Ceptudmkaumm n Bknrwouatb B pesynbTaTt cooTBeTcTBylowme COC n Beegute
MOSIHbIA NYTb ANS pa3MeLleHns yKalaHHbIX AaHHbIX. Haxmute kHonky [Janee.

PucyHok 58. OKHO COXpaHEHMSI LENo4YKM CepTU(PUKATOB U CNUCKOB
OTO3BaHHbIX cepTUdNKaTOB

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

CoxpaHeHue nenoykH ceptHpuraroe lledrpa CeprHpUEanHM

Heamure pacnonoxeH9e $alina 0na coxXpaHeEHHA LENoYEM CepTMpMKaToE LleHtpa
CERTHDMEALMM.

dror FMACTEQ MMEET AON0NHMTENEHYKD BEOSMOHOCTE COXPIHEHA LEMOYE I
CEPTHHRHKET ATOE LI.EHTIZIEI EEDTH¢HKEMHH 017 NEpe0ayH E2 NONES0EITENKD,
HaNpMriep, Ha QHCEETE. Ecnit Bel senaeTe BOCNoNeE30BaTECA STOM BOSMOMHOCTERD,
OTHETETE PAIK0E HHHE.

[v CoxpaduTe uenodky ceprudukaros L edrpa Cepmrauramm
KraA chafina:

Ia: hzacer.p?b Dazop... |

P oprat Palina sanpoca
% Pafine & Bazebd-kogupoeke PECSH10 ¢ saronoskom

" Painel & Bazebd-rogupoeke PECSH10 Sez saronoe.a

v BrnouaTte B pesyneTar cooTeeToTEYowme COC

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

< Haszan Danee » OTrena
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

B cnyyae npepocraBneHMs noJsb30BaTeNl0 M3roTOBAEHHOro ceptudukarta
KMo4Ya noamnmMcM Ha CMEHHOM MarHMTHOM HocuTene (HanpuMmep, MNOCPeACTBOM MOYTOBOW
CBA3M) uenecoobpasHo 3anmcaTb Ha 3TOT XK€ HOCUTENb M aKTyasibHbI CMUCOK OTO3BaHHbIX
cepTudmkaToB

13. Mocne yCnewHoro OCYLIECTBNEHNA OMUCaHHbIX [AEWCTBUI  OTKPOETCS  OKHO,
nHdbopMupyollee 06 ycnewHoM U3roToBneHnn ceptudurkaTta. HaxmMurte kHonky FroToBo

PucyHok 59. 3aknwuuntenbHoe OKHO Macrtepa cosgaHua ceptudukara
nonbn3oBaTens

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

MHCTE!D MacTep co3znaHuMg cepTu@ukara
nonb3oBarens
CO3/aHuS

Coznanue CEepTHPHEATd YycnewHo 3agepueHo.

ceptudumkara

InA sakpeMHA MACTEpa HakMWTE KHoNKY T oToen’,

< Haszan [omoeo OrteHa

14. B nesoit yactn okHa APM agmuHucrtpartopa LP Boigenute y3en Nonb3oBaTtenu v B
npaBol 4YacTM OKHa MpoOBepbTe  Ha/N4yMe Y4YeTHOM  3anucu, COOTBETCTBYHOLLEN
3aperncTpmpoBaHHOMY MoJsib30BaTESO
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 60. MpocmoTp YUYeTHbIX 3anucen 3aperucTpMpoBaHHbIX
nosb3o0BaTenen

i3 APM AamuHMcTpaTopa LIP =10 =]
: T
| deiicrene Ba || & = Bm R 2| WY
CTRYETYPpa I Monez0EaTENM
|:| KpunTo-Mpo YL & | | ID nonezoEaTena | QOWeEs MMa |
Elﬁ APM aAMHHHCTRaTopa LieHTpa PerHcTpauHe €1 ARM Cper
EIE LLeHTp PErMCcTRAaLKM - Fav.cp.ru ﬁ 2 AR Admin
E UeHTp cepTHRHE ALK ﬁ 3 Z_User_01
3anpockl HA PErHCTRALLHKD ﬁ 4 lMgaHoE lEaH MEaHoEHY
3anpockl Ha CepTHMKaT ﬁ g MNeTpos MeTp NeTpoOEMY

m Sanpockl Ha 0T3LIE

EEj CepThdmkaThl

----- ﬁ Monb=0EaTEM

@ MypHan

EI--E LUeHTp PErHCTRAELLKMM - Fav.cp.ru
E LLeHTP cepTHbHK LMK
3anpocel Ha PErMCTRALMHED
3anpock! Ha CEPTHHHEAT

- 3anpocel Ha oT3RE _ILI
a S I Y | i

CHAOPOE CHAOP CHAOROEHY

15. MpaBolii KHOMKOWM MbIWW BblAENTE CO34AHHYI YYETHYK 3annucCb U B KOHTEKCTHOM
MeHto BbibepnTe Bce 3apgaumn->MNokasatb->CepTudmnkarbl

PucyHok 61. lpocMOTp wu3AaHHbIX cepTU(PUKATOB 3aperucTpupoBaHHOro
nosib3oBaTtens

== APM AaMyHMCTpaTopa LIP ;lglil
; JREDE|
J,ﬂEﬁETBHE Ema Ji--i| E.|||§

ID cepTHdHEaTS CEpHAHEIR HOME AT3 BECTYMNEHHA B CHI &Ta OKOHYEHHA AEHCTEHA &Ta OKOHY

oFOBCO0Qooa,,, 25 2004 10:00:00

1| | i

16. BblAeNUTE W3roTOBJIEHHbIN CEpTUMUKAT Kitoya MOAMUCU ABOWHBLIM HaxaTuem NeBoW
KHOMKM MbILWW U NPOCMOTPUTE €ro B CTaHAApPTHOM OKHE MPOCMOTpa cepTudmrKkaToB
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 62. CtaHgapTHOe OKHO NpocMoTpa cepTudumkara

Db me |Cu:u:TaE= | ryre ceprdmicaumm |

‘.e..-as.-
=:1 Ceenenva o cepTrpuraTe

AtoT cepruduraT:

+[MOATEEP#AIET ¥ AANEHHOMY KOMNEHITERY HAEHTHDHKALHD
ESWErD KOMIEHITERS

* 33 AET CO0ALLEHHA INEKTPOHHOA NOHTHI
#[onesoEaTene UeHTpa PervcTpagmn

KoMy Bl aH: CHAOPOE CHAOD CHAOPOEHY

Ken BbifaH: FAVZO004 A

AercTEMTENEH ¢ 27.02,2004 no 27.02,2005

g
W CTAHOEMTE l:epTHd:-HKaT...gl ZEABNEHHE NOCTABLLHES |

1.2.2.3. Hanbonee 4yacto BCTpevawlinmecs oOWubKU, BO3HMKAKOLWME MpU
perncTpauumn nosb3oBaTens B pacnpeneieHHOM pexume

1. Mpn NpuMHATMKM 3anpoca Ha pernctpaunto (APM AaMmuHucrtpartopa LP -> 3anpochl
Ha perucrtpaumio -> 3anpoc -> Bce 3apaum -> MNpuUHATb) B OTKPbIBLWUIEMCS OKHE,
MHpopMupyoweM 06 OKOHYaHMM NpoAenaHHbIX ornepauni nossnserca coobuweHne o6
ownbke
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PucyHok 63. Owuumnbka npu BbinosiHeHMn Mmetoaa Registration.AcceptRequest

MpYHATHE 3ANPOCOE HA PEMMCT PaLMHD

@patoTka saeepWweHa

Mporpecc | EIUJHEKHI PesganaTI

4| |

[pepEaTE |

3akpETE

MpYHATHE 3ANPOCOE HA PEMMCT PaLMHD

@patoTka saeepWweHa

Dwmdka Horep: -2147 2205991
Weoroynue: RegiztrationCenter
Onucanue: JocTyn sanpewed noadmueol LLP. [Reagistration. AcceptRequest)

3akpETE

Y npuBunerMpoBaHHoOro nonb3oBatens (Onepatopa uwin AAMMHUCTpaTOpa),
NMPOM3BOASLLErO PErncTpaumio Mnosb3oBaTens B YAOCTOBEPSILWEM LEHTPE He AO0CTaTO4YHO
npas Ha BbiNnoaHeHMe MeToaa Registration.AcceptRequest.

Ha LeHTpe Peructpauum Heob6XoAMMO  OCYLLECTBUTb  HACTPOWMKY  MOJIUTUKM
6€30MacHOCTA, NO3BONSAIOLLYIO OCYLLIECTBNATL BbINOJIHEHME YKA3aHHOIO MEeToAa.

2. Mpn npuHATMK 3anpoca Ha ceptudunkat (APM AaMunHucrtpaTtopa P -> 3anpochl
Ha ceptucdpukar -> 3anpoc -> Bce 3apaum -> [pUMHATb) B OTKPbIBLUEMCS OKHE,
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MHhopMUupyoLleM 06 OKOHYaHMM NpoAEenaHHbIX ornepaunii nosenaeTca coobuieHne o6
owmnbke

PucyHok 64. Owmnbka npum BbIMOJIHEHUM MeToaa
CertRequest.AcceptFirstRequest

MNpWHATHE 3aNPOCOE Ha CepTWhMKAT

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

[pepEaTE: |

JakpETE

MNpWHATHE 3aNPOCOE Ha CepTWhMKAT

fpatdoTk.a SaEeplIEHa

Mporpeco I PesyneTar I

Owitka Horep: -2147220991
WeoTounue: ReqistrationCenter
Onuzanye: Joctyn sanpewed nomqmueol LLP. [CertR equest AcceptFirstA equest]

JakpETE

Y npuBuaerMpoBaHHoOro nonb3oBatens (Oneparopa wiv AAMMHUCTpaTopa),
MPOM3BOASLLEr0 perncTpaumio nofb3oBaTens B YAOCTOBEpPSOWEM LEeHTpe He A0CTaTOYHO
npas Ha BbinosiHeHMe MeToaa CertRequest.AcceptFirstRequest.

Ha LUeHTpe Peructpaumm HeobxoanMMo OCYWECTBUTb HACTPOMKY  MOJUTUKMU
6e30nacHOCTM, NO3BOSAIOLLYIO OCYLLECTB/SATb BbiMONIHEHME YKa3aHHOIo MeToaa.
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

3. Mocne Haxatma Ha KHonky Janee B OkHe OKOHYaHuMe perucrpauum
nonb3o0BaTensa noseasercs cooblieHme:

PucyHok 65. Owmnbka npm BbIMOJIHEHUM MeTopaa
Registration.CreateRequestByAdmin

APM AaMMHKUCTpaTopa P ﬂ

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWAE OWKAKka, L1089 nonyyeHua
NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE | << CEpbMTE NOApoSHOCTH |
Homep:  -2147220985 ]
MoToqHME; Reqisterllzer
Orcanme: MNpousowna owvbka B0 Bpera 08padoTEM SaNpoca Ha PErHCTPAaLMID,

O puruHaneHan owKeka; Mumber=-2147220991 |5 ource=F egistrationCenter Dezcription=Oom

o
1| | 5

APM AaMMHKUCTpaTopa P ﬂ

Q Bio EperA BEINDAHEHKWA ONERALMM NPOMSOLWNE owMEka. 1108 nonyyeHHA

NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE | << CEpbMTE NOApoSHOCTH |

=)

1C& Ha PErHCTpaLM.
enter Description=JocTyn sanpewed noauTHkoil UP. [Registration. CreateR equestBpddrin]

< o

Y npuBuaerMpoBaHHoro nonb3oBatens (Oneparopa wiv AAMMHUCTpaTopa),
NpoOU3BOASLLErO perncrpaumio nonb3oBatens B YAOCTOBEPSANOLWEM UEHTpe He A0CTaTO4YHO
npas Ha BbinoaHeHMe MeToaa Registration.CreateRequestByAdmin.

Ha LeHTpe Peructpauum HeobXoAMMO  OCYLLECTBUTb  HACTPOWMKY  MOJIUTUKM
6€30MacHOCTA, NO3BONSAIOLLYIO OCYLLECTBNATL BbIMNOJSIHEHME YKA3aHHOIO METoAA.
4, Mocne HaxaTua Ha KHonky Jlanee B okHe OKOHUaHME perncrpauumm
nonb3oBaTens nosiBAseTcs coobueHune:
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PucyHok 66. Owumnbka npu BbinosiHeHMn Mmetoaa Registration.AcceptRequest

APM AaMMHKCTpaTopa P 5[

B Epera BEINOAHEHKA oNEpalHK ApoMSoLna owkEka. 107 AoayyeHHa
NOAPCAHOM HHPOPREWHK Haska9Te kHoNKY ' Tlokasare nogpoSHoCTI' .

JaKpETE | << CKpbTE NOAPOAHOCTH

Horep: 2147220957 =]
MoTouHme: Registerllzer
Circ:aHLeE; MNpousowna oWMEKa B0 EPErA NPMHATHA SaMPOCa HA PEMMCT LMD,

Dpurunanenas owwaka: Mumber=-2147220951 Source=ReaqistrationCenter Dezcription=Oo

.
1| | b

APM AaMMHKUCTpaTopa P ﬂ

Q Bio EperA BEINDAHEHKWA ONERALMM NPOMSOLWNE owMEka. 1108 nonyyeHHA

NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE |

=)

| ZANPOCA Ha PEFHCTRaLMI.
strationCenter D escription=JocTyn sanpewed nonuTHeoi LP. [Registration AcceptB equest]

< o

Y npuBunernpoBaHHoro nosb3oBaTtens (Onepatopa wiM AAMMHUCTpaTopa),
NPOM3BOASALLEr0 PEerncTpaumio mnosb3oBaTesniss B YAOCTOBEPSAKLWEM LEHTPE He AO0CTaTOYHO
npas Ha BbinosiHeHMe MeToaa Registration.AcceptRequest.

Ha LUeHTpe Peructpaumm HeobxoanMMo OCYWECTBUTb HACTPOMKY  MOJUTUKMU
6e30nacHOCTM, MO3BO/SAIOLLYIO OCYLLECTB/ISATb BbIMOSIHEHME YKa3aHHOIo MeToaa.

Mpn nosasneHmn cooblieHnsa 06 owmnbke B CUCTEMHbIN XXYpPHan MPUI0XEHWUNH
(Nyck/Mporpammbl/ AAMUHUCTpUpoBaHue/MpocMoTpCobbiTnin/ XXypHan
Mpuno>xxeHunin) 3aHocuTcd noapobHas wuHdOpMauMsa O BO3HUKLWIENH CUTyauun, aHanus
KOTOPOV MO3BOSINT TOYHO ONpeaesinTb NPUUYMHY OWKNOKN.

1.3. WN3rotoBneHne ceptudukata Kaw4Ya nOoANMCKM NOSb30BaTENS
YaocToBep4toLwero ueHTpa
M3rotoBneHme ceptudmkata Kaw4Ya nognMcm B YAOCTOBEPSIOWEM  LEHTpe

ocywecTBnseTrcs AAMMHMUCTPATOPOM (MpU WUCMOMb30BaHMM HACTPOEK MO YMOJIYaHUI) W
MOXET OblTb OCYLIECTBJIEHO B ABYX peXWMax: LEHTPanuM30oBaHHOM W pacnpeneneHHOoM.
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Bbl60p pexnMma MU3roToeBsiEHNA cemechKaTa onpefenseTca BrajenbuemMm YAOCTOBepsLwWwero
LeHTpa U ycTaHasnmBaeTca PernaMeHTOM YA0CTOBEpPAOLWEro LeHTpa.

LleHTpann3oBaHHOE M3roToBsieHME cepTuduKaTa KJ4va MNOAMMUCKM OCYLLeCcTBAsieTCs
npyM JNWYHOM MpubbITUM nonb3oBaTens (W60 ero ynoJIHOMOYEHHOro nNpeacTaBuTenNs,
OENCTBYIOLEro Ha OCHOBAHUWM COOTBETCTBYOLLEN LOBEPEHHOCTM) B YAOCTOBEPSIOWMNNA LEHTP.
PacnpeneneHHoe, HanpoTMB, MO3BOJIAET OCYLUECTBUTb WM3rOTOBNIeHWe cepTuduKaTa Ksua
nognucm 6e3 npumbbiTMs B YAOCTOBEpSOWMIK LEHTp, 4YTO YyAOOHO, Hanpwumep, npwu
3HAYUTENbHOW TEeppUTOPUANbHOM YAANEeHHOCTU YAOCTOBEPSIOWEro LUeHTPa M  KOHEeYHbIX
nosab3oBaTenen.

1.3.1. N3roToBneHne cepTudmnkata kaw4Ya MNOANUCUM B LEHTPASM30BAHHOM
pexume

N3rotoBneHne ceptudumkaTa KawYa NOAMUCA B LEHTPaSIM30BaHHOM  pexume
OCYLLECTBMSETC NpuM JIMMHOM MNpubbiITMKM nonb3oBatens (NMbo ero ynoJIHOMOYEHHOrO
npeacraBuTens) B Y40CTOBEPSIOWMI LEHTP

N3roTtoBneHne ceptudukata KawYa NOAMUCUM B LEHTPASIM30BAHHOM pPEXUME MOXET
OCYLLUECTBNATLCA KaK C reHepaumen kiwdven B YAOCTOBEpSIOWEM LEHTpe, TaK W Ha
OCHOBaHMM 3amnpoca Ha cepTudukaT, NpeaocTaBaseMoOro nojib3oBaTeNeM B YA0CTOBEPSOLWNIA
ueHTp B Buage danna (B nocnegHeM cfiyyae reHepauuio K/o4yer OCyLLecTBAsieT caMm
nosab3oBaTenb).

OcHoOBaHVeM AN M3roToB/IeHUS cemechKaTa Kno4Ya nognucum gaensetca 3asiBreHune
Ha U3roToBaeHme cemechKaTa.

3aABNeHMe Ha M3roTtoBsieHWe cepTudurkaTa, 0dopMNAeTca  YCTaHOBJIEHHbIM
PernaMeHTOM 06pa3oM, 1 AOJIXHO coAepXaTb:

s MAEHTUUKALMOHHbIE AaHHbIe NNLA, Ha Ybe UMS TpebyeTcs 3roToBUTb cepTudumKaT;

« Habop obnactelt KUCNOAb30BaHUS KJOYa WM COOTBETCTBYHOLWME 3TMM o06nacTtam
obbekTHble unaeHTudukatopel — OID'bl (copmepxxaHme nons Extended Key Usage
cepTudmkaTa — HaMMeHoBaHMe obnacTel NCNonb3oBaHUA);

+ B cnyuae usrotossieHnsa ceptudmkata Ha OCHOBE MpenocCTaB/ieHHOro B Buae daiina
3anpoca Ha cepTudumKaT — yCTaHOB/IEHHbIM 06pa3oM odopMNeHHbIN 6aaHK 3anpoca
Ha cepTMdUKaT KJK4Ya NOANUCHK

1.3.1.1. N3rotoBneHne ceptudukata Kaw4Ya NOAMUCA B LIEHTpasM30BaHHOM
pexuMe C reHepaumen Knyen B Y40CTOBEPSIIOWEM LIeHTpe

OnucaHne  npouecca M3roTOBNIEHMS  cepTudMKaTa  Kaw4Ya  NoAMNUCK B
LEHTPaNM30BaHHOM PEXWUME C reHepaunen Ko4el B YI0CTOBEPSAIOLLEM LIEHTPE:

1. B okHe APM AamuHuctpartopa LP Bbigennte npaBoOll KHOMKOW MbIWMK YUYETHYIO
3anMcb NONb30BaTeNs, Ha UM KOTOPOro TpebyeTcs U3roToBMTb CePTUdMKAT Ktoda NOANUCH,
B OTKpPbIBLUEMCSI KOHTEKCTHOM MeHi BblbepuTe Bce 3apaum -> Co3paTtb -> HoBbIN
ceptucpukar
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PucyHok 67. Bbi60op nyHKkTa MeHI0 HoBbl# cepTudukar

:=:§ APM AnMUHHMCTpaTOpa LIP ;lglil
; TS
Jgeﬁnsne Ema J@#|||@J'ﬁ"7
CTRpYETYPRa I MNonez0EaTENH
|:| KprnTo-Mpo ¥L « | | ID nonesoEaTENA | Dbwes MMAa | Moapaz
EI@ APM agmMMHMcTpaTopa LienTpa Perk ﬁ 1 ARM Oper
El% UeHTp PerkcTpaumu - Fav.cp.ru ﬁ z ARM Adrnin
E LIeHTp cepTHbHKaLHH ﬁ 3 Z_User_01
3anpockl Ha PErMCTRALMHD ﬁ g MNeTpos NeTp NeTROEHY Fommer
3anpockl Ha cepThgwkaT ﬁ e CHAOPOE CHAOR CHAOPOEHY FoMHep
m Janpockl Ha OT3RIE
P CepThdmkaThl Bre sagaqun k Mokasate #
..... € Monesosaten " CozaaTe M| HoBbiH cepTHdHEaT
CBOHCTEA
@ HypHan ¥AanMTe Makpep BpeMEHHOND A0CTyNa K ¥LL
H--E LleHTp PErvcTpaumK - Fav.cpora | Crnpaska

E LLeHTp cepTHEHIALHM
3anpockl HA PEMHMCTRALMHD
Janpockl Ha CepTHbHIKAT
- fF 3anpockl Ha oT3EE

2. 3anyctutca Macrep cosgaHmna ceptudumkara. Haxmute kHonky [anee

PucyHok 68. NepBoe okHO MacTepa co3aaHua ceptudukara
MacTep Co3 A aHWA CepTHhMKATa NONB30EATENA

Macrep MacTep coznaHva cepTUguKara
nonb3oBaTens

CO30aHuA
cepT“q}“KaTa Jror MECTED NOMOCAET BRILATE HOBRIM CERTHERMEAT

SAPErHMCTPHMPOE3HHORY NONES0EITEI.

[ MNponycTuTe 3TOT War AP CASIYOLEM SaNYcKe

[nA NpogonkeHHa HaskmuTe EHonky ' anes’’

< Haszan Danee » OTrena

[ns oTkNoYeHMs BbiBOAA NepBoro okHa Macrepa co3paHusa ceptudukara
nosnb3oBaTenisl yCTaHOBUTE «rasky» MponycTuTb 3TOT wWar npu cieayroweM 3anycke
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3.

4.

Bridepure cnocod NnoAYYeHHA 3anpoca Ha CepTHGMHKET

PucyHok 69. Bbi60op reHepauum HOBOro 3anpoca Ha ceptugpukar

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

HcTrounue Janpoca Ha CeEPTHPHEAT

BriGepuTe MCTOYHME 3aMpOCa HA CEPTHRMEAT M HasmuTe kHomky " danee',

{+ [ EHEQAUMA HOBOMD SANPOCA Ha CRETHERWEST

BrISEpMTE 3TOT NApaMETR, ECAM #ENAETE CrEHEQMPOESTE NARY KAKDMEN W
COZAATE SANP0C HA CERTHMMMKAT 407 HOBOMD OTKPBMard Kakya.

" YTeHue 3anpoca Ha CepTHEMKAT W3 falina

BriSepuTe 3TOT NApatETR, BCAM HEN3ETE BSATE CYWECTEYW MA SaNpoc Ha
CERTURMEAT M5 $aling, NPeaocTaENEHHOM D NoNE 30T NSk,

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee »

OrreHa

OTtkpoetcs okHO [MapamMmeTpbl kKKO4Ya, B KOTOpOM Bbibepute

KpunTtonpoBailigep W  ycTaHOBUTe/CHUMUTe  «ranky»  lNoMeTuTb
aKcnopTupyemble. HaxmuTte KHonky fanee

PucyHok 70. HacTpoiika napaMeTpoB reHepaumm KJrdeun

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

Mapamerpw kmoua

HeraHoeume NapameETPEl KNi4a

B okHe WcTOYHMK 3anpoca Ha CepTMCIJVIKaT YCTaHOBUTE NEpEKNk4YaTeE/lb B
rnosnoxeHve NreHepauma HOBOro 3anpoca Ha CepTMCbVIKaT M HaXMuUTe KHoMky Janee

HeobxoanMbIN

KJTIO4YHN

BriGepuTe KpHTONPOBaHLER MS NPHMEEAEHHOrD criMcka, Hramume TpedyemeIi
PAZHEN KADNE M AnrOpHTH $ELHpoEaHUE,

C5P

IEr_I,Iptu:u-F'ru:u GOST R 34.10-2001 Cryptographic Service Provider

Paztep kova M 512
|512 j Makec: 512

BAropHTH $EWMPOEaHKA
|GOST R 34.11-34 =l

[ BEAHMTE YCHAEHHYK SELMTY SaKpBTOrD FAYa

[ TIOMETUTE KN KAk 3 KCO0PTHRYE G

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee »

OrreHa

KakK
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YcTtaHoBKka nepeknodyatens MoMeTuTb KAKOUM KaK 3KCNOPTUpPYyEMble
NO3BOMINT B AajibHeMLEeM MNONb30BaTeN0 CKOMUPOBATb 3aKpbITblA KAOY Ha MHOW HOCUTENb.
CHaTme 3T10ro cdnara nNpMBOAMT K HEBO3MOXHOCTU KOMUPOBAHMUS KJIHOYEBOrO KOHTEelHepa
wTaTHbiMn cpeactBamm CK3W un onepaumoHHOM cuctembl. [lepekntoyaTtens BKAOUMTDL
YCUNIEHHYIO 3alyuTy KA4Ya TMPUMEHAETCS K 3aKpbITbiM  K/O4YaM, CHOPMUPOBAHHLIM
NnpeayCTaHOB/IEHHbLIMM B CUCTEME KpUNTOMpoBalAepaMm MHOCTPAHHOrO MpPOM3BOACTBA
(Hanpumep, Microsoft Base Cryptographic Provider).

5. B okHe BBoa wuHdopmauun o0 ceptudukate nosibzoBatensa Bbibepute
HeobxoammblA  WwabnoH ceptudukaTta. LWabnoH ceptudukata coaepxut  obnactm
MCMOSIb30BaHMs KJtoya, KoTopble TpebyeTcss 3aHectM B cepTudwukart. Bbibop ykaszaHHOro
wabsioHa oCyLWecTBNsieTCA B COOTBETCTBUM C MOJIOXKEHUSAMN PernameHTa YAOCTOBepSHOLLEro
LeHTpa M Ha OCHOBaHWMM MOAAHHOrO 3asiBIeHUs Ha M3roToBJsieHMe cepTudukaTa Koua
noanucu. MNocne sBbibopa Heobxogmmoro wabnoHa cepTuduKkaTa HaXXMmMTE KHOMKY [anee

PucyHok 71. Bbi6op wabnoHa ceptudukara karoua nognmcm

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

Beon HHPOpMAILHK 0 CEPTHPHEATE NOAL30BATENA
Heasume NapardETpel 3aNpoOca Ha CEPTURMEAT NONBI0EITENA.

BblﬁEDHTE THN FANPOCAa HA CERTHPRMEAT NONBS0ESTENA. E':I.IleE EHHMATENEHEI, TN
SANpOCca oNpeaendsT Npasd NoNk3I0NEITENA B CHCTERE.

Tun sanpoca Ha CepTHRMEAT

CepTHdkaT nonesoearena QU

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

£ Hazan Danee » OTrena

OnuncaHHas npoueaypa TpebyeT OT nua, OCYLLECTBASIOWErO U3roTOBJIEHNE
cepTudurkaTa KaYa noanMcu NoBbILWEHHOrO BHUMAHUSA, MOCKONbKY AaHHble, coaepXKalimecs
B wabnoHe ceptudmMkaTa onpeaenstoT OTHOWEHWUS, MNpU  OCYLWECTBEHNM KOTOPbIX
3NEKTPOHHbIA AOKYMEHT C 3/IEKTPOHHOM UMdpoBON noanucbto byaeTr MMeTb topuanmveckoe
3HayeHMe W owunbka, A[OoMywWweHHas Ha JAaHHOM 3Tane, MOXeT MNPMBECTU K HaAeNleHuto
nosb3oBaTens AOMNO/HUTENbHbIMW NpaBaMn N NpuUBMNErnaIMn (K HeJIerMTUMHOMY MOBbILLEHWUIO
ero craTyca).

6. OcyulecTBuTe reHepaumio 3aKpbITOFrO K/KO4a Ha MCMNOJSIb3YEMbIA K/IKOYEBOW HOCUTENb
(Hanpumep, Ouckety 3,5” nnm eToken) u dopmmpoBaHue 3anpoca Ha cepTudukaT Kawua
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noanucu. ocne ocCywecTBAeHNS YKasaHHbIX AeACTBUI B OkHe FpocMoTp 3anpoca Ha
ceptudukKaT npoBepbTe MNPaBUIbHOCTb YKa3aHHbIX WMAEHTUMUKAUMOHHBIX AaHHbIX (none
Cy6bekT) n obnacrenm wucnonb3oBaHua knwda (none WUcnonb3oBaHume kawua). [pu
Heob6XxoaMMOCTN BBeAUTE AOMONHUTENbHYIO CMPAaBOYHYO0 MHMOPMaUMIO O 3anpoce U HaxXMnTe
KHOMKYy Aanee

HaxxaTne kHonku COXpPaHUTb TO03BOJISET COXPaHUTb CHOPMUPOBAHHbIN

3anpoc Ha ceptudumkaTt B panne dpopmata PKCS#10

7.

PucyHok 72. OKHO NpocMOTpa 3anpoca Ha cepTudukar

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

MNpocwoTp 3anpoca Ha CEpTHPHEAT

MpocroTpUTE BEISPAHHEIN S3NP0C HA CEPTHEMKAT M YABQHTECE, YTO 3TO SaNpOc Ha
CERTHDMEST NoIB30ESTENA,

CyfeekT: 1.2.840.113549.1.9.1 =ivanoy@cpptopro.ru, 2.5.4.6=RU,
254 8=tockea, 25.4 7=Mockea, 25.4.10=000 KPANTO-NPO,

MononezoeaHye  [Nonezoearente L eHTpa Pervctpaud [1.2.643.2.2. 34 6]
KIHOME: [poEEpKa NOAAMHHOCTH KnkeHTa [1.3.6.1.557 3.2

Orepemrei kawy; FOCT P 24.10-2000

04403404 8532 DCFO 2493 2410 321E 4DBS 5643 ABRT 7FED 53CE
1780 85BF 9377 EFEC 90CE B397 9540 2E4E 2444 FROA 4209 3403

Hna COXPAHEHMA COZAAHHOND SAMPOCE B PaRA HAKMMTE COMpaHITE. . |
kHonky "CokpaHaTe".

JonoaHuTenEHaA HHPORFSLHA

=
[

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee » | OrreHa |

OTKpoeTca OKHO YcTaHOBKa cepTudmkKata nonb3oBaTtensi, MHdopMupytouiee ob

yCnewHoOM U3rotoBiaeHmnun cemechKaTa KJ1lo4a noanmcum m no3sonsdroLlee:

OCYLLEeCTBUTb MPOCMOTP  WM3roTOBAEHHOro ceptudurkata, HaxaTMeM  KHOMKMU
MpocmoTp...

COXpaHWUTb M3roTOBJIEHHLIN cepTudukaTt B Buae damna dpopmata PKCS#7, HaxaTuem
KHOMKM COXPaHUTb...

YCTAaHOBUTb  W3rOTOBJSIEHHbIN CcepTUGUKAT B KOHTEWHEP CEeKPEeTHOro K/wua
(ocywecTBNsSETCA YCTAaHOBKOW COOTBETCTBYIOLLEro nepeknoyaTens)

YCTAHOBUTb  cepTuduKaT B  XpaHuuLle (ocyliecTBnsieTcs YCTaHOBKOW
COOTBETCTBYHOLLErO NepekstoyvaTens)

aBTOMaTU4eCKMU noaTBEpPAUTb 3anpoc (ocyuwecTBnsieTcs YCTQHOBKOWM
COOTBETCTBYHOLLErO NMepeksoyvaTens)

OcyuwecTBnTe yCTaHOBKY Mepekoyartenen, npomssegnte Heobxogmmbie AEACTBUS U

HaXXxMuTe KHoNky Aanee.

KoHKpeTHaa CTpyKTypa K/HOYEeBOro HocuTens ornpepenserca PernamMeHToOM

YpocTtoBepstowero ueHTpa. PekoMmeHAyeTCss Ha KJIOYEBOMW HOCUTESlb MOMMMO COBCTBEHHO
KOHTEMHEpa CEeKPEeTHOro KJtuya 3anucbiBaTb (ana M3roToBneHHOro ceptudumkarta Kawua
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noannucn (kHonka CoXpaHUTb...) 1 AOMOJIHUTENIbHO COXPaHATb cepTUdMKaT KaYa noanucu
B KOHTENHEp CceKpeTHoro knw4ya (yctaHoBka nara YCTaHOBUTb cepTudukat B
KOHTEWHep CeKPEeTHOro KJiua).

Boibop nepeknoyaTensd YCTaHOBUTb cepTudukaTr B XpaHWAULWLE MpusBoaUT K
WHCTanNauum  m3gaHHoro ceptudumkata B xpaHunuwe Ceptudgpukarbl/TekyLwmn
nonb3oBartesib/[Apyrme nonb3oBatenn Ha [19BM APM apgmuHucTpatopa LP.
Ncnonb3oBaHne p[aHHOro nepeknaodatens yaobHoO AN  oOpraHuMsauum  3aluULeHHOro
noytoBoro ob6MeHa Mexay MpUBUNErMPOBaHHbIM MNONb30BaTeNeM W  MNOMb30BaTENSIMU
YpocTtoBepstowero ueHTpa (HanpuMep, C WUCNOAb30BaHMEM MOYTOBbIX KJIMeHTOB Microsoft
Outlook, Microsoft Outlook Express)

Boibop nepekntoyaTens ABTOMaTU4YECKM NOATBEPAMTb 3anpoc YycTaHaBAMBaeT
CTaTyC J[aHHOro 3anpoca B COCTosHMe 3aBepweH U He TpebyeT noaTBEpXAEHUS
nosib3oBaTesieM YCTaHOBKM M3roTOB/IEHHOIro cepTudukata Ha ceoen MIBM. MNoareepxaeHue
rnosib3oBaTesiem YCTaHOBKM ocyllecTengeTcs C MCNOSIb30BaHUEM APM
3aperucTpupoBaHHOro noJsib3oBaTens, ssaswoouwerocs web-npunoxeHmem LeHTpa
Pernctpaummn YaoctoBepsilowero LeHTpa u TpebyeT o6sa3aTenbHOro CeTeBOro CoeAuHeHUs
mexay [12BM nonb3osBatena wu LeHTpoM Peructpaumn. PekoMeHAyeTCcss WMCNo/b30BaTb
YKasaHHbIlA nepekstoyaTesb, B Cly4Yae aBTOHOMHOro yHKLMOHUPOBaHNA YA0CTOBEpSOLLEro
LueHTpa.

PucyHok 73. OKHO MNpOCMOTpPA M YCTAaHOBKM Mu3AaHHOro ceptudukara
nonb3oBarens

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

Ycravoeka CEpPTHPHEATa NOAL3IDBATENA

MpoCrOTEMTE BRIGAHHEIN CEOTWMLKAT, CONPAHMTE M YcTaHoBMTe ero. [pu9 yocTaHoeke
CEQTHRMESTA OH GY1ET 3aNMGCaH B KOHTERHED CEKPETHOMD K4a.

CepTUduEAT Mo Ballety sanpocy BeidaH Ll eHTpor CepTidukauny. [0 npockoTpa aToro

CEPTHERHEATE HAMEMTE KHoMKY ' Tpocrorp... "
MpocroTp... |

[ YeTaHoEMTE CERTUEMHEAT B KOHTEAHER CRRPETHOMD KAKIYA

[T YeTaHoBWTE CERTHEMEAT B SpaHHIHLLE

[T AETOMATHYSCKM NOITEEROMTE SaNpoc
JnA co¥paHeHA BEINYWEHHOMD CEpTHEMHEATa NONES0BaTENA B Coxpatms |
Pakin HaskMTE KHONKY “'CoXpaHuTe: .

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

< Haszan | Danee » | OTrena |

8. OkHo CoxpaHeHMe Leno4vyku cepTupumkKaTtoB LieHTpa cepTudukKaumm nossonser
COXpaHUTb BCe cepTuduKaTbl Mn3gaTtenem wn CAUCKM  OTO3BaHHbLIX CepTUGUKATOB,
obecneunBarollmMe NpoBepKy craTtyca cepTuduUKaToB, M3AAHHbIX YAOCTOBEPSAIOLWNM LEHTPOM.
YctaHoBuTE nepekatoyaTenm CoxpaHuTb Leno4kKy ceptncdmkaToB LleHTpa
Ceptucpukaumm 1 Bknouatb B pesynbrat coorBercTrBytomme COC n BBegmTe MNOJHbIN
NyTb AN pa3MeLleHns yKasaHHbIX AaHHbIX. HaxxMuTe KHONKy Aanee.
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PucyHok 74. OKHO COXpaHeHMsI Leno4vykun ceptudpumkKatoB WM CnMUcka

OTO3BaHHbIX cepTUdNKaTOB

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

CoxpaHeHue nenoykH ceptHpuraroe lledrpa CeprHpUEanHM

Heamure pacnonoxeH9e $alina 0na coxXpaHeEHHA LENoYEM CepTMpMKaToE LleHtpa
CERTHDMEALMM.

dror FMACTEQ MMEET AON0NHMTENEHYKD BEOSMOHOCTE COXPIHEHA LEMOYE I
CEPTHHRHKET ATOE LI.EHTIZIEI EEDTH¢HKEMHH 017 NEpe0ayH E2 NONES0EITENKD,
HaNpMriep, Ha QHCEETE. Ecnit Bel senaeTe BOCNoNeE30BaTECA STOM BOSMOMHOCTERD,
OTHETETE PAIK0E HHHE.

[v CoxpaduTe uenodky ceprudukaros L edrpa Cepmrauramm
KraA chafina:

Ia: hzacer.p?b Dazop... |

P oprat Palina sanpoca
% Pafine & Bazebd-kogupoeke PECSH10 ¢ saronoskom

" Painel & Bazebd-rogupoeke PECSH10 Sez saronoe.a

v BrnouaTte B pesyneTar cooTeeToTEYowme COC

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

< Haszan | Danee » OTrena

9. Mocne yCNEWHOro OCYLEeCTBIEHUS OMWCAHHbIX AEeNCTBUIM  OTKPOETCS  OKHO,

nHdopMupytoLee 06 yCrNeLwHOM U3roTOBEHMM cepTudmkaTa. Haxmumte kHornky MoToBO

PucyHok 75. 3aksilounTtesibHOoe OKHO MacTtepa n3rotoBneHusi ceptudpukara

Mamep MacTep co3znaHuvg cepTU@UKaTa
noneL30BaTend

CO31aHuA

ceptudukara

CoapaHue CEPTHPHEKATad YycnewHo 3asepuweHo.

[nA sakpeMuA MacTepa Hamm9Te kHonky ''Totoen',

< Hazan Coroen rmeHa
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10. B nesoit yactn okHa APM agmuHucrtpartopa LP Boigenunte y3en Nonb3oBaTtenn v B
npaBoi 4YaCTW OKHa HanauTe YYeTHYK 3anucb NONAb30BaTens, Ha wuMa KoToporo 6bin
MU3roToBNEH cepTudukar

PucyHok 76. TlpocMmoTtp YUYeTHbIX 3anucer 3aperncTrpuMpoBaHHbIX
nonb3oBaresien
:-E APM AAMHWHWCTpaTopa P ;Iglil
: PRETES]
J,ﬂEﬁETBHE Bra J<}=-P|||@J'ﬁv
CTpYKTYPE I MoNE30EATENH
[ KpunTo-Mpo YL & | | ID nonesoeatena | DAWEE HMA | Moape
El@ LPM aaMHHHCTRATOpa LleHTpa PErHETRaLMK ﬁ 1 ARM Cper
EIE LeHTp PErHcTRaUmM - Fav.cp.ru ﬁ 2 AR Adrnin
E UeHTp cepTHEHE ALK E 3 Z_ser_01
3anpockl Ha PEFHCTRALMED : MeaHoE lEaH lBaHoOBEHY Kok

3anpock! Ha CEpPTHDHEAT

m 3anNpockl Ha OT3LIE

[P CepThinkaTel

----- ﬁ Mane30EaTENM

@ MypHan

EI--E UeHTp PErHcTRalmM - Fav.cp.ru o
E LLeHTp cepTHbHK ALK

3aNPOCEl HA PErMCTRAELLHHED

Janpockl Ha cepTHGMKaT j 4 | | _,I

F =

11. lMpaBolii KHOMKOM MbIWW BblAENNTE YYETHYIO 3anncb Nonb30BaTeNss M B KOHTEKCTHOM
MeHto BbibepnTe Bce 3apgaumn->MNokasatb->CepTudmnkarbl

PucyHok 77. OKHO NpoCMOTpa M3paaHHbIX cepTuduKaToB Nnosib3oBaTtens

'=§ APM AAMHHWCTpaTOopa UP = | I:Ilil
F JRETE]|
J AefcTere  BHA J{- -Ir| E.||@

ID cepTHdHKATA | CEQHAHEIA HOMERD | JaTa BETYNNEHHA B CHAY | fAaTa okoHYaHHA ASHCTEMA | Jdatan
9 J93085EF000000000040  27,02,2004 14:13:00 27.02,2005 14:22:00 27,05,

47C11ESEQOOOOOO00041  01,03,2004 10 00 10:14:00

64




MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

12. Bblaennte M3roToBJIEHHbIN cemechKaT KNo4ya noanmcu ABOMHBLIM HaxaTueM J1eBOM
KHOMKW MbIWKX N MPOCMOTPUTE €ro B CTaHAAPTHOM OKHE NMPOCMOTpPa CepTVI(bMKaTOB

PucyHok 78. CtaHaapTHOE OKHO NnpocMoTpa ceptudukarta

Db me |Cu:u:TaE= | ryre ceprdmicaumm |

L TN 1

=1 Ceenenua o cepTrukaTe

AtoT cepruduraT:

+[MOATEEP#AIET ¥ AANEHHOMY KOMNEHITERY HAEHTHDHKALHD
ESWErD KOMIEHITERS

* 33 AET CO0ALLEHHA INEKTPOHHOA NOHTHI
#[onesoEaTene UeHTpa PervcTpagmn

KoMy Bl aH: MeaHOE MBaH MEBaHOEHY

Ken BbifaH: FAVZO004 A

AercTEMTENEH ¢ 01.03.2004 no 01.03,2005

g
W CTAHOEMTE l:epTHd:-HKaT...gl ZEABNEHHE NOCTABLLHES |

1.3.1.2. N3roTtoBneHne ceptudumkata Kaw4ya MO4MNMCM B LEHTPaSIM30BaHHOM
pexuMe C reHepaumen Kayen caMmuMm nosb3oBaTenen

Onuncanue npouecca N3roToBNEHUSA ceptudumkaTa Kno4ya noanucum B
LEeHTpaZIM30BaHHOM peXnMe C reHepaumen Kadyen caMmm Nosib3oBaTesieM:
1. dopMupoBaHMe nofnb3oBaTeneM 3anpoca Ha ceptuduKaT ocyllecTBaseTrcs C
MUCMONb30BaHMEM cneuymasnbHO pa3pabaTtbiBaeMoro nporpaMMHoOro obecneyeHus,
OCYLLECTB/IAILLErO BbINO/IHEHNE CMEeAYOWNX DYHKLNINA:

+ [eHepauus 3aKpbITOro M OTKPbLITOrO KJkoua Nnoanucu;

+  ®opMMpoBaHMeE 3anpoca Ha cepTudunKaT Koda Noanucu;

«  ®dopMupoBaHMe 61aHKa 3anpoca Ha cepTuduKaT Ktoya Noanucu;
* YCTaHOBKAa W3roTOBJIEHHOrO cepTudmKaTa K4da noanmcu

[Ons n3rotoBneHms ceptudukaTa Kar4da noanmcu rnonb3oBaTenb NpeaocTaBnseT dann
3anpoca Ha ceptudukaTt knwda noanmcm dopmata PKCS#10 m ycTtaHoOBNEeHHbIM 06pas3oM
odopMieHHOe 3asaBeHne Ha U3roToBIEHME cepTUdmMKaTa Ka4ya NoAnnCu.

2. B okHe APM AamuHucrtpartopa LP Bbigennte npaBoi KHOMKOM MbIWM YUYETHYHO
3anMcb NONb30BaTeNs, HA UM KOTOPOro TpebyeTcs U3roToBMUTb CepTUdMKAT Ktoda NOANUCH,
B OTKpbIBLUEMCS KOHTEKCTHOM MeHi BblbepuTe Bce 3agaum -> CospaTtb -> HoBbIN
ceptupukar
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PucyHok 79. Bbi60op nyHkTa MmeHio CosgaHue HOBOro ceptucgpumkara

:=:§ APM AnMUHHMCTpaTOpa LIP ;lglil
; TS|
Jgeﬁnsne Bna J@#|||@J'ﬁv
CTRpYETYPRa I MNonez0EaTENH
|:| KpmnTa-Mpo YL, | | ID none30EaTENA | Dbwes MMAa | Moapa:
EI@ APM agmMMHMcTpaTopa LienTpa Perk ﬁ 1 ARM Oper
EIE UeHTp PerkcTpaumu - Fav.cp.ru ﬁ z ARM Adrnin
E LIeHTp cepTHbHKaLHH ﬁ 3 Z_User_01
3anpockl Ha PErMCTRALMHD ﬁ g MNeTpos NeTp NeTROEHY Fommer
3anpockl Ha CepTHEMKET ﬁ a CHAopoE CHADR CHAODPOEHY FoMmep

-3 3anpockl Ha oT3bIE

P CepThdmkaThl 4

Mokazate k

Bre saaaqdmn

..... Mones0BaTENH N CozaaTe M| HoBeiA cepTdMeaT
CBOMCTEA
@ HypHan ¥AanMTe Makpep BpeMEHHOND A0CTyNa K ¥LL
H--E LleHTp PErvcTpaumK - Fav.cpora | CNpaeka

E LLeHTp cepTHEHIALHM
3anpockl HA PEMHMCTRALMHD
Janpockl Ha CepTHbHIKAT

- fF 3anpockl Ha oT3EE

2

3. Mocne 3anycka Mactepa co3pgaHua cepTuduKaTa B OTKPbIBLLEMCSH OKHE HaXMuTe
KHoMNky Aanee

PucyHok 80. NepBoe okHO MacTtepa cospaHuna cepTudmkarta nosibsoBartens

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

Macrep MacTep coznaHua cepTugukara

noJsib3oBarens
CO3iaHuA

dror FACTED NOMOr3eT BLWATE HOBEIA CEpTHRMHEAT
SAPErHMCT PMPOEAHHORY NONESZ0ESTENK.

ceptudumkara

[T MponycTuTe SToT WAaF NPH CASLYMOLEM SanNYcke

InA npogon#eHka HasmeTe kHoney U danee",

< Hazan Hanee » OrreHa
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MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

[ns oTkNIO4YeHMs BbiBOAA NepBoro okHa Macrepa co3paHusa ceptudukarta
nosnb3oBaTenisl yCTaHOBUTE «rasiky» MponycTUTb 3TOT wWar npu cieayroweM 3anycke

4, B oTkpbiBwWeMca okHe WMcTouHMk 3anpoca Ha cepTtudmukar Bbibepute
nepekntodaTtesnb YteHue 3anpoca Ha ceptudukar u3 danna n Beeaute mmsa daina,
coeprkallero 3arnpoc Ha cepTudukaT K/to4a NOANUCU U HaXMUTe KHoMnKy [anee

PucyHok 81. Bbi60op cnoco6a nonyueHusa 3anpoca Ha ceptudpukar n3 dpanna

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

HcToyHMk 3anpoca Ha cEpTHPHEAT
Bridepure cnocod NnoAYYeHHA 3anpoca Ha CepTHGMHKET

BriGepuTe MCTOYHME 3aMpOCa HA CEPTHRMEAT M HasmuTe kHomky " danee',
{ [eHERALMA HOBOMD SANPOCa HA CRETHE MK AT

BrISEpMTE 3TOT NApaMETR, ECAM #ENAETE CrEHEQMPOESTE NARY KAKDMEN W
COZAATE SANP0C HA CERTHMMMKAT 407 HOBOMD OTKPBMard Kakya.

% YTeHue 3anpoca Ha CepTHEMKAT W3 falina

BriSepuTe 3TOT NApatETR, BCAM HEN3ETE BSATE CYWECTEYW MA SaNpoc Ha
CERTURMEAT M5 $aling, NPeaocTaENEHHOM D NoNE 30T NSk,

Hraa dafina:

[ C:\bvano. p10 Of=zop... |

LA npogon#eHka Hasmume kHonky U danee",

< Hazan | Hanee » | OrreHa |

5. B okHe [MMpocMoTp 3anpoca Ha ceptudumkaT BHMMATENbHO MpPOBepbTE
WAEHTUYHOCTb AaHHbIX, YKasaHHbIXx B nonax Cy6bekt, Wcnosb3oBaHue KJIOYa,
OTKPbITbIA KJIKOY OaHHbIM, coAaepXXalmmcs B 3asiBIeHMW Ha M3roTOBNEHWE cepTudukaTta
(bnaHke 3anpoca Ha cepTudwukaT). TONbKO B C/y4yae MOSIHOro COBMAAEHUS 3TUX AaHHbIX
HaXXMuTe KHoNKy Aanee
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PucyHok 82. OKHO NpocMOTpa 3anpoca Ha ceptudumkar

MacTep co3 A aHWA cepTHdHKaTa NoNL30BaTENA

MNpocwoTp 3anpoca Ha CEpTHPHEAT

MpocroTpUTE BEISPAHHEIN S3NP0C HA CEPTHEMKAT M YABQHTECE, YTO 3TO SaNpOc Ha
CERTHDMEST NoIB30ESTENA,

CyfeekT: 1.2.840.113549.1.9.1 =ivanov@cpptopro.ru, 2.5.4.6=RU, 25.4.10=000
KPUNOTOMPO, 2.5.4 3=MeaHoe MeaH MeaHoEKY

MononezoeaHke  [poEepka nogaqHHOCTH KakedTa [1.3.6.1.557.3.2]
KIHOME: Jawui eHHanA 3 nekTpoHHaA novTa [1.3.6.1.5.5.7.3.4]

Orepemrei kawy; FOCT P 24.10-2000

04403337 67BE B433 BAFD 7FCE AA70 3567 0581 5BA3 DEAEE 47F2
B724 BI3C 5090 A79F CICI E4BC CHAC 1244 4453 2DD1 COE2 74FE

Hna COXPAHEHMA COZAAHHOND SAMPOCE B PaRA HAKMMTE COMpaHITE. . |
kHonky "CokpaHaTe".

JonoaHuTenEHaA HHPORFSLHA

=
[

LA npogon#eHka Hasmume kHonky U danee",

< Hazan Hanee » | OrreHa |

OnucaHHas npoueaypa TpebyeT OT NuuUa, OCYLECTBASIOLIErO0 U3roTOBMEHME

cepTudmkaTa Ko4Ya NoANMCUM NOBbILLEHHOrO BHMMAHUSA, NOCKOJIbKY AaHHble, coaepXalimecs
B none Ucnonb3oBaHue KJlOMa ONpeaensiioT OTHOLIEHWS, MPU OCYLLECTB/IEHUM KOTOPbIX
3/IEKTPOHHbLIA AOKYMEHT C 3MEeKTPOHHOM uudpoBor nognucbtd byaet mMMeTb lpuamyeckoe
3HayeHMe KW owwnbka, JonylleHHass Ha AAHHOM 3Tane, MOXEeT MNPUMBECTU K HaaeneHuto
nosib30BaTesns AOMNOJHUTENbHLIMM NpaBamMu U NpueunernsamMun (K HeNermTMMHOMY MOBbILLEHWUID
ero craTtyca).

6.

OTkpoeTcs OKHO YcTaHOBKa ceptudmkara nosib3oBartens, MHdopmupytowee ob

yCnewHOM U3rotoBiaeHunun CepTVI(bVIKaTa K/1lo4a noanmcn m no3sondrolee:

OCYLeCTBUTb MPOCMOTP  WM3roTOBAEHHOro ceptudurkata, HaxaTMeM  KHOMKMU
MpocmoTp...

COXPaHUTb U3roTOBMEHHbIN cepTudunkaT B Buae darna dopmata PKCS#7, HaxaTmeMm
KHOMNKM COXpaHUTb...

YCTAHOBUTb  cepTudmKaT B  XpaHuUuLle (ocyluecTBnsieTcs YCTaHOBKOW
COOTBETCTBYHOLLErO NnepeksoyaTens)

aBTOMaTUYECKM noATBEPAUTb 3anpoc (ocyuwecTtBnsieTcs YyCTaHOBKOW
COOTBETCTBYHOLLErO NnepeksoyaTens)

OcyuwecTBnTe yCTaHOBKY Mepekyartenen, npomssegnte Heobxogmmbie AEACTBUS U

HaXXxMuTe KHonky fAanee

KJ1lo4a

MopsnoK npenocTaBneHUs MoOMb30BaTEN0 M3roTOB/IEHHOro cepTudukarta
noanucu onpegensetca PernameHToM YpoctoBepswwero uUeHTpa. B cnydae

npeaocrtaBJieHNA MOJIb30BAaTENO cemechKaTa Ha CMEHHOM MaArHnMTHOM HOCUTENE YLI,06HO
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BOCMO/Ib30BaThbCA KHOMKOM COXpPaHWUTb... [aHHOrO OKHa, W COXPaHUTb W34aHHbIN
cepTndUKaT Ha YKasaHHbI HoCUTENb.

Boibop nepekntoyaTens YCTaHOBUTb cepTuduUKaT B XpaHWIULLE TMpUBOAUT K
WHCTanNauum  m3gaHHoro ceptudumkata B xpanunuwe Ceptudgpukartbl/Tekywmn
nonb3oBartenb/Apyrme nonb3oBatenm Ha [1O9BM APM ApmuHuctpaTtopa LP.
Ncnonb3oBaHne paHHOroO nepekntodatens yaobHo Ans  oOpraHuMsauum  3aluLLEeHHOro
noytosoro obMeHa Mexay MpuUBUAErMPOBaHHbIM MNOMb30BaTeNeM W  MOMb30BaATENSAMMU
YpocTtoBepstowero ueHTpa (HanpuMep, C WUCNOAb30BaHMEM MOYTOBbIX KJIMeHTOB Microsoft
Outlook, Microsoft Outlook Express)

Boibop nepekntoyaTens ABTOMaTU4YECKM NOATBEPAMTb 3anpoc YyCTaHaBAMBaeT
CTaTyC J[aHHOro 3anpoca B COCTOosHMe 3aBepweH U He TpebyeT noaTBEpXAEHUS
Mosib30BaTeNleM YCTaHOBKM M3rOTOB/EHHOro cepTudukata Ha csoen MIBM. lMoaTBepxaeHue
nonb3oBaTeNeM YCTAaHOBKW OCYLLECTBASAETCA C UcCnonb3oBaHuem APM 3aperncrpmpoBaHHOro
rnonb3oBaTens, aBnswwerocs web-npunoxeHmem LleHTpa Permcrpauun YpocrtoBepsitowero
LeHTpa n TpebyeT 06s3aTenbHOro CeTeBOro coeanmHeHus Mexay [MOBM nonb3oBaTtens wu
LleHTpoM Perncrtpaunm. PekoMeHAYeTCs MCNONb30BaTb YKa3aHHbIN NepektovaTesb, B Cliydae
ABTOHOMHOIro MOYHKUMOHNUPOBAHMS YAOCTOBEPSAIOLLErO LIeHTpa

PucyHok 83. OKHO NpoCMOTpa U YCTaHOBKU cepTudunkarta nosb3oBarens

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

Ycravoeka CEpPTHPHEATa NOAL3IDBATENA

MpoCrOTEMTE BRIGAHHEIN CEOTWMLKAT, CONPAHMTE M YcTaHoBMTe ero. [pu9 yocTaHoeke
CEQTHRMESTA OH GY1ET 3aNMGCaH B KOHTERHED CEKPETHOMD K4a.

CepTUduEAT Mo Ballety sanpocy BeidaH Ll eHTpor CepTidukauny. [0 npockoTpa aToro

CEPTHERHEATE HAMEMTE KHoMKY ' Tpocrorp... "
MpocroTp... |

[T YeraHoeime CERTHEHRET B ROHTEAHER CEREETHOR KHa

[T YeTaHoBWTE CERTHEMEAT B SpaHHIHLLE

[T ABTOMATUMECKW NOATEEQAMTE SaNpOc
1A coXpaHEHUA BRINYLWEHHOMD CEPTURMEATA NONES0EATENA B CoxpatiTE |
Pakin HaskMTE KHONKY “'CoXpaHuTe: .

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

< Haszan | Danee » | OTrena |

7. OkHOo CoxpaHeHMe Lenoykn cepTudukKaToB LLeHTpa cepTudukaymm nossonser
COXpaHUTb BCe cepTuduKaTbl un3gaTesen WM CAUCKM  OTO3BaHHbIX CEpPTUPUKATOB,
obecneunBaroLlmMe NpoBepKy cratyca cepTudurKaToB, M3AaHHbIX YAOCTOBEPSAIOLWNM LEHTPOM.
YcTtaHoBuTe nepeka4yaTenm CoxpaHuTb Lenouyky ceptncdmkaTos LleHTpa
Ceptucpukaumm 1 Bknirouatb B pesynbrar coorBercTrBytowme COC n BBegmTe MNOJIHbIN
NyTb AN pa3MeLleHns yKasaHHbIX AaHHbIX. HaxxMuTe KHONKy Aanee.
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PucyHok 84. OKHO COXpaHEeHMsl LUerno4vyku cepTupukatoB U CNUcKa
OTO3BaHHbIX cepTUdNKaTOB

MacTep Co3 A aHWA CepTUhHKATa NoNbL30EaTENA

CoxpaHeHue nenoykH ceptHpuraroe lledrpa CeprHpUEanHM

Heamure pacnonoxeH9e $alina 0na coxXpaHeEHHA LENoYEM CepTMpMKaToE LleHtpa
CERTHDMEALMM.

dror FMACTEQ MMEET AON0NHMTENEHYKD BEOSMOHOCTE COXPIHEHA LEMOYE I
CEPTHHRHKET ATOE LI.EHTIZIEI EEDTH¢HKEMHH 017 NEpe0ayH E2 NONES0EITENKD,
HaNpMriep, Ha QHCEETE. Ecnit Bel senaeTe BOCNoNeE30BaTECA STOM BOSMOMHOCTERD,
OTHETETE PAIK0E HHHE.

[v CoxpaduTe uenodky ceprudukaros L edrpa Cepmrauramm
KraA chafina:

Ia: hzacer.p?b Dazop... |

P oprat Palina sanpoca
% Pafine & Bazebd-kogupoeke PECSH10 ¢ saronoskom

" Painel & Bazebd-rogupoeke PECSH10 Sez saronoe.a

v BrnouaTte B pesyneTar cooTeeToTEYowme COC

[nA NpogonkeHHa HaskmuTe kHonky ' Oanee’’,

< Haszan | Danee » OTrena

8. Mocne yCNewHOro OCYLECTBIEHUS OMWUCAHHbIX [JEWCTBUIA OTKPOETCS OKHO,
nHopMupytoLee 06 yCrNeLwHOM U3roTOBEHUM cepTudmkaTa. Haxmumte kHonky MoToBO

PucyHok 85. 3aknwuuntenbHoe OKHO Macrtepa cospaHua ceptudukara
nonb3oBaTens

MHCTE!D MacTtep co3znaHuva cepTu@ukara
none30Batend

CO3aHn4A

ceptudumkara

Coznanue CEepTHPHEATd YycnewHo 3agepueHo.

InA sakpeMHA MACTEpa HakMWTE KHoNKY T oToen’,

< Haszan [omoeo OrteHa
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9. B neson yactn okHa APM agMuHucrtpartopa LUP sbigenute y3en NMonb3oBatenu un
B MpPaBOM 4YaCTW OKHa HamauTe YYeTHYH 3anucb Mosb30BaTeNns, Ha MMs KOToporo 6bin
M3roToBNEH cepTudukar

PucyHok 86. TIpocMOTp VYuYeTHbIX 3anuce 3aperucrpupoBaHHOro
nosib3oBaTtens

:-E APM AAMHWHWCTpaTopa P ;Iglil
. PNETES|
J,ﬂEﬁETBHE Bra J<}=-P|||@J'ﬁv
CTRpYETYPa I MNonez0EaTENM
|:| KprnTo-Mpa YL & | | I nonezoEaTENA | QAWEs HMA | Moape
El@ APM aAMHHHCTRATORE LieHTRa PerHcTRaUHH €1 ARM Cpet
EIE LeHTp PErHcTRaUmM - Fav.cp.ru ﬁ 2 AR Adrnin
E UeHTp cepTHEHE ALK E 3 Z_ser_01
3anpockl Ha PEFHCTRALMED : MeaHoE lEaH lBaHoOBEHY Kok

3anpock! Ha CEpPTHDHEAT

m 3anNpockl Ha OT3LIE

[P CepThinkaTel

----- ﬁ Mane30EaTENM

@ MypHan

EI--E UeHTp PErHcTRalmM - Fav.cp.ru o
E LLeHTp cepTHbHK ALK

3aNPOCEl HA PErMCTRAELLHHED

Janpockl Ha cepTHGMKaT j 4 | | _,I

F =

10. lMpaBolii KHONKOW MbILWN BblAENUTE YYETHYH 3anucb MNoNb30BaTeNss U B KOHTEKCTHOM
MeHto BbibepnTe Bce 3apgaumn->MNokasatb->CepTudmnkarbl

PucyHok 87. OKHO npocMoTpa cepTu(dPuKaToB 3aperuncTpmMpoBaHHOro
nosib3oBartens

2= APM ApmvnMcTpaTopa LP =10| I
; JRETE]
J AefcTere  BHA J{- -Ir| E.||@

ID cepTHdHKATA | CEQHAHEIA HOMERD | JaTa BETYNNEHHA B CHAY | fAaTa okoHYaHHA ASHCTEMA | Jdatan
'.:J 39308567000000000040  27,02,2004 14:135:00 27.02,2005 14:22:00 27,05,

471 1ESEQDOOOO00004 1 01.0 2 HiH 5 10:14:00

71




MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

11. Bblaennte narotoBaeHHbIN cepTudurKaT Kar4da NoANMCKU ABOMHBIM HaXXaTUEM J1EBOW
KHOMKM MbILM M NPOCMOTPUTE €ro B CTaHAAPTHOM OKHe MpocMoTpa cepTudmKaToB

PucyHok 88. CtaHgapTHOe OKHO NpocMoTpa cepTudumkara

Db me |Cu:u:TaE= | ryre ceprdmicaumm |

L TN 1

=1 Ceenenua o cepTrukaTe

AtoT cepruduraT:

+[MOATEEP#AIET ¥ AANEHHOMY KOMNEHITERY HAEHTHDHKALHD
ESWErD KOMIEHITERS

* 33 AET CO0ALLEHHA INEKTPOHHOA NOHTHI
#[onesoEaTene UeHTpa PervcTpagmn

KoMy Bl aH: MeaHOE MBaH MEBaHOEHY

Ken BbifaH: FAVZO004 A

AercTEMTENEH ¢ 01.03.2004 no 01.03,2005

g
W CTAHOEMTE l:epTHd:-HKaT...gl ZEABNEHHE NOCTABLLHES |

1.3.1.3. Hanbonee 4yacto BCTpevawlinmecs oOwWnBKM, BO3HMKAKOLWME MpU
N3roToB/IEHUN cepTudurKaTa Katoda NoAnMCHU B LLEHTPANIM30BAHHOM pexume

1. Mocne HaxaTusa Ha kHonky Janee B okHe NpocMOTp 3anpoca Ha cepTudukar
nosiBnsieTcs coobuieHne
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok  89. Ownbka npu BbINOJIHEHUMU MeToAaa CertRequest.
SubmitFirstCertRequest

APM AaMMHKUCTpaTopa P ﬂ

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWAE OWKAKka, L1089 nonyyeHua
NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE | << CEpbMTE NOApoSHOCTH |
Homep:  -2147220954 ]
MoToqHME; WiewR equesthd ovel ext
Orcanme: MNpouzowna owvbtka B0 BperA 0OpatoTEM SaNPOCa Ha CEPTHRMKAT.

OpurunaneHan owkdka: Humber=-2147220997 Source=CertRequest. SubmitFirstCert B eque:

o
1| | 5

APM AaMMHKUCTpaTopa P ﬂ

Q Bio EperA BEINDAHEHKWA ONERALMM NPOMSOLWNE owMEka. 1108 nonyyeHHA

NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE | << CEpbMTE NOApoSHOCTH |

1T
=rtA equest Description=3Ta onepau A He MOHET AbME BEBINOAHEHE HA ATOM CEPTHRMEATE.

< o

MpnBMNErMpoBaHHbIN rnonb3oBaTeNb (OnepaTop nnu AgMuHucTparTop),
NPOM3BOASLLMA U3rOTOBJIEHNE cepTudMKaTa nonb3oBaTens B YAOCTOBEPSIOLWEM LEHTPe He
MMeeT MpaB Ha W3roToB/ieHMe cepTudukaTta, cogepxawero o6nactm WCNOAb30BaHUS,
yKa3aHHble B wabnoHe Ha cepTudumkar.

Ha ueHTpe Peructpaumm ocywecrtBute HacTtpoumky [lMonntmkm  06paboTkm
HenoAnucaHHbIX 3anNpocoB n gobasbTe HeO6xoaMMbIE 061aCTM NCNOAb30BaHUA cepTudmkaTa.

2. Mocne Haxatusa Ha kHonky [lanee B okHe TMpocMOTp 3anpoca Ha cepTudmkar
nosiBnsieTcsa coobuieHue
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 90. Ownbka npu BbIMOJIHEHUM MeToaa
CertRequest.AcceptFirstRequest

APM AaMMHKUCTpaTopa P ﬂ

Q Bio EperA BEINDAHEHKWA ONERALMM NPOMSOLWNE owMEka. 1108 nonyyeHHA

NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE | << CEpbTE NOApOGHOCTH

Homep:  -2147220983 ]
MoToqHME; WiewR equesthd ovel ext
D nMzaHme: MNpouzowna owKtka Bo BpErA NPHMHATHA 3aNpoca Ha CepTHMpMKET.

OpurunaneHan owkdka: Humber=-2147220997 Source=ReaqistrationCenter Dezcription=m

-
1| | r
x

Q Bio EperA BEINDAHEHKWA ONERALMM NPOMSOLWNE owMEka. 1108 nonyyeHHA

NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE |

=)

pOCE HA CEpTHRUEAT.
wnCenter Description=locTyn sanpewed nomqrueol ULP. [CentRequest AcceptFirstA equest]

< o

Y npuBuaerMpoBaHHoro nonb3oBatens (Oneparopa wiv AAMMHUCTpaTopa),
Npou3BOASLLErO MU3roToB/eHMe cepTudmMKaTa nonb3oBaTens B YAOCTOBEPSAOLWEM LEeHTpe He
AOCTaTO4YHO npaB Ha BbinonHeHe MeToaa CertRequest.AcceptFirstRequest.

Ha LUeHTpe Peructpaumm HeobxoaMMO  OCYLUECTBUTb HACTPOMKY  MOJSINTUKM
6e30nacHOCTM, MO3BOSAIOLLYIO OCYLLECTB/SATb BbIMONIHEHME YKa3aHHOIo MeToaa.

3. Mocne HaxaTma Ha kHonky [anee B okHe MNpocMoTp 3anpoca Ha cepTudgukar
nosiensieTcsa coobuieHue
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 91. Owumbka npu o6pabotke 3anpoca Ha ceptucdukar LieHTpom

Ceptucpmkauumn

APM AaMMHKUCTpaTopa P

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWAE OWKAKka, L1089 nonyyeHua
NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

x|

JaKpeTE | << CEpbTE NOApOGHOCTH

Homep:  -21472209583
MoToqHME; WiewR equesthd ovel ext

1 |

D nMzaHme: MNpouzowna owKtka Bo BpErA NPHMHATHA 3aNpoca Ha CepTHMpMKET.
OpurunaneHan owkdka: Humber=-2147195294 Source=COM+ npunokenue LC Descriptior

APM AaMMHKUCTpaTopa P

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWAE OWKAKka, L1089 nonyyeHua
NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE |

ekl et
0K BO BPEMA NEMHATHA 3aNP0Ca Ha CEpTURMKAT.

Kl

147195294 Source=C0OM+ npunoseHue LLC Description=k ooune NonuTHEM oTEEpr Zanpoc

=)

pr

Moaynbe nonutuku LleHTpa cepTudukaumm oTeBepr 3anpoc — Hambonee BeposATHas
npuyMHa - Ha BkAagke Ucnonb3oBaHue KJw4Ya okHa CBoucTtBa Moayns nosMTUKM
LleHTpa Ceptudmkaumm B CNmcKke paspelleHHbix obnacrter Mcnosb3oBaHusa cepTudumkaTa

OTCYTCTBYET X0Ta 6bl ogHa 0bnacTb, cogep)xawascs B 3anpoce Ha ceptudumkar

4. Mocne HaxaTus kHonkun Janee B okHe MCTOYHMK 3anpoca Ha cepTudukart, B
cny4dae Bbibopa nepekstovaTens YreHme 3anpoca Ha ceptudukaT u3 cgainna nosiBnsercs

coobleHune:
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 92. OwmnbkKa COOTBETCTBMA MAEHTUPUKALMOHHBLIX [AaHHbIX
nonb30BaTesisl, CcoAepiXalluxcss B 3anpoce Ha ceptudkar yuyeTHOi 3anucum
nonb3oBarens

APM AaMMHKCTpaTopa P 5[

B Epera BEINOAHEHKA oNEpalHK ApoMSoLna owkEka. 107 AoayyeHHa
NOAPCAHOM HHPOPREWHK Haska9Te kHoNKY ' Tlokasare nogpoSHoCTI' .

JaKpETE | << CKpbTE NOAPOAHOCTH

Horep: 2147220985 =]
MoTouHme: GetRequestSrcMoveMext
Circ:aHLeE; 3anpoc HE MOXET GBTE MCNONBEZE0EAH, TaK, K&K NPUHALNEXMT ApUrar

.
1| | b

APM AaMMHKCTpaTopa P 5[

Q B Epera BEINOAHEHKA oNEpalHK ApoMSoLna owkEka. 107 AoayyeHHa

NOAPCAHOM HHPOPREWHK Haska9Te kHoNKY ' Tlokasare nogpoSHoCTI' .

JaKpETE |
20936 =]

GetRequestSrcMoveM ext
2aMpoc He MOKET SEME MCNONEZ0ESH, TAK KaK NPMHALASHMHT ApYrokdy Mok S0EaTenk,

<< CKpbTE NOAPOAHOCTH

< o

NoeHTUdWKauMOHHbIE AaHHble MNOMb30BaTeNs, CcoAepXawuecs B 3anpoce Ha
ceptTudukKaT  OT/INYHbI OT  MAEHTUAHMKAUMOHHBLIX  AAHHbIX  3aperncTtpMpoBaHHOrO
rMnonb3oBaTensi, Ha MMSA KOToporo TpebyeTcs mM3rotoBuTb cepTudwukat (Hanpumep, BbibpaH
ann, copepxawwui 3anpoc Ha cepTudukat Apyroro nosnb3oBaTtend), ambo npu
dopmmpoBaHun danna 3anpoca 6bina gonyweHa owwnbka (HanpuMmep, HapylleH
YCTQHOBJIEHHbIV NOPSAAOK Clief0BaHUS KOMMOHEHT MMeHn cybbekTa).

Mpu nosiBneHnmn coobuieHns o6 ownbke B CUCTEMHbLIN XXYpHaa MPUIOXEHUN
(Nyck/Mporpammbl/ AAMUHUCTpUpoBaHue/MpocMoTpCobbiTnin/ XXypHan
MpunoxeHnn) 3aHocuTcs noapobHass MHdopMauMs O BO3HUKLIEN CUTyauuu, aHaau3
KOTOPOW MO3BOJSIUT TOYHO OMpeAennTb NPUYNHY OLINGKMU.

1.3.2. N3roTtoBneHne ceptudurkata kw4ya MNOANMUCU B pacnpeneseHHOM
pexume
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MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

N3rotoBneHne ceptudmkaTa KYa NOANMCUM B pacrnpenesieHHoOM  pexume
ocyulectensieTca 6e3 obasatenbHoro npubbiTMsa nosnb3oBaTens (MM ero yrnosIHOMOYEHHOro
npeactaBuTens) B YAOCTOBEPSIOWNNA LLEeHTP U yAO6HO B cny4vae OTAANIEHHOr0 pacnosioXeHus
nosab3oBaTenen oT YaoctoBepstowero ueHTpa (HanpuMmep, B pa3HbiX cybbekTax Poccuimnckoi
denepaumn).

M3rotoBneHne cepTU@UKaATOB MNONb30OBaTeNnel B pacrnpeaeneHHOM pexume MOXeT
ocyllecTenaTbCca  nocpeactsoM APM  nonb3oBatenss C  KJOYEBbIM  [AOCTYMNOM,
npeaocTaBnsieMoro YAoCTOBEpPSOWMM LEHTPOM M Tpebylowero HenocpeacTBEHHOM CBA3MU
nonb3osatenss ¢ LleHTpoMm peructpaumm (HanpuMmep, C WCNOJAb30BaHMeM ceTn obuero
nonb3oBaHus Internet)

N3roToBneHne ceptudurkaTa NoMb30BaTENS OCYLLECTB/ISIETCA Ha OCHOBE 3anpoca Ha
N3roToBfeHne ceptudukaTa, NepesaHHoOro B 3/1E€KTPOHHOM BuAe. 3anpocC Ha M3roToBJIEHME
cepTudmkaTa, nepegarowniica npu nomowm APM nonb3oBartens C KJAKOUYEBbIM AOCTYMNOM,
noanucbiBaeTCcss  3/IeKTPOHHOW  uMdpoBOM  NoanMCbl, KoTopas  (opMmpyeTcs  Ha
OENCTBYIOLWEM 3aKpbiTOM KJ/OYe Monb3oBaTeNns W paccMaTpMBAETCs KakK 3asiB/ieHMe Ha
n3rotosneHue ceptudumkaTa.

Ecnn YpocToBepsawOWMn LLeHTP 3KCMyaTUpyeTcss B aBTOHOMHOM pexuMme,
WM Nonb30BaTeslb HE COeAMHEH JIMHUSIMW CBA3K C LIeHTpOM permcrpaunm YALoCTOBEpSOLWero
LeHTpa, BO3MOXHa oOpraHmM3aums pacnpeneneHHoro m3roToB/ieHns cepTudmkaTa Koda
noanMcMm Ha ocHoBe danna 3anpoca Ha ceptudukat. B pgaHHOM cnydae, npwu
npeaocTaB/ieHnn yKasaHHoro dalna B YAOCTOBEPSALWMIA LEHTP AO/DKHA rapaHTMpoOBaTbCs
LLeIOCTHOCTb (hakifia 3anpoca Ha cepTudmkat, 1 AGMUHUCTPATOP YA0CTOBEpSOLWEro LueHTpa
MMen BO3MOXHOCTb O4HO3HAYHO YCTaHOBUTbL aBTOpa NepeaaHHoro 3anpoca Ha ceptudukar.

Hanpumep, nepepaya noanmMcaHHOro noytoBoro e-mail coobuweHnsa (nonb3oBaTenb
obs3aTtenbHO AosmkeH O6biTb BragenbueM AencTBylouwero ceptudukarta Kawya noanucm w
3NEeKTPOHHasa uudpoBas noAMUCb COOOLEHNS OCYLWEeCTBASETCS Ha 3aKpbiTOM KJ/oue,
COOTBETCTBYHLIEM YyKa3zaHHOMY cepTuduKkaTy), CoAepKallero B Ka4yecTBe BJIOXeHus dann
3anpoca Ha cepTudukaT Ka4Ya noanucKu, obecrnevynT BbIMOJIHEHNE TMPUBEAEHHbIX B
npeablayLieM nyHkte tpeboBaHun.

1.3.2.1. N3roTtoBneHme ceptudukarta KawYa MNOANMUCU B pacrnpeseseHHOM
pexume (c ncnonbszosaHnem APM nosb3oBaTesis C KJIOUYEBbIM AOCTYNOM)

OnuncaHune npouecca U3roToBneHus ceptudukaTta Kaoda nognnucm B pacnpeseneHHoM
pexume (c ncnonbszosaHmem APM nonb3oBaTena € KJAKO4YEBbIM AOCTYINOM)

1. MNMonb3oBaTenb YAOCTOBEpPSIOLWEro LeHTpa, SBAAWUMACSA BnagenbueMm cepTtudukaTa
Kno4a nognucu, ¢ nomowbio APM nonb3oBaTesns € KJOYEBbIM AOCTYNOM OCYLIECTBAAET
Ha cBoeM pabouyeM MecTe reHepauuvio KJK4Yen, cosgaHme 3anpoca Ha cepTuduKaT Kawua
noanucn, ¢opMmpoBaHMe 3/1eKTPOHHO-UMMpPOBOIM MoanMcKM 3anpoca Ha cepTudumkaT Ha
OENCTBYIOLEM 3aKPbITOM KJIlOYE M HanpasfsdeT NOAMUCAHHbLIA 3anpoc B YAOCTOBeEpPSOWni
LEeHTp.

2. Mocne oTnpaBkM 3anpoca Ha W3rotoBneHume ceptudukata B okHe APM
aaMuHucTpaTtopa LIP B nanke 3anpocbl Ha cepTUdUKAT MOSABASETCS HOBbIA 3anpoc,
oXxungatowmm 06paboTku
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 93. OKHO npoCMOTpa 3anpocoB Ha U3rotToBJsieHMe cepTudmukara
KJII0O4a NoANUCH

i3 APM AamuHMcTpaTopa LIP =10 =]
; JRETE|
JQEHETBHE Eva J@*|||@J@@@§|“ﬁ‘?
CTRYKTYPE I 3anpock! Ha CepTHRHEAT
3anpockl Ha PErMCTRALMH ;I 10 ... | JaTa cos8aHHA | Aata ... | CHWEE HiA
3 3anpock! Ha CEPTHHHEAT 5 1 16,02,2004 13:20:00  16,02.,, ARM Oper
m Sanpockl Ha OT3RIE E,’.'a Z2 16.02,2004 13:23:00  16.02,.. ARM Admin
[P CepThimkaThl 533 19.02.2004 16:31:00  19.02... Z_User 01
""" ﬁ MonNEZ0EATE MM E-,'.'a 7 26,02.2004 13:27:00  26.02... [etpos MeTp neTposmd
@ HypHan E g8  27.02.2004 10:09:00 27.02... CHAOPOE CHAOP CHAOPOBH'
=8 Uentp Perncrpaunm - Fav.cp.ru BRlin 27022004 14:22:00  27.02.., MeaHos MeaH MEaHOBHY
[ Uenmp cepmibicaum FRl11 01032004 10:15:00  01.03.., MeaHos MeaH MEaHOBHY
) JAMPOCE! HA PETHETRAUH G1z 01032004 11:11:00 01.03... MeaHos MeaH MESHOBHY
=l ) G T G713 01.03.200411:21:00 01.03... MeaHoB MeaH MBaHOBMY
m JANpack] Ha 0736 O 11:50:00 MeTpoE MNeTp NeTpoEH4
EEj CepThdmkaThl
----- ﬁ Monbs0EaTEM

@ MypHan

] o miniE | B

3. Bblgennte npaBoil KHOMKOM MblWM MNOCTYMUBLUMA 3ampoc Ha cepTudukat M B
OTKPbIBLUEMCS KOHTEKCTHOM MeHt0 BblbepuTe NyHKT CBoMcTBA. OTKPOETCS OKHO CBOWCTB
3anpoca Ha ceptudukaTt
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 94. OKHO NpoOCMOTpa CBOMCTB 3anpoca Ha ceptudukar

Janpoc Ha cepTHHKaT d |

MHpopralKA o sanpoce I

CocToAHWe: B oskidaaHdu

CyfbetkT: CH=MNeTpoe MeTp neTpoe9y, OU=Fomrepyeck Wi oTaen,
O=000 KPHUAOTO-NPO, L=k ockea, S=taockea, C=RL,
E =perovi@cryptopro. i

HMecnonezoBaHKe kioda: [onksoeatenk U eHrpa Peructpanid
[1.2.643.2.2.34.5]
MNpoBepka nogaMHHOCTI kawerTa [1.3.6.1.55.7.3.2]

Nara zanpoca: 01.03.2004 11:50:00
I aTa paccdoTpeHHa:
O7epemei kawy: TOCT P 34.10-2001

0440 5zE4 BEEF AsSz 2EI0 2450 273 CDES ZAFC
&7 FFzC E4B1 C38F C23E 34D0 O0CEQD ASDA 2ZAE
LzE: ABFe 45A]l Z1D0O CELe CelF DAEA AlLE SACd

L LI

KDMMEI—FI’EIFIHH AONEZ0ESTENA:

K

K.akdrdeHT apME aatUHUCTRET RS

B

CEpTUDMEST NOANMCAELWErD I CEMTURHRAT olaEpHELERD

0k, I OTtieHa | I'IpHMEHHTbl

4., B okHe 3anpoc Ha cepTtudukaTt Haxmmute KHonky CepTudmkar noanvcasluero,
OCYLLLECTB/IAIOLLYIO NpocMoTp cepTugukaTta 3aperncTpmpoBaHHoOro nonb3oBaTtens,

HanpaBuMBLUEIro B yﬂ,OCTOBepﬂIOLLI,VIVI UEHTP OaHHbIN 3anpoc
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 95. NMpocMmoTp ceptudmkarta nosnb3oBaTesis, nognucasllero 3anpoc

Ha u3rotoBsieHune cemebm(aTa

2l x

QflWMe  COCTEE ||_|':.-'Tb CEPTHRHEALHH I

Mokasate: I::Eh:e} j
Mane SHAYEHHE =
EBepcnﬂ W3
[Elcepmiiei nomep 33D& F274 0000 0000 003E
=l anroprTi noanmck FOCT P 34,11/34, 10-2001
EHDETHBUJ.HK Favz2004 Ca, CryptoPra, Maosc,,, =
E,ﬂ,eﬁcTBHTEHEH C 26 egpana 2004 r. 13:19:00

26 degpana 2005 r. 13:25:00
MNeTpoE MNeTp NETROEMY, KaH. ..

E,ﬂ,eﬁcTBHTEHEH no

Elorkpemsi kv FOCT P 34,10-2001 (512 Bits) 7|

ZMN = MeTpos NeTp NeETpOEHY
Ol = KoMMEpYECKHA 0T8N
Cr= 000 KPANTO-NPO

L = Mockea

5 =Mockea

Z=RU

E = perov@cryphopro.ru

CEOMCTES, . KonMpoEaTe B dakn.. |
5. BHMUMaTenbHO npoeepbTte NAEHTUYHOCTb AaHHbIX, COAEp>XallnUXcAa B Mone Cy6'beKT

OKHa 3anpoca Ha cepTtudukaT, AaHHbIM,

YKa3aHHbIM B cemechKaTe,

Ha KOTOpPOM

noanuvcaH AaHHbli 3anpoc. B cnydae nonHOro COOTBETCTBUS [AaHHbIX B OKHE CBOWCTB
HaxMuTe kHomnky OK, 3aTtem B okHe APM AgMuHucrtpartopa LUP Bbigenvte npaBoil KHOMKOWN
MbILUM AaHHbIN 3anpoc Ha cepTuduKaT M B OTKPbIBLUEMCH KOHTEKCTHOM MeHK BbibepuTte

MpuHATL
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 96. NMpuHATHE 3anpoca Ha u3rotoBsieHne ceptudukara

£2 APM AgmunvucTpaTopa LP =10] x|

. INETER|
| deicee B || & = | B 0B @ 2232249 <
CTpYETYpa I Janpockl Ha cepTHbMEST
(] Kpunmo-Mpo YU - | fAaTa cozgaHua | Aata obpaboTiK | DAL EE MMA | Moag
El@ APM aamuHrcTpaTopa LieHTpa PerkcTpaukm 16.02.2004 1... 16.02.2004 13:2... ARM Cper
EI@B LleHTp PervcTpaumH - Fav,cp.rug 16,02,2004 1.., 16,02.2004 13:2...  ARM Admin
B UenTp cepridmkauim 19.02,2004 1,,, 19.02.2004 16:3.,. Z_User_01
3aNpock HA PECHCTRAUMAD 24.02.2004 1., 24.02.2004 15:1... lMeaHoe Mea... Fowe
Zanpockl Ha cepTHbMEST 25 .02.20
5 3anpocs Ha oT3bie »
Y CepThimkatel CBONCTEA LRSI
..... g Mone30EaTENH R — SECAOPTHROESTE:
(1;) HwpHan Cnpaska I
EI--@B LeHTp PervcTpaumm - Fav.cp.ru b
ﬁ LEHTR cepTHRHMEALMKH
Sanpockl Ha PErMCTPALMED
g 3anpock! Ha CepTHHEAT ;I ll | _pl

PekoMeHayeTCcs NpUMBUIErMPOBAHHOMY MOJIb30BATENO, OCYLLECTB/SIOWEMY
n3rotoeneHne ceptudukaTa, YAOCTOBEPUTLCS B TOM, YTO MOSb30BaTeslb, Ha MMSI KOTOPOro
M3roTaBNMBaETCs CcepTUdUKAT Ka4ya noanucn, MoxeT ObiTb BnagenbueMm cepTudukaTta,
cofepxaulero obnactn ucnonb3oBaHmsa (none Ucnosnb3oBaHMe Ki4Ya OKHa 3anpoc Ha
ceptudumkaT), YyKasaHHble B 3anpoce Ha ceptudukat (XOTa yKasaHHas MpoBepKa
aBTOMaTu4yeckmn ocyuwiectenasietcsd Ha APM nonb3oBaTens € KJKOYEBbIM [OCTYINOM).

6. MpyM nNpuUHATUM 3anpoca Ha cepTUdUKAT OTKPOETCA npeaynpexaalollee OKHO,
Tpebylollee NOATBEPXKAEHUS BbIGPAHHbIX AEUCTBUIA. HaxxMnTe KHoMKy [Aa.

PucyHok 97. OKHO noATBep>XXAeHUs NMPUHATUA 3anpoca Ha cepTudukar

APM AamuHucTpaTopa LIP El

AEHCTEMTENEHD XOTHTE NMEMHATE BEIAENEHHEIE 3EMPOCk! HA CEPTHgMKAT?

7. M0 OKOHYaHWMM BbLINOJIHEHUS LEWCTBUI MO W3roToBNEHUIO cepTudmkata Kiaya
noanucu nosiBuTcs coobueHne, nHpopmmpytowee 06 OKOHYaHMM yKa3aHHbIX onepaunii n mnx
pe3synbTaT
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 98. OKHO NpocMOTpa pe3yJibTaTa U3rotoBsieHnsa cepTtudukara

MNpYHATHE 3aNPOCOBE Ha CEpTH

DapatoraH sanpoc 1 1s 1

Mporpecc | EIUJHﬁKHI F'esganaTI

|0 zanpoca | Onepaua | PesuneTar | K.orREHT 3P
G MprHaATHe sanpoc...  OK QnepalA YcnewH. ..

APM AAMMHHMCTRATO il

4| ONERALHA 3ABERLIEH, | |

JakpETE

8. B npaBoii obnactm okHa APM AaMmuHucTpartopa LUP Bbigenute neBoil KHOMKOWM
Mbilwn y3en Monb3oBaTenm, 3aTeM B NPaBoi 4YacTU OKHa BblAeNNTE NMPaBoOl KHOMKOM MbIlWK
YYETHYIO 3anucb MoJsib3oBaTeNs, Ha WMSA KOTOporo Obin W3roToBsieH cepTudukaTt, U B
OTKPbIBLUEMCSI KOHTEKCTHOM MeH Bblibepute nyHKT Bce 3apaum -> [MMokasatb ->
CepTudumkarbl

PucyHok 99. Bbl6op nNyHKTa MeHWO pAna npocMotpa cepTtudmkaToB
nonb3oBarens

APM AaMMHWCTpaToOpa LUP ;Igl ﬂ
. TR
J,geﬁcTBne Bha J@#|||@J'ﬁv
CTpYETYPa I Monez0EaTENM
(1 KprnTo-Tpo YL & | | ID nonszoEaTena | OAWEE HMA | MoapasaeneHHE | JIpraH
El@ AFM aamMuHKcTpaTopa LlerTpa ﬁ 1 ARM Oper KpHnTe
EIE LLeHTp PErMcTRAaUMK - Fav.o E 2 AR Bdrmin KpHATL
E UeHTp cepTHERME ALK ﬁ 3 Z_User_01
Janpocel Ha pErHETpALL ﬁ 4 MEaHOE MEaH MBaHOEH4 KomMMepqeckmd o, 000
3anpocel Ha CepTHe: E
m 3anNpockl Ha OT3kRIE Bre 33434 3 Fanpockl Ha PECHETRALLHID
@ CEpTHhHEATE - 03448tk K 3anpochl Ha CepTHbHEST
CBOHCTEAQ
..... ﬁ MofbS0EETENM ¥ AanHTE SaNpockE Ha OT36IE
- £4} Wypnan Cnpaeka | CEpTHEMKATEI
EI--E UeHTp PErMCTRALHK - Fav.:
E LeHTR cepTHEMEaLMKH
g Sanpocel Ha perHcTTLILI
4| | » 4| |

9. OTKpOEeTCs OKHO, coAepKallee CNMCOK CepTU(dUKATOB NMonb3oBaTeNs
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 100. MpocMoTp M3rotoBJiIeHHbIX cepTuduKaToB Nosb3oBaTens

'=§ APM AAMHHWCTpaTOopa UP = | I:Ilil
; INETES|
J AefcTere  BHA J{- -Ir| E.||@

ID cepTHdHKATA | CEQHAHEIA HOMERD | JaTta BCTYNNeHHA B CHAY | JaTa oKoHYaHHMA ASHCTEHA | Aata akoH4
? F3DEFZFA00000,,,  26.02,2004 13:19:00 26,05, 2005

______ RICH 4 1: H 01,03, S 13:01: 01.06.2005%

a| | i

10. Bblaennte M3roToBJ/IEHHbLIN CcepTUdUKAT Ko4Ya NoAMUCKM ABOMHbIM HaXaTueMm J1eBOW
KHOMKMW MbILWIM U NMPOCMOTPUTE €ro B CTaHAAPTHOM OKHE MPOCMOTpa CepTUdMKaToB
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 101. CraHgapTHOe OKHO nNpocMoTpa ceptudukarta

Db me |Cu:u:TaE= | ryre ceprdmicaumm |

L TN 1

=1 Ceenenua o cepTrukaTe

AtoT cepruduraT:

+[MOATEEP#AIET ¥ AANEHHOMY KOMNEHITERY HAEHTHDHKALHD
ESWErD KOMIEHITERS

* 33 AET CO0ALLEHHA INEKTPOHHOA NOHTHI
#[onesoEaTene UeHTpa PervcTpagmn

KoMy BeigaH: [eTpoE [MeTp NeTposHY

Ken BbifaH: FAVZO004 A

AercTEMTENEH ¢ 01.03.2004 no 01.03,2005

g
W CTAHOEMTE l:epTHd:-HKaT...gl ZEABNEHHE NOCTABLLHES |

Mo OKOHYaHWM OCYLLECTB/IEHUA AENCTBMIA MO W3roTOB/IEHUIO cepTudukaTa
KJloYa noanucu, uenecoobpasHo OMOBECTUTb Bragesibla M3roTOBEHHOro ceptudukaTa o6
3TOM. [na 3Toro Ha LleHTpe perncrpaumMm Heo6xoAMMO HAaCTPOUTb COOTBETCTBYIOLLME 3a4aun
aBTOMATMUYECKOro ¢OpPMUPOBAHUA W  OTMNPaBKM MOYTOBbLIX COO6LIEHNI (MoCpeacTBOM
3/IEKTPOHHOW MOYThI) B aZlpec Bnaaesbla cepTudukaTta Kawda noanmncu.

1.3.2.2. Hanbonee w4yacto BCTpevawwwmecs ownbkn, BO3HUKaKLWKME Npw
M3roToBNEeHUN cepTudmnkaTa B pacnpeseneHHOM pexume

1. Mpn npuHATMK 3anpoca Ha ceptudukat (APM AaMunHucrtpaTtopa P -> 3anpochl
Ha cepTudukar -> 3anpoc -> Bce 3apaum -> TpUHATbB) B OTKPbIBLUEMCS OKHe,
MHpopMupyowem 06 OKOHYaHMM NpoaenaHHbiX onepauuin nossnsercs coobuweHne 06
ownbke
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 102. Owmnbka npu BbIMOJIHEHUU MeToAaa
CertRequest.AcceptRequest

MNpWHATHE 3aNPOCOE Ha CepTWhMKAT

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

[pepEaTE: |

JakpETE

MNpWHATHE 3aNPOCOE Ha CepTWhMKAT

fpatdoTk.a SaEeplIEHa

Mporpece § U

Owitka Horep: -2147220991
WeoTounue: ReqistrationCenter
Onuzanye: Joctyn sanpewed noavmueoi P, [Certh equest AcceptR equest]

JakpETE

Y npuBuaerMpoBaHHoOro nonb3oBatens (Oneparopa wiv AAMMHUCTpaTopa),
Npou3BOAsILLErO0 W3roToBNeHWe cepTudukata B YAOCTOBEPSIOWEM LEHTpe He AO0CTaToOYHO
npas Ha BbinonHeHne metona CertRequest.AcceptRequest.

Ha LeHTpe Peructpauum HeobXoAMMO  OCYLLECTBUTb  HACTPOWMKY  MOJIUTUKM
6e30MacHOCTM, MO3BOJISIOLLYHO OCYLLECTBASATh BbINOJIHEHWE YKA3aHHOIro MeToaa.

2. Mpn npuHaTum 3anpoca Ha ceptudmkat (APM AgmuHucTtpaTtopa LUP -> 3anpochbl
Ha ceptucdukar -> 3anpoc -> Bce 3apaum -> TpUMHATb) B OTKPbIBLUEMCS OKHE,
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

MHhopMUupyoLleM 06 OKOHYaHMM NpoAEenaHHbIX ornepaunii nosenaeTca coobuieHne o6
owmnbke

PucyHok 103. Owumbka npm o6bpabotke 3anpoca Ha ceptudukar Ha LleHTpe
Ceptucpmkauumn

APM AaMMHKUCTpaTopa P ﬂ

Bo BpemA BEINOAHEHWA ONEPALMM NPOMZ0LWAE OWKAKka, L1089 nonyyeHua
NOGPOEHOMA MHPOPRALHMY Haskk|Te kHonkY 'Tlokasate nogpofHocTy',

JaKpeTE | << CEpbTE NOApOGHOCTH

Homep:  -2147220983 ]
MoToqHME; WiewR equesthd ovel ext
D nMzaHme: MNpouzowna owKtka Bo BpErA NPHMHATHA 3aNpoca Ha CepTHMpMKET.

OpurunaneHan owkdka: Humber=-2147195294 Source=COM+ npunokenue LC Descriptior

o
1| | 5

APM AaMMHKCTpaTopa P 5[

Q B Epera BEINOAHEHKA oNEpalHK ApoMSoLna owkEka. 107 AoayyeHHa

NOAPCAHOM HHPOPREWHK Haska9Te kHoNKY ' Tlokasare nogpoSHoCTI' .

JaKpETE |

=
v et
10K, BO BPEMA MNPMHATMA 3aNp0ca Ha CEPTHDMK AT.

147195294 Source=C0M+ npunosenue LT Dezcription=hogyne noauTHEK OTEERr Sanpoc

< o

Moaynb nonutukm LleHTpa cepTudukaumm OTBepr 3anpoc - Hambonee BeposTHas
npuunHa - Ha Bknagke WMcnonb3oBaHue kw4va okHa CBoicTBa Moayna nNoAMTUKM
LleHTpa Ceptudmkaumm B CNmcke paspelleHHbix obnacrteir Mcnosb3oBaHusa cepTudumkaTa
OTCYTCTBYET X0Tsa 6bl ogHa 0bnacTb, cogep)xawascs B 3anpoce Ha ceptudumkar

1.4. ®opmupoBaHme 6GnaHka cepTuduUKaTa Kaw4Ya MNOAMUCUM  Ha
6yMa)kHOM HocuTene

Ctpyktypa u dopmaTt 6naHka cepTudmkaTa kaw4Ya noanucm onpenensieTcs B
cneunanbHoM ¢anne - wabnoHe 6naHka cepTudwukaTa kKnwda nognucu. B coctas APM
aaMuHuctpartopa UP BxoauTt ctaHgapTHbii wabnoH 6naHka cepTudukaTa Kaoya nognucu,
Ha OCHOBaHWWM KOTOPOro MOXHO chopMmmpoBaTb HeobxoamMblli WAbA0H, yAOBIETBOPSIOLWMIA
TpeboBaHMsAM (B TOM uyucre un TpeboBaHMSAM K AW3ailHY), YCTaHOBJ/IEHHbIM B KOHKPETHOM
Opranmsaumnn. CtaHgapTHbin WwabnoH 6naHka ceptudumkarta Kao4ya nognucu no-yMmosiyaHuo
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

pacnonaraetcs Ha M3BM APM AaMuHUCTpaTOpa P no agpecy
%SystemDrive%\Documents and Settings\All Users\Application Data\Crypto
Pro\RA\Inetpub\1\UI\Cert.xsl.

OnucaHue npouecca popMupoBaHnsa bnaHka cepTudukaTa Kao4da noannucu

1. B okHe APM aamuHuctpaTtopa LUP Bbigenute npaBoM KHOMKON Mblwkn y3en APM
aaMuHUcTpaTopa LleHTpa Permcrtpaumm u B OTKpPbIBLIEMCS KOHTEKCTHOM MeHI0 Bblbepute
CBoOMCTBa

PucyHok 104. 3anyck okHa npocMmoTpa ceocte APM agMuHucrparopa LIP

'='§ APM AaMuHUCTpaTopa LIP = |EI|£|
) TS|
| asicrene B || &= = | B|m@W | E B 2|
CTRYKTYDa I APM aaMHHHMCTpaTopa LleHTpa PervcTpaukK
[:l K pmnTo-Mpa YL, il Aapec (URL) UeHTpa PerncTpaukm | I UeHTpa PerkcTpankv |
= APM 3AMHHHC TRATEES BAbrtne. Ifav.cp.rufrafra,wsdl RAConnection-45529F1c,..
-5 Uentp Per  -034aTE ¥ lifav.cp.rufrafra.wsdl RA&Connection-faeaSala. ..
E Uentp  Bce 33434k L
Sanpor o »
Sanpor
HOEOE OKHO OTCHIAS
m JFanpor
@ CEPTHI  BKCnOpTHROBATE CMMCOK. ..
----- ﬂ Mones: =
@ WypHe CEOHCTES
I':'I--g'ﬂ LeHTp Per Cripaeka
%3 LLEHT peeprrreprrrrererrer
3aNpackl HA PEMHCTRALHHD
3anpock! Ha cepTHpHEAT
- {23 3anpockl Ha oT3bIE >
1| | b
|OTK|:II:ITHE CTPEHHUEI CEOACTE ERIAENEHHOMD ORLEKTA, | |
2. B okHe CBoucTtBa: APM aamMuHucTpaTtopa LleHTpa Perucrtpaumm c noMoulbto

KHoOMkKM “...” Bbibepute Heobxoaumbin dhann wabnoHa 6naHka cepTudmkaTa Ka4a NognmUcK
B nosie ®ann wabnoHa neyatm ceptudukaroB (XSLT):
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 105. OkHo CBoiicTtBa: APM agMuHucrpaTtopa LleHTpa Peructpauum -

Bbl6op c¢aina wabnoHa 6naHka ceptudukara

CBoicTEa: APM aaMWHUCTpaTopa LlenTpa Per ﬂﬂ

[ B e |

P alin WatnoHa NeYaTH CepTHeMkaToE [HSLT
Irs"-.-'l'-.pplicatinn DratatCrypto ProtvRas netpubs 14 1NOriginal Cert wel |

Makc. EpetA o#MaaHKA SOAP-BrIZ0EDE [ceKkyHO)
|E0

v Paspewurs etitop CSP

— C5F no yron4aHmio

C5F:

Il:r_l,lptcu-F'rD GOST R 34.10-2001 Cryptographic Service Prowider j
F';lzmep K.NHOMA: Mure 512

I j Marz: 512

AT OPMTH #3 LUMPOESHMS:

[GOST R 34.11-94 =l

[T BrAHMTE YCHAEHHYM SEWMTY SaKPETOrD EAHE
v ToMETHTE KAKYM Kak 3 KCNopTHRYEMBIE

Bepcua npogykTa: 1.03.0280

] I OTt4eHa [ pHpEHHTE

3. B okHe APM ApMmuHucTtpartopa LIP Bbliaennte npaBoOil KHOMKOW MbIWM YYETHYIO
3anMcb MNOSb30BaTENS M B OTKPbIBLUEMCA KOHTEKCTHOM MeHto BbibepuTe Bce 3apgaum ->

MokasaTtb -> CepTucdukarbl
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 106. Bbi6bop nyHKTa MeHI pAJsiIs NpocMoOTpa cepTudukaTtosB
3aperucTpMpoBaHHOIro nosb3oBaTens

'='§ APM AnmuHucTpaTopa P = | I:Ilil
. TS|
J,geﬁn:'rsne EHa J@-}|||@J'ﬁ"\'ﬂ
CTRYKTYPa I Manb30BaTENH
Janpock! Ha PErHCTPALHID :I ID Nnonez0EaTENA | QALEE MMA | Moapaz
g 3anpock! Ha CEpPTHRHEAT ﬁ 1 ARM Cper
m 3aNpockl Ha OT3HIE E 2 ARM Adrnin
@ CepTHpHEaTEI ﬁ ] Z_User_01
""" ﬁ Monez0EaTemH ﬁ =] MeTpoe MNeTp NeTROEHY FaMHep
@ HypHan ﬁ 9 CHAOpOE CHAOP CHADPOEHY FomMMER

EI--E LeHTp Pervctpaumm - Fav.cp.ru ﬁ

E LleHTp cepTHEHKALHH 3aNpockl Ha PErHCTRALHE

Janpockl HE DEFHCTDALHHD - Cozpate K Janpockl HA CepTHOHKAT
P P pau CBOMCTEA

3anpocel Ha cepTHbHEaT - ¥pammte 3anpock! Ha OT3bIE

m 3aNpockl Ha OT3HIE Cnpagka | CepTHEHKATE

P CepThdrkatel

----- ﬁ Manez0EaTENM
@ ¥oypHan |
-

4| | LY | 10

4, Bbigennte npaBoii KHOMKOW MbIlW CepTUdUKaAT Ka4Ya MNoANMCKU, ANs KOTOPOro
Heobxoanmo chopmmpoBaTb 6n1aHKk cepTuduKkaTa, U B KOHTEKCTHOM MeHK Bblbepute Bce
3apgaum -> HanevyaraTtb.

PucyHok 107. Bbi6bop NnyHKTa MeHIO AnA nedvyaTtn ceptudumkara

: APM A nmMHHMcTpaTopa LI ;|g|5|
; TS|
JQEH::TBHE Bra, J"--F| E.||@

1D cepTHdHEaTa | CEPHAHEIR HOMER | AaTa BECTYNNeHHA B CHAY | JaTa KoHYaHHA AEHCTEHA | /

J305567000000,., Z27.02.2004 14:13:00 27.02,2005 14:22:00
I I 2 2 o O I W Bl LIS 01032005 10:14:00
02.03.2005 13:23:00

OTO3EATE

- SKCMOpTHRPOEATE
CBOHCTEA
HanedaTtaTe
_Npaeka MpHOCT AHOEMTE AEACTEHE

5. OTkpoeTcs okHO 6naHka cepTudmkaTa Kar4da nognucu
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 108. bnaHk ceptudukaTa Kjroua nognmcm

43 CeprrdmraT X.509 - Microsoft Internet Explorer =10 x|
J dafn  Opaeka Buwa  Ms0panHoe  Cepeuc  COpaeka ﬁ
J dm Hazan « o= - I@ it | @I‘IDH:K [Fe] M=BpanHos @Me,ﬂ,na ®| %v =h -

J Aapec; @ CniDocuments and Settingsifay, CPLocal Settings! TempiradD9163, tmp. htm j @HEPEXD.B.

Y

HawmMeHoBaHWe OpraHy3auWv-¥AoCcTOBepAWEero LleHTpa
BnaHk cepridrEaTa OTEPBITOrD KNWOYa

CeepeHnA o cepTrdiraTe:
FroT ceprdrar:
MoATEepHAAET YAANEHHOMY KOMNEOTEPY HASHTHRHKALHI BEAIEro KOMNEOTEPA
TawMwaeT coobWeHHA 3NeETPOHHOR NOYTEI
KoMy Enipan:
MeaHoe MeaH MEaHoEHY
KeMm EpipaH:
FAMZOO04 8
HedcTEnTened ¢ 24 deppana 2004 r, 11:36:00 UTC no 24 deppana 2005, 11:45:00 UTC
Bepcwa:z 3 [0x2)
CeprAHBIA HoMep: 2902 2CA4 0000 Q000 Q032
ANropyTH NOENMCK:
Hazeauwe: MOCT P 34.11/34,10-2001
MaenTndmneatop: 1.2.643.2,2.3
MapawmeTper 3500
HMzpaTenn cemﬂdmna'ra: CH = FaV2004 Ch, O = CryptoPro, L= Moscow, & = EU
Cpox AeACTEMA:
AefcTenTenen o 24 deepana 2004 r, 11:36:00 UTC
HedcTEnTened no! 24 deepana 2005, 11:45:00 UTC
Bnapeney cepmd:m:a'ra: CH = MeaHoe Mead Meanoend, O = KDMMEPHEEKHﬁ oTAen, O = OO0
ERPMOTO-NPO, L = Mockea, 5 = Mockea, C = BRU, E = ivanow@cryptopro,ru
OTHPBITHINA KAKNE
AAFOPHTH OTEPEITOMD ENKHal
Hazganume: MOCT P 34.10-2001
Maentndrratop: 1.2.643.2,2,19 |-
MapameTpen 3012 0607 2485 0302 0224 0006 0724 8503 0202 1EO1
ZHadeHne! 0440 34CA 3532 DCFO A493 2410 9218 4DBS S6A9 4661 TFED S3CE 1780 85BF
9377 EFEC 90CE B397 9540 ZE4E 2844 F30A AZ2C3 3AC3 ECOE 3B 9995 4421 2EFB
4C1F Z0BF T4FD OFCE
Pacwmpennn ceprvdmieara X509
1. PacwHpeHne 2,5.29,15 [KpHTHYeCKoe]
HazgaHHe:! MononezoeaHHe KNKHa
SHadeHne: Undporaa nognuce , HeoTperaemocTe , Wrdpoeanne enwyei, Wndpoeanne SaHHEIR
[FO)
2, PacwHpeHHe 2,3,29.37
HazeaHHe: YNpdWeHHEIA KO0
SHaqeHne: MonezoeaTene Lentpa PerncTpaunnl(l.2.643,2,2,24,61 Mpoeepka NoANHHHOCTH
knredTall1.3.6,1.5.5.7.3.2] SawMedHan snekTpoHHaa novTall,.3.6.1.5.5.7.3.4)
3. PacwHpeHHe 2,53,29.14
Hazeauue: MaenTiduraTop kno4a cybrerTa
ZHadeHue! AFO04 S0DBC DCDZ SFAS SDOD 127E DFD4 TS5BS B2D0O AODZF
4, PacwHpeHHe 2,3,29.25 ;I
A

|:Ej FoToED I_ I_ I_ |£.D_.]I MoA KoMNEHTER

6. B okHe Ceptudmkar X.509 Bbibepute MeHio ®aunn/Medartb... U pacnedyaTtanTte
6naHk cepTudurKaTa Ka4va nognnucu B 2-X aK3eMmnaspax

BnaHk ceptudukata Ka4Ya NOAMUCM MOXHO pacnevyatatb W3  y3na
Ceptucpukarbl okHa APM AgmuHucrpartopa LIP. B stom cnyyae B npaBoi 0651acTn OKHa
APM ApmuHuctpatopa LUP Bbigennte ysen Ceptudwmkartbl, B pacKpbIBLIEMCS CMKUCKe
Bbibepute HeobxoanMbIN cepTudUMKaT Kaova noanmcm (ybeantbCs B NpaBuIbHOCTU Bblbopa
ceptudmrkKaTta MOXHO ABOWMHBLIM Ha)XaTMEM JIEBOW KHOMKWM MbIlWKW Ha cepTudmkaTte) npason
KHOMKM MbILWN N OCYLLEeCTBUTE AENCTBUS, ONMCaHHble B NyHKTax 4-5 HacToswero pasaena.
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MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

Heobxogmmocte dopMmpoBaHms 6n1aHKOB cepTudUKaATOB KIlOUelr noanucu
(v nx nocnegytouiee BU3MpoBaHmMe) Bbi3BaHa NMyHKTOM 3 ctatb 9 ®3 N21 «O6 31eKTpOHHOM
undposon noanmcu» ot 10.01.2002: «Mpn N3roToBAEHUN CEPTUPUKATOB KIOYEN nmognucemn
YAOCTOBEPSIOWNM LEeHTPOM 0dopMAasSOTCS B (popMe AOKYMEHTOB Ha OyMaXXHbiX HOCUTENSX
ABa 3K3eMmnaspa ceptudukata Kjrya Noanncm, KOTopble 3aBepsatoTCsl COBCTBEHHOPYYHbBIMU
noanucaMm Bnagenbua cepTudukata Kaw4Ya NOAMNMCM UM YMOJSIHOMOYEHHOro fvua
YAOCTOBEPSIIOLWEro LeHTpa, a TakXe nevyatblo yAoCTOBepsowero ueHtpa. OanH ak3emnnsap
cepTudurkaTa KaKYa noanvcu BblhaeTcs Bnagesnbly cepTudukaTa kaova noannucm, BTOPon -
OCTaEeTCs B YAOCTOBEPSAIOLLEM LLEHTPE>.

1.5. OT3bIB cepTudmkKaTta Ko4a nognmcu rnosib3oBaTens

OT3bIB cepTudmMKaTa Kao4ya NoaNUCU OCYLLECTBASIETCS Ha OCHOBaHMW 3anpoca Ha
OT3bIB cepTudunkaTta Kjto4da noanmcu. 3anpoc Ha OT3bIB cepTuduKaTta Katoda noanmcm MoxeT
6bITb cchopMupoBaH AaMUHUCTpPaATpPOM Ha APM AaMuUHUCTpaTOpa up
(ueHTpann3oBaHHbIM PEXWUM - B J@aHHOM Clly4yae OCHOBaHMeM Ass9 hopMMpoBaHMS 3anpoca Ha
OT3bIB cepTudukata saBAgeTca 3asBNeHWe Ha OoT3blB cepTudukaTa, HanpasBieHHoe
nonb3oBaTtenemM B 6yMaxxHOM BuAe B YAOCTOBepstowWweM UeHTp), 1Mbo nonb3oBaTeseM Ha
cBoeM paboyeM MecTe C mcnosab3oBaHnem APM nosnb3oBaTtesis C KJAKOUYEBbIM [OCTYNOM
(pacnpegeneHHbli peXxuM — 3anpoc Ha OT3bIB cepTuduKaTa MoANMCbIBAETCA Ha 3aKpbITOM
KMtoYe rnonb3oBaTensd M paccMaTpumBaeTcs YAOCTOBEPSALWMM LEHTPOM, Kak 3asBfieHue Ha
0T3bIB cepTudurKaTa Kr4da nognucm).

1.5.1. OT3bIB cepTudMKaTa Ka4Ya noanmcu nosb3oBaTens (3anpoc Ha OT3bIB
ceptTudumkaTa kada noanmcun popmmpyetca Ha APM AaMuHucrpartopa LIP)

OnncaHne npouenypbl OT3biBa cepTuduMKaTa Kaw4va NOANMCKM NoSb3oBaTens Mnpwu
¢dopMupoBaHmMmM 3anpoca Ha oT3biB cepTudumnkata Ha APM AgMmuHucrtpartopa LP.

1. B okHe APM AamuHuctpaTtopa LP Bbigennte npaBoM KHOMKOW MblIM YYETHYIO
3anMcb nosb3oBaTens, ceptudwukaTt KAwYa noaAnuMcuM KoToporo TpebyeTca oOTO3BaTb, B
OTKpPbIBLUEMCS KOHTEKCTHOM MeHto Bbibepute Bce 3apgaum -> NMNokasartb -> CepTtudukarbl
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 109. OkHO Bbi6opa NMyHKTa MeHIO ANA NPOoCMOTpa cepTudUKaToB
noJsib3oBartensa

'='§ APM AnMUHKUCTpaTOpa LIP ;Iglﬂ
; NETES|
JQEHETBHE Ema J@-’|||@J'ﬁv
CTRpYETYPRa I MonEz0EaTENM
D KpmnTo-Mpo YL, ID nones0BaTENA | QAWEE HMA | Moapasae
El@ APM agmuHrcTpaTopa LleHTpa PervcTpaumH €1 ARM Oper
[£53 LlenTp PervcTpaumm - Fav.cp.ru [ 482 ARM Admin
E-4E3 LeHTp PerncTpauim - Fav.op.ru [ 4 Z_User_01
E LleHTp cepTHEHKALHK ﬁ o] MeTpos MeTp NeTPOEKHY FoMrepqe
3anpockl Ha PEFHETPALLMED ﬁ E CHAOPOE CHMA0p CHAOPOEMY  HoMMepUe
Janpockl Ha CEpTHEMIKAT
m 3anpockl Ha OT36IE Bre zaaaqn Mokazate F 3anpockl Ha PEFHCTPAaLLHHD
@ CepTHRMEATEI ﬁ 14 - CozaTe  k Janpockl Ha CEpTHEMIKAT
CBOHCTEA

""" € Monssosatent " YapanuTe 3anpock Ha OT3EIE

@ HypHan Cnpaeka | CepTHEHEATEI

2. Bbigennte npaBoOM KHOMKOM Mbiwn  cepTudukaT Kya MNOAMUCK, KOTOPbIA
Heob6XxoaMMo 0TO3BaTb, M B KOHTEKCTHOM MeHto BbibepuTe Bce 3apaum -> OTo3BaThb

PucyHok 110. Bbi6op nyHKTa MeHIO AiA OT3biBa ceptudukara

'='§ APM AaMuHUCTpaTopa LIP ;|g|5|
; JNETES|
J AeficTere  Bra J‘l- -P| E.||@

1D cepTHdHKEATA | CEQMAHEIA HOMER | faTa BECTYNNEHWA B CHIY | AaTa oKoHYaHHA ASHCTEMA |
g 39303567000000000040 27.02,2004 14:13:00 27.02,2005 14:22:00

(e 100 47 C11ESEQOOO00000041 01.05.2004 10:05:00

OTOZEaTE

. SKCNOPTHPOEATE
CBEOHCTEA
HanedataTe
Cnpaeka MpHOCTAHOBHMTE AEACTEHE

B 3asBneHunm Ha O0T3bIB CepTVICbVIKaTa KKo4a noanmcu, nogaBaeMoM B
yuocmsepmou.mﬁ LLEHTP B 6YMa)KHOM BnA€E, AO/IXKHbI 6bITb YKa3aHbl cnegyrwwmne ceegeHns:

» CepuiHbIN HOMEpP OT3bIBAEMOro ceptudukaTa;
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

MpeHTUdUKALUMOHHbIE AaHHble NOAb30OBaTenss — BNajenbua AaHHOro
ceptudukaTa;

« [puuynHa oT3bIBa cepTUdMKaTa

MIMEHHO Ha OCHOBaHWW NpUBEAEHHbIX AaHHbIX AGMUHUCTPATOP OCYLLUECTB/SET OT3bIB
CepTVI(bVIKaTa KJ1lo4a noanncu

3. OTkpoeTcsa npeaynpexjatollee OkKHo, Tpebylouee NOATBEPXKAEHUS  OT3blBa
ceptudumkaTa. Haxxmute KHonky Aa.

PucyHok 111. OkHO noAaTBep>XAeHUs OT3biBa cepTudukara

APM AaMWHWCTpaTopa P 5[

,ﬂ.EﬁETBHTEJ’IbHD XOTHTE OTOSEATE EblAENEHHEBIE EEFITHEI:IHKEITI:I?

4., OTkpoeTcs OKkHO OT3bIB cepTudukarta, B KOTOPOM YKaXuTe MNPUYMHY OT3biBa
AaHHOro ceptudukaT kaw4ya noanucu (HanpuMmep, KOMMpOMeTauusl K/4ya) UM HaxmuTte
KHonky OTOo3BaThb

PucyHok 112. OkHO BBOAa NpUUYMHbI OT3biBa cepTudmkarta
x|

CepuiHER Horep: 14353471 BOO00O0000048

M PHYHHA OT3bIES:

I- Mcnone30EaTE 007 BCEX

Orozeare OTreHa

YcTtaHoBKa nepekntodatens Ucnonb3oBaTtb ANA BCEX MNPUMEHSETCAa MNpu
OT3blBE Cpa3y HECKONIbKUX CEPTUMDMUKATOB, OT3bIBAEMbIX MO OAHON M TOW Xe MNpUUUHE, U
No3BO/ISIET HE YKa3biBaTb AAMMHUCTPATOPY NpUUMHY OT3biBa ANS KaXAoro ceptudurkaTa

5. Mo OKOHYaHWM BbLIMOJIHEHMS AEACTBMA MO OT3bIBY cepTuduKaTa K4da noanucu
nosiButcsa coobuweHne, uHPopMupylowee 06 OKOHYaAHUM YyKa3aHHbIX onepauui un  Kux
pesynbTaT
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 113. OKHO NpOCMOTpa pe3ysibTaTa OT3biBa cepTudukara

0T3bIE cCepTHHKATOR

Oapatorad sanpoc 1 1z 1

MNporpece ||:|LIJHI5KHI F'esyanaTI

ID ceprudurara | Dnepauma | Fesynctar | F.orreHT apHi
15 Ornpaenenue zan...  OF [ nepauMa yonewH. ..
15 MNpuHaTve sanpoc...  OK [ nepau9a YohewH. ..

APM AQMAHKUCTPATOPR 5[

CMEpauka 3aEepWeHa,

. 2]

Mpepeare |

SatpETE

6. B okHe Onepaumsa 3aBeplieHa HaxmumTe KHomky OK un ybegutecb B TOM, 4TO
AencTems 6bln BbiNoNHEHbI 6e3 ownboK.

PucyHok 114. OKHO npocMOTpa BO3MOXXHbIX OWKM6OK nNpu OT3biBE
ceptudukara

O0T3bIB CEPTHHHKATOR

fpatdoTk.a SaEeplIEHa

Mporpece | Dwkckum I F'esganaTI

JakpETE
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

O0T3bIB CEPTHHHKATOR

fpatdoTk.a SaEeplIEHa

I'Ipu:urpeu:n:l Oumcie §F

OdpatorTka saBeplweHa.
OdpatoraHo sanpocoe: 1 143 1
Owmcor: 0

JakpETE

7. Haxmnte KHOMKYy 3akpbiTb. OTO03BaHHbIN cepTudukar Oyaer noMeyeH KakK He
AENCTBUTENIbHbIN (KPacHbIN Kpyr C 6e/biM KpecToM BHYTpPK)

PucyHok 115. OkHO npocMmoTpa cepTudunKaToB NoJsib3oBartens

'=§ APM AaMqHMCcTpaTopa LIP = | I:Ilﬂ
; PNETE|
J JeficTene  Bua J{- -Ir| E.||@

ID cepTHdHKATA | CEQHAHEIA HOMERD | AaTa BCTYNNEHHA B CHIY | AaTa oKoH4aHHA ASHCTEHA |
[ F93085E 000000000040 27.02,2004 14:15:00 27.02.2005 14:22:00

EN 471 1ESEQODOO0000041 01.03,2004 10:05:00 01.03.2005 10:14:00

T o

1495941 BOOOO0O000045 04 13:14:00

MpocmoTp cepTudukatoB kaoder nognucm B APM ApgmuHucTtpaTtopa LP
OCYLWeCcTBASIeTCA  CTaHgapTHbiMu  cpeactBamm  OC  Windows, M03TOMy OTO3BaHHblE
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

cepTudumkatbl B CTaHAApTHOM OKHe MpoOCMoOTpa cepTuduMkKaToB oTobpaxarTcs Kak
Aencreytowme.

PucyHok 116. NMpocMOTp OTO3BaHHOro ceprtudukara B CTaHARAPTHOM OKHe
npocMoTpa ceptudmnKaToB

£2 APM AgmvncTpaTopa LP o [=] B
; PRETEY
J AeficTene  Ba Ii— -F| E.||@

10 cepTHdHEaTa | ZEPHAHEIA HOMER | Aata BCTYNNEHHA B CHY | AaTa oKoHYaHHA ASHCTEMA |
[=eda 393085B7000000000040 27.02.2004 14:13:00 27.02,2005 14:22:00

] 47 C11ESEQOOQQ000004 1 01.03.2004 10:05:00 01.03.2005 10:14:00

15 149594 1 BOOOD0O0000043 02.03.2004 13:14:00 02.03.2005 13:23:00

Obuve | Cocras  MyTe cepmhdicaum |

YT CERTHEMICALH

Fayz004 Ch

----- MESHOE MEaH MIEaHOEMY

[IpREHG TR CEETHbHEAT A

COCTOAHKME CEPTHEMKAT A

3TOT cepTHAHKAT ASACTEMTENEH,

1.5.2.0T3bIB CepTudUMKaTa Ka4a noanucum nonb3oBaTtens (3anpoc Ha OT3bIB
ceptudumkaTta Kaw4da noanucm GopMmpyeTcss nonb3oBaTeNneM C MCNOSb30BaHUEM
APM nonb3oBaTens C KJO4YEBbIM [OCTYNOM)
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

OnucaHne npoueaypbl OT3biBa cepTuduMKaTa Kawya MOANUCK MoSb3oBaTens npu
¢dopMnpoBaHUM 3arnpoca Ha OT3biB cepTuduMKaTa c ncrnosb3osaHneM APM nonb3oBaTenisi C
KJ1l0UeBbIM AOCTYNOM

1. Monb3oBaTenb YAOCTOBEPSIOLWEro LEeHTpa, SBASIOWMNCSA BragenbueMm cepTudukarta
Ka4ya noanucu, ¢ nomowbio APM nonb3oBaTensa C KAK4YEBbIM AOCTYNnoMm dopmumpyer
3anpoc Ha OT3blB cepTudMKaTa Kaw4a noanucu, noanucbiBaeT ero 31eKTPoHHOM umMdpoBoi
NOANUCBIO N HaMnMpasnseT B YAOCTOBEPSIOWNI LLEeHTP.

2. Mocne oTnpaBKWM NONAb30BaTeNeM 3anpoca Ha OT3blB cepTudukata B okHe APM
aaMuHucTtpatopa LIP B nanke 3anpocbl Ha OT3bIB MOABAAETCS HOBbIM 3anpoc,
oxuaawowmn obpaboTkmu

PucyHok 117. OKHO NpoCcMOTpa 3anpocoB Ha OT3biB cepTucdmkara

£2 APM AgnunvcTpaTopa UP =101 x|

; JRETET
| geicrene B || & » | Am 0B 2| BRSO | 9@

CTpYRTYPE I 3anpackl H3 OT30IE

[ KpunTo-Npo ¥, 1D zanpoca | CEQHAHBIA HOMED CEpTHKMKATa | faTta cozad
=5 APM 3AMHHNCTRETOPE LUeHTRa PerncTpaunm | 4513 1495941 BO00000000045 02,03, 2004

=] LleHTp PerkcTpaumk - Fav.cp.ru
El [ LieHTp PErvcTRalmK - Fav.cp.ru
ﬁﬂ UEHTR CcepTHHEaLHKH
Janpockl HA PErMCTRALLHHD
Janpockl Ha cepTHbMEaT
m Janpackl Ha 0T3kRIE

Y CepThimkatel
----- ﬁ Mones0BEaTEM

25) Mypran

1] | i

3. Bblaenute npaBoi KHOMKOM MbilW MOCTYMNUBLUWIA 3aMpoc Ha OT3bIB cepTuduKaTta n B
OTKPbIBLLUEMCA KOHTEKCTHOM MeHi0 BblbepuTe MyHKT CBoMcTBa. OTKPOETCA OKHO CBOWMCTB
3anpoca Ha 0T3bIB cepTudmKaTa
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 118. OKHO NpocMOTpa CBOMCTB 3anpoca Ha oT3bIB cepTudmkKaTa

! MHdoprdaum9a o sanpoce I

CocToAHWe: B osdnaHAau

Nara zanpoca: 02032004 16:36:00

T aTa paccroTpEHKA:

CepuiHBIR HorMep cepTuaMkara:; 483370 C3C000000000044

|-||:IH'-IHHEI OT3kEIES: KCIMI'IFII:IME.'TEILI.HFI Eni4a

K.akdrdeHT apME aatUHUCTRET RS

[

CEpTHERMEAT NognHCaELLED | [CEMTHpRMRAT OIaGpHELIERD |

0k, I OTtieHa | I'IpHmEHHTbl

4., B okHe 3anpoc Ha OT3bIB HaXxmMuTe KHonky Ceptudukar noanucasLuero,
OCYLLECTB/IAIOLLYIO NpocMoTp cepTugukaTta 3aperncTpmpoBaHHoOro nonb3oBaTtens,

HanpaBuMBLUEIo B yLI,OCTOBepFIIOLLI,VIVI UEHTP OaHHbIN 3anpoc
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 119. CeptudumkaTt nonb3oBaTesis, HarNpaBuUBLUEro 3anpoc Ha OT3bIB

2l x

ceptudukara

QflWMe  COCTEE ||_|':.-'Tb CEPTHRHEALHH I

Mokasate: I::Eh:e} j
Mane SHAYEHHE =
EBepcnﬂ W3
[Elcepmiiei nomep 33D& F274 0000 0000 003E
=l anroprTi noanmck FOCT P 34,11/34, 10-2001
EHDETHBUJ.HK Favz2004 Ca, CryptoPra, Maosc,,, =
E,ﬂ,eﬁcTBHTEHEH C 26 egpana 2004 r. 13:19:00

26 degpana 2005 r. 13:25:00
MNeTpoE MNeTp NETROEMY, KaH. ..
Elorkpemsi kv FOCT P 34,10-2001 (512 Bits) 7|

E,ﬂ,eﬁcTBHTEHEH no

ZMN = MeTpos NeTp NeETpOEHY
Ol = KoMMEpYECKHA 0T8N
Cr= 000 KPANTO-NPO

L = Mockea

5 =Mockea

Z=RU

E = perov@cryphopro.ru

CEOMCTES, . KonMpoEaTe B dakn.. |
5. y6e,DMTer B TOM, 4TO Nmuo, HanpaBumBllee 3anpoc Ha O0T3blB CepTVI(bMKaTa

Bnageney ce pTVICbVI KaTa, OTKpbiBalOWErocs

npun HaxXatuun

kHonky CepTudmkar

noanucasluero, sBAseTCA BnagenbueM ceptudukata Ka4va noannucu, KoTopbin TpebyeTtcs
oTo3BaTb. 3aTteM B okHe APM ApaMmuHucTpartopa LIP Bbigennte npaBoM KHOMKOW MblK
AAHHbIA 3anpoC Ha OT3blB cepTuduKaTa U B OTKPbIBLUEMCSA KOHTEKCTHOM MEHI0 BbibepuTte

MpuHATL
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 120. NMpuHATMe 3anpoca Ha oT3biB cepTucgmkara

'="§ APM AamMuHucTpaTopa LIP ;IEIEI
; | =181]
Jgeﬁcmne Bra J@#|||@Jﬁﬁ|(ﬁv

CTRpYETYRa I Janpocel Ha OT3kEIE
D KprnTo-Mpo YL, ID zanpoca | CEpHHHEIR HOMED CEpTHOHKATA | AaTta cozaaHna

=B APM agmirncTpaTopa Lentpa Per i 1495941 EOOOO0000004 02.03.2004 15:15:00

02,03, 2004 16:36:00

H-JE) LeHTp PerkcTpaum - Fav.cp.n

El 5 LeHTp PervcTpaumu - Fav.cp.r

E LLeHTp cepTHdMEaLHKH e
3anpockl HA PEFHCTPaLMHD — SKCMOPTHROESTE
3anpocel Ha cepTHBMEST CNpaeka I

m Janpockl H3 OT3EIE

P CepTndrraTel
----- ﬁ Mones0BaTenH

@ *ypHan

[MpHHATE

OTENOHKTE

« | Hlin | ]

6. Mpn NPUHATUKX 3anpoca Ha OT3bIB cepTudUKaTa OTKPOETCS Npeaynpexaallee oOKHO,
Tpebytollee NOATBEPXAEHMUS Bbi6paHHbIX AeNCTBUIA. HaxMnTe kHonky Aa

PucyHok 121. OKHO noAaTBEep>XXAEHUSA MNPUHATUA 3anpoca Ha OT3bIB
cepTtudukara

APM AnmuHucTpaTopa P El

ﬂ,EﬁETBHTEJ’IbHD XOTHTE NPHHATE EBIAENEHHEIE 3ANP0CkI HA OT3EIE?

7. Mo OKOHYaHMM BLINOMIHEHMA [AENCTBUIN MO OT3bIBY cepTudMKaTa Kawya Moanncu
nosiBUTCA cooblieHne, uHbopMUpyollee 06 OKOHUYaHUM YyKasaHHbIX onepauui M ux
pesynbTaT
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 122, OKHO nNpocMoOTpa pe3ysbTaTa OoT3biBa cepTudmkara

in‘IHﬂTHE JanpocoE HA O0T3bIB

DapatoraH sanpoc 1 1s 1

Mporpecc | EIUJHﬁKHI F'esganaTI

|0 zanpoca | Onepaua | PesuneTar | K.orREHT 3P
G MprHaATHe sanpoc...  OK QnepalA YcnewH. ..

APM AAMHHHCTPATOR x|

ONEpAaLHA 3aEE0LIEHA.

“ 2]

[Npepeate |

JakpETE

8. B okHe Onepauusa 3aBepuweHa Haxmute kHonky OK mn ybeautecb B TOM, 4TO
nenctemna 6bisin BbIMoHEHbI 6e3 ownbok

PucyHok 123. OkHO npocMoTpa OWM60K, BO3HMKWIKNX MNPU OT3biBE
ceptudpukarta

lNprHATHE ZaNPOCOE HA O0T3LIB

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

K.orrEHT apKiA

[pepEaTE:

JakpETE
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

fpatdoTk.a SaEeplIEHa
I'Ipu:urpeu:n:l Dwuikn §F
OdpatorTka saBeplweHa.
OdpatoraHo sanpocoe: 1 143 1
Owmcor: 0
JakpETE
9. HaxMmmnte KHOMKy 3aKpbITb. 3anpoc Ha OT3biB cepTudukata byner nomMeyeH Kak
0A006pEHHbIN
PucyHok 124. OKHO nNpocMoOTpa 3anpocoB Ha OT3bIB
#2 pAPM AgrvHncTpaTopa LP 10| x|
; TS|
J JAercTere  Bna Jﬂ:' -P|||@ Jﬁ’@ | w Y
CTpYRTYPE I Janpockl HA OT3kLIE
D KprnTo-Mpa ¥, 1D zanpoca | CEpHHHBIA HOMED CERTHDMEAT | Jata cozaaHuA
E‘@ AFPM aamMuHKcTpaTopa LleHTpa Per @’6 149594 1 BOOOOOO000045 0z2.05.2004 15:15:00

[ LieHTp PErMCTRALHK - Fav.cpar
El [ LieHTp PErMCTRALHK - Fav.cpar
ﬁﬂ UEHTR CcepTHHEaLHKH
ZJanpockl Ha PErMCTRAELMED
Janpockl Ha cepTHbMEaT
m Janpockl H3 OT3RIE

Y CepThimkatel
----- ﬁ Mones0BEaTEM

@ HowpHan

1| | | K1 | i

10. B neson yactnm okHa APM agMmuHucrtpartopa LP Bbibepute neBoli KHOMKOM MbIWK
y3en Monb3oBatenun. B npaBoil 4yacTuU OokHa OTOBPA3UTCA CMUCOK 3apernMcTpMpoBaHHbIX B
YooctoBepslowWweM LeHTpe nosib3oBaTtesnien. Bbigennte npaBol KHOMKOW MblWKM  YYETHYHO
3anucb MnoJsib3oBaTtesns, cepTudukat KoToporo 6bin 0TO3BaH U B OTKPbIBLUEMCS KOHTEKCTHOM
MeHto BbibepnTe Bce 3apaum -> NMokasartb -> CepTudukarbl
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 125. Bbi6bop nNyHKTa MeHI pAJsiIs NpocMoTpa cepTudukaTtosB
nonbn3oBaTens

'=§ APM AaMMHKUCTpaTopa LP ;Igl El
; =181 x]
JgeﬁcTane Era J@#|||@J‘ﬁv
CTRpYKTYDa I MoneEz0EaTENK
D K pmnTo-Mpa YL, ID nonezoEaTENA | CAWEE MMA | MoapasaeneHHe
El@ &PM aamuHMcTpaTopa LleHTpa Perme ﬁ 1 ARM Cper

P4 Lentp Permctpaumm - fav.cpr | €3 2 ARM Sdmin

E1-EE UeHTp PErHcTRalmK - Fav.cp.ry ﬁ 3 Z_User_01

E UeHTR cepTHEMEaLMKH ﬁ

: 3anNpockl Ha PErMCTRALMED ﬁ q
38MpOCE! Ha cepTHMEAT ﬁ 12 CroficTa Co3aaTe F  Sanpockl Ha cepTrdkkaT

m Sanpockl Ha OT3kbIE ﬁ 13 - YaamTb Janpockl Ha OT3EIE

g CepThdmkaTel €14 Cnpaeka | J—. CepTHEHEE TG

----- ﬁ Mones0EATENK

@ HwpHan
1 | Hi= | i

Bre zapaum k Mokazate F 3anpockl HA PEFHFCTRALHHD

11. OTkpoeTcsi CNMCOK CcepTUduKaToB BbIOpaAHHOro MNonb30BaTeNs, B KOTOPOM
OTO3BaHHbI cepTUdMKAT NOMEYeH KaKk He AeUCTBUTEeNbHbIW (KpacHbli Kpyr c 6enbiM
KpPEeCTOM BHYTpMH)
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 126. OKHO NpoCcMOTpa CepTU(UKaTOB U OTO3BaHHbIN cepTudukar
noJsib3oBartensa

{2 APM AgmunMcTpaTopa LIP =10l x|
; | =18 ]|
J JeficTene  Bua Ii— -P| E.||@

1D cepTHdkaTa | CEQMIAHEIA HOMED | Aata BCTYNNEHHA B CHIY | AaTa OKOHYaHMA AEHCTEMA | fatao
=7 FDESFZFA00000000003E  26.02,2004 13:19:00 26,02, 2005 13:25:00 26,05,
(=11 4850 4E7000000000043  01.03,2004 12:52:00 01,03,2005 13:01:00 01.06.:
12 45970 ICO00000000044  01.03,2004 14:00:00 01,03,2005 14;09:00 01.06.:

OflMe  COCTEE ||_|‘:.-'Tb CEPTHRME ALK I

MokazaTte: I <Brex> j

[ane IHAYEHHE | -
EBechﬂ W3

HHbBIA HOMED 4397 Di29C 0000 0000 0044
- I =1 A0ropHTH NOAMMCH MoCT P 34,1134, 10-2001
| EHDETEBLLLHK Favz004 Ca, CryptoPra, Mosc,., 7
E,ﬂ,EHCTBHTEHEH C 1 MapTa 2004 r, 14:00:00
E,ﬂ,eﬁcTBHTEHEH no 1 MapTa 2005 . 14:09:00
EC‘;.-‘E'I:EKT MeTpos MNeTp NeTpoEkY, Ko, ..

[Eorepemeii knrou FOCT P 34,10-2001 (512 Bits) =)

4397 DC9C 0000 0000 0044

EEOHETE KonvpoeaTe & duakn. . |

] il

MpocmoTp cepTtudukatoB katoder noanmcn B APM ApgMmuHucTtpaTtopa LP
OCYLWEeCTBNSETCA CTaHaapTHbiMM  cpeactBamm OC  Windows, No03TOMy OTO3BaHHblE

ceptndukaTbl B CTaHOAAPTHOM OKHe MNpocMOoTpa cepTudukaTtoB oTobpaxarTcs Kak
aencreyrowme.

1.5.3. Hanbonee yacto BCTpeyatowmecs owmnbkn, BO3HMKAKOLWME NPU OT3bIiBE
cepTudukaTa Ka4a noanmncu
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

1. Mpn oT3biBe cepTudmkata ¢ APM AamuHucTpatopa LUP npuBunerMpoBaHHbIM
nonb3oBaTtesneM B OkHe OT3bIB cepTudukatoB - O6paboTka 3aBeplieHa BO3HMKaeT
owwunbka:

PucyHok 127. Ownbka npum BbIMOJIHEHUM MeToaa
RevokeRequest.SubmitRequest

073018 cepTHdHKATOR

@patoTka saeepWweHa

Mporpecc | EIUJHEKHI PesganaTI

[pepEaTE |

3akpETE

O0T3bIB CEPTHHHKATOR

fpatdoTk.a SaEeplIEHa

Mporpece § U

Owitka Horep: -2147220991
WeoTounue: ReqistrationCenter
Onuzanye: Joctyn sanpewed nomvmyeol LLP. [RevokeRequest. SubmitR equest]

JakpETE

Y npuBunernpoBaHHoro nosb3oBaTtens (Onepatopa wiM AAMMHUCTpaTopa),
NpoM3BOASALLEro OT3bIB cepTudumkaTa He A[OCTaTOYHO MpaB Ha BbINOJIHEHWE MeToAa
RevokeRequest.SubmitRequest.
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

Ha LeHTpe Peructpauum HeobXoAMMO  OCYLLECTBUTb  HACTPOWMKY  MOJIUTUKM
6€30MacHOCTA, NO3BONSAIOLLYIO OCYLLECTBNATL BbIMNOJIHEHME YKA3aHHOIO METoAA.

2. Mpn oTt3biBe ceptudmkata ¢ APM AamuHuctpaTtopa LP npuBunernpoBaHHbIM
nonb3oBaTteneM B OkHe OT3bIB cepTudukatoB - obpaborka 3aBeplieHa BO3HMKaeT
owmnbka:

PucyHok 128. Owunbka npum BbIMOJIHEHUM MeTopAaa
RevokeRequest.SubmitRevokeRequest

073018 cepTHdHKATOR

@patoTka saeepWweHa

Mporpecc | EIUJHEKHI PesganaTI

al | i

[pepEaTE |

3akpETE

073018 cepTHdHKATOR

@patoTka saeepWweHa

Dwdka Horep: -2147 220330
Heoroynue: RevokeR equest SubmitR evokeRequest
OnuzaHue: 3Ta oNepaula He MOKET BB BEINOAHEHA HA 3Tak CERTHMHKATE.

3akpETE
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

OT3bIBaeMbIn cepTUDUKAT COAEPXKUT XOTA Obl OAHY 06nacTb Mcnosb3oBaHusa (none
Extended Key Usage), npucytcTtBMe KoOToponm B cepTudukate He no3Bonsier
npuBMNErMpoBaHHOMY nosb3oBaTento (Onepatopy win AAMMHUCTpPATOpPy) OTO3BaTb
yKa3aHHbIh  cepTudukat (AaHHas o6bnacTtb WCNONb30BaHMSA OTCYTCTBYeT B  CHUCKe
pa3pelleHHbIX AN YKa3aHHOro NpmMBUIErMpoBaHHOIO NoJib30BaTeNs).

Ha ueHTpe PermMcrtpauunm oCyLEeCcTBUTE HACTPOinKy MonUTUKKM 06paboTKn 3anpocoB Ha
OT3bIB U ANA NMPUBUIETMPOBAHHOIO MOJIb30BaTENA, OCYLLECTBAAIOLIEro OT3bIB CepTUPMKATOB,
nob6aBbTe HEOH6X0AUMbIE 0611ACTM UCMOJIb30BaHMA cepTUdmUKaTa.

3. Mpn oT3biBe cepTudmkata ¢ APM AamumHucTpatopa LUP npusBunerMpoBaHHbIM
nonb3oBaTtenemM B OkHe OT3bIB cepTudukatoB - obpaborka 3aBeplieHa BO3HMKaeT
owmnbka:

PucyHok 129. Ownbka npu BbIMOJIHEHUM MeToaa
RevokeRequest.AcceptRequest

lNprHATHE ZaNPOCOE HA O0T3LIB

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

PesuyneTar | ForreHTapHiA

[pepEaTE:

JakpETE
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

lNprHATHE ZaNPOCOE HA O0T3LIB

fpatdoTk.a SaEeplIEHa

Mporpeco =I PesyneTar I

Owitka Horep: -2147220991
WeoTounue: ReqistrationCenter
Onuzanye: Joctyn sanpewed nomqmueol LLP. [RevokeRequest AcceptR equest]

JakpETE

Y npuBuaerMpoBaHHoOro nonb3oBatens (Oneparopa wiv AAMMHUCTpaTopa),
npousBoAsiLLEro OT3blB cepTuduMKaTta He [OCTaTOMHO npaB Ha BbIMOJIHEHME MeToAa
RevokeRequest.AcceptRequest.

Ha LeHTpe Peructpauum Heob6X0AMMO  OCYLLECTBUTb  HACTPOWMKY  MOJIUTUKM
6e30MacHOCTM, MO3BOJISIOLLYHO OCYLLECTBASATh BbINOJIHEHWE YKA3aHHOIro MeToaa.

1.6. lpuocTaHoBNeHWE AeNCTBUS cepTudukata K/awva noanucu
nofib3oBaTens

MpuoctaHoBneHne p[encTemsa ceptTudukaTa Kaoda MNoOAMNMCUM OCYLLECTBASIETCS Ha
OCHOBaHMM 3anpoca Ha MpUOCTaHOBNEHWE AeNCTBUS cepTudUuKaTa Karuda noanmcu. 3anpoc
Ha MPMOCTaAHOB/IEHNE AENCTBUSA cepTuduKaTa K/w4va NoAnmMcu MoXeT 6biTb chopMmpoBaH
AaMuHucrtpatpom Ha APM AgMmuHucrparopa LP (LeHTpanmM3oBaHHbIN pexuM - B 4aHHOM
c/lyyae oCHoBaHMeM ans opMMpOBaHUS 3arnpoca SABASETCA 3asiBeHMe Ha NpUoCTaHOBEHNE
aenctems  ceptudukaTta, Hanpas/ieHHOe nosib3oBatesieM B HGyMaxHoM Buae B
YaoctoBepsoLWUn LeHTp), mbo nonb3oBaTesieM Ha CBOeM paboyeM MecTe C UCNO0/1b30BaHUEM
APM nonb3oBaTens C KJAOYEBbIM AOCTYNOM (pacrnpefesieHHbli pexuMm — 3anpoc Ha
npuocTaHoBneHne pgencremsa ceptudukata MNOAMUCBHIBAETCA Ha  3aKpbITOM  KJKO4e
nonb3oBaTenss W paccMaTpuMBaeTcs YAOCTOBEPSAWWMM LEHTPOM, Kak 3asiBfieHMe Ha
MPUOCTaHOBJIEHMNE AENCTBMS cepTudumKaTta Kaoda noanmcu).

OcHoBaHMeM ANns NPUOCTAHOBMEHUS AeNCTBUS cepTuduMKaTa Kaoya noanucm
TakKXe MOXeT SABAATbCA YyCTHoe coobleHne, nonyvyeHHoe AAMMHUCTPATOpPOM OT
rnonb3oBaTenss MNocpeacTBoM TesiepOHHOM CBSA3WM (eC/IM  AaHHbIA BapuMaHT NpenycMOTpeH
PernameHtOM  YpocTtoBepsitowiero ueHTtpa). B 3ToM cnyyae gna obecneyenus
ayTeHTudmKaumu nosibzoBaTtens NCNonb3yeTcs CekpeTHoe  CnoBo, nosy4yeHHoe
nonb3oBaTenem nNpu perncrpauum B YA0CTOBEPSAIOLEM LEeHTpe.
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

[OeiictBue ceptudukaTta K/Iw4Ya MOAMUCK  MPUOCTAHABIMBAETCS  Ha
onpefeneHHblit cpok. B TOM cnydae, ecnm [0 MCTEYEHUS YKA3aHHOrO Cpoka Aencreue
cepTudmKaTa Karoya noanMcyu He BO306HOBNIEHO, cepTUdUKAT KJtoYa NoANUCU aHHYTUpyeTCst
(oT3bIBaeTCs) YA0OCTOBEPSAOWMM LEHTPOM

1.6.1.pnocTtaHoBneHmne Aencreuns ceptudukaTta KSro4a noanucu
nonb3oBaTtensa (3anpoc Ha MpPUOCTaHOBNEHWE JAeNncTBusa cepTudukaTta Kiwda
noanucu ¢opmupyetca Ha APM AgaMmuHucrtpartopa LP)

OnuncaHue npoueaypbl NMPUOCTAHOBNEHUS AEACTBUS cepTuduKaTa Ko4da noanucu
nonb3oBaTtens npu ¢opMMpoBaHMM 3anpoca Ha NPUOCTAaHOBIEHME AENCTBUS cepTUdUMKaTa Ha
APM ApgMmuHucrpartopa LP.

1. B okHe APM AgMmuHucrtpartopa LUP Bbigennte npaBoi KHOMKOW MbIWKM YYETHYIO 3anucb
nonb3oBaTens, Aencreme ceptmdukaTa Kaoya noanncm KoToporo Tpebyetcs npuocTaHOBUTD,
B OTKpbIBLUEMCH KOHTEKCTHOM MeHio Bblbepute Bce 3apaum -> T[okasarb ->
CepTtndmkarbl

PucyHok 130. Bbi6op nyHKTa MeHH Ana npocMmoTpa ceptudmkarTos
3aperucTpMpoBaHHOrO noJsib3oBarTens

'='§ APM AnMUHKUCTpaTOpa LIP ;Iglﬂ
; NETES|
Jgeﬁnsne Bna J@-’|||@J'ﬁv
CTRpYETYPRa I MonEz0EaTENM
D KpmnTo-Mpo YL, ID nones0BaTENA | QAWEE HMA | Moapasae
El@ APM aaMHHHCTPaTORa LeHTpa PerkcTpamK ﬁ 1 ARM Oper
{0 UeHTp Pernctpaukn - Fav.cp.ru [ 482 ARM Admin
E-4E3 LeHTp PerncTpauim - Fav.op.ru ﬁ 3 Z_User_01
E LleHTp cepTHEHKALHK ﬁ o] MeTpos MeTp NeTPOEKHY FoMrepqe
3anpockl Ha PEFHETPALLMED ﬁ E CHAOPOE CHMA0p CHAOPOEMY  HoMMepUe
Janpockl Ha CEpTHEMIKAT
m 3anpockl Ha OT36IE Bre zaaaqn Mokazate F 3anpockl Ha PEFHCTPAaLLHHD
@ CepTHRMEATEI ﬁ 14 - CozaTe  k Janpockl Ha CEpTHEMIKAT
CBOHCTEA
""" € Monssosatent " YapanuTe 3anpock Ha OT3EIE

@ HypHan Cnpaeka | CepTHEHEATEI

2. BblaenuTe npaBoM KHOMKOW MbllUK cepTuUduUKaT K4da NoAnucu, AEeACTBUE KOTOPOro
Heo6XoAMMO MNPUOCTAHOBUTb, W B KOHTEKCTHOM MeHK Bbibepute Bce 3apaum ->
MpnMocTaHOBUTb AeCTBUe
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 131. Bbl6op nNyHKTa MeHI0 A/ NPUOCTAHOBJIEHUA [AeNCTBUA
ceptucdukarta nosnb3oBarens

':'E APM AnmuHuCTpaTopa LIP ;Iglil
F JRETE|
JQEH::TBHE Bra, Ji--i'| E.||@

1D cepTHDHKEATA | CEpHHAHEIA HOMER | AaTa BETYNNEHHA B CHAY | AaTa oKoHYaHHA AEHCTEMA | AaTta oKaHYaHHA

Bce sapaqm P OTOZEATE

- SKCNOPTHPOEATE
CBOHCTEA
HaneyaTtate
Cnpaeta MpHOCTAHOEHTE AEHCTEHE

2o 39308567000000,,,  27.02,2004 14:13:00 27.02,2005 14:22:00 27.05,2005 14:1:
== SRR T R e e 01.03,2005 10;14:00 01.06,2005 10;09
02.035.2005 13:23:00 02.06.2005 13:1¢

B 3asBneHun Ha NpuoCTaHOBNEHWE AEeNCTBUS cepTMdMKaTa Kaoya Noanncu,
nogaBaeMOM B YAOCTOBepsilOWMIA UeHTp B 6yMaxXHOM Buae, A[OMXKHbl ObiTb YyKasaHbl
cnepywoLmne cBeaeHns:

+ CepuitHbiit HOMep ceptudmkara, aencremne KOTOpOro TpebyeTcs
NPUOCTAHOBUTD;
*  MaeHTMdMKaAUMOHHbIE AaHHble nMoJb3oBaTenss —  BAagenbua AaHHOro
ceptudukaTa;
+ CpokK, Ha KOTOpbIlA HeO6X0AMMO NMPUOCTAHOBUTL AENCTBUE cepTudmkaTa
MMEHHO Ha OCHOBaHWM nNpUBEAEHHbIX B 3asiB/IeHMN JaHHbIX AAMMUHUCTpPATOP
OCYyLLEeCTBISET NPUOCTAHOBNEHNE AENCTBUS cepTUdMKaTa Katoda noanmcum

3. OTkpoeTca npeaynpexaatwliee OKHO, Tpebytoulee NoATBEPXAEHUS MPUOCTAHOBMIEHUS
NeicTBusA ceptudmnkarta. Haxmmte kHonky Aa.

PucyHok 132. OKHO noaTBep>XAeHUA TMNPUOCTAaHOBNIEHUA  AeNCcTBusA
ceptudukara

APM AaMvHKWCTpaTopa P i[

,ﬂ,EﬁETBHTEJ’IbHD X0THTE NPHMOCTIHOEWTE ,ﬂ,EﬁETBHE EblgEneHHEX EEFITHEI:IHKEITDB?

4. BblbepuTte CpoK, Ha KOTOpbin pgencreme ceptudukata 6ygeT NPUOCTAHOBNEHO U
HaxMuTe kKHonky OK
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 133. OKHO BBOAa CPOKa, Ha KOTOpPbIi aeAcTBue ceptudpukara byaer
NPUOCTAaHOBJIEHO

Br1b0p HHTEpPEANA BPE x|

Besgime HHTEREAN ERPEEHI!

Yucno ner I—D ill
Hucno mecAles I—D ill
Hucno Hegens I—D ill
Hucno gHed W ill
Yucno vacos I—D ill
Hucno runyr I—D ill

OTtieHa |

5. Tlo OKOHYaHuWM BbINOJIHEHUS AENCTBUI MO MPUOCTAHOBNEHMIO AENCTBUA cepTuduKaTa
KN4a noanucu nosiBUTCa coobuweHne, uHdbopMupytowee 06 OKOHYaAHUM YKa3aHHbIX
onepauum n nx pesynbtaT

PucyHok 134. OKHO nNpocMOTpa pe3ysbTaTa NPUOCTAHOBJIEHUSA AEUCTBUS
ceptupukarta

MNpYoOCTaHOBKA AEHCTEMA CEp

Oapatorad sanpoc 1 1z 1

MNporpece | DIJJHﬁKHI F'esganaTI

ID zanpoca | Dnepauma | PezyneTar | F.orrEHT apii
10 Ornpaenenye zan..  OF Qnepauka ycrewH...
10 MNpuHaTHe sanpoc... OFK nepauKa Ycreww ...

APM ARQMMHMCTPATO 5'

CNEpAaLHA SAEEDWEHA.

L | 3
| 2]

[pepeare |

JarpeTh

6. B okHe Onepauusa 3aBepwieHa Haxmute kHonky OK wn ybeautecb B TOM, 4TO
AencTems 6bln BbiNoNHEHbI 6e3 oWwnboK.
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PucyHok 135. OKHO NpoOCMOTpa BO3MOXHbIX OLULMGOK NPU NMPUOCTAaHOBJIEHUMU
Aencreusa ceptudukara

MNpyOCTaHOBKA AEACTEWA CEpTHHMKATOB

fpatdoTk.a SaEeplIEHa

JakpETE

MNpyOCTaHOBKA AEACTEWA CEpTHHMKATOB

fpatdoTk.a SaEeplIEHa

I'Ipu:urpeu:n:l Oumcie §F

OdpatorTka saBeplweHa.
OdpatoraHo sanpocoe: 1 143 1
Owmcor: 0

JakpETE

7. Haxmute kHoMnKy 3akpbiTb. CepTudukar, gecTBue KOToporo 6bs10 NMpUOCTaHOBIIEHO,
6yAeT NoMeyeH Kak He AeMCTBUTEJIbHbIN (KpacCHbIN Kpyr ¢ 6enbiM KpecToM BHYTpU)
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PucyHok 136. OkHO npocMmoTpa ceptudunKaToB Nosib3oBarens

_ioix]
=181 x]

JercTere  Bua Ji--i| E.|||§
1D cepThiHEaTa I _EPHAHEIA HOMERD | AaTta BECTYNNEHKA B CHAY | JaTa oKOHYaHHMA AEACTEHA I Jata oxor

3930556 7000000000040 27.02,2004 14:13:00

1ESEQOOOOO00004 1
149594 1 BOOOOQOO00045

27.02.2005 14:22:00 27,053,200
01, 1

02,068,200

MpocmoTp cepTtudukatoB katoder noanmcn B APM ApgMmuHucTtpaTtopa LP
OCYLEeCTBNASETCA CcTaHAapTHbIMK cpeactBaMm OC Windows, nosToMy cepTudukaTbl, AeCTBUE

KOTOpPbIX 6blJI0  MPUOCTAHOBNIEHO, B CTAHAAPTHOM OKHE MpOCMOTpa CepTUdUKaTOB
oTo6paXkatoTca Kak AencTByoLme.
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 137. MNMpocMoTp ceptudukKkaTta nonb3oBaTensi, AeACTBUE KOTOpPOro
6b1J10 NPNOCTAHOBJIEHO

'='§ APM AnruHucTpaTopa LIP = | I:Ilil
) | =& x|
J JEfcTEME  BHA J'l- -F| El||@

10 cepTHdHEaTa | CEPHAHEIN HOMED | Jata ECTYNNEHHA B CHY I JaTa oKoHYaHKA AEHCTEHA | Aata okor
[l 39305567000000000040 27.02.2004 14:135:00 27.02,2005 14:22:00 27,05, 2008
1III 47C11ESEQOO00O00004 1 01.035.2004 10:05:00 01.05,2005 10:14:00 01,06, 200!
15 149594 1BO00000000045 02.03.2004 13:14:00 02.03,2005 13:235:00 0z.06, 2008

Ofwwme | Coctas  MyTe cepTnducaunm |

— My Tk CEPTHEHIEALLMH

MEacMomE CEpTHHEaTS

COCTOAHHE CERTHRIMKATA:

STOT CEpTHRMEAT AEACTEMTENEH,

1.6.2.NpnoctaHoBneHne nencTens ceptudumnkaTa Kro4va noanucum
nonb3oBaTtensa (3anpoCc Ha MNpPUMOCTAHOBNIEHNE AOEUCTBUS cepTudukata Kawua
noanucu cgopMmpyeTcs nonb3oBaTeneMm c ucnonbdosaHnem APM nonb3oBatens c
KJ1IO4YEeBbIM AOCTYINOM)

OnucaHue npoueaypbl MPUOCTAHOBNEHUS AENCTBUS cepTuduMKaTa Kiarda noanucu
nonb3oBaTtens nNpm GopMMUpoOBaHMM 3anpoca Ha NpMoCTaHOBEHUe AeNcTBus ceptudumkarta c
ucnonb3dosaHnem APM nonb3oBaTtesn C KJO4YEBbIM AOCTYNOM

1. Monb3oBaTenb YAOCTOBEPSAKLWEro UEHTpa, SBASKOLWMACA BnagenbueMm ceptudukaTa
Kno4ya noanmcm, ¢ nomowbio APM nonb3oBaTens € KAO4YEBbIM AOCTYyNnoM dopmupyer
3anpoc Ha MpUOCTaHOB/IEHME AeNncTBuA cepTuduKaTa K4va NoANMCUM, NOAMNUCbIBaeT ero
3/IEKTPOHHON LNdPOBOMN NOANMUCHIO M HAaNpaB/sSeT B YA0CTOBEPSIOWMNIA LEHTP.
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

2.

3.

[Mocne oTnpaBkn nNoOJsib30BaTeNlEM
ceptudmkata B okHe APM apgmuHucrtpartopa LIP B nanke 3anpocbkl Ha OT3bIB MNOSB/SETCS
HOBbIM 3anpoc, oXxungawwmmn obpaboTkn

3anpoca Ha MPUOCTaHOBNEHWE AeNcTBuA

PucyHok 138. OKHO npocMoOTpa 3arnpocoB Ha NPUOCTAaHOBJIEHUEe AeNCTBuSA
ceptudumkaToB

"='§ APM AAHWHKWCTpaTopa LIP _|_|- m| EI
: PRETES]
JgeﬁcTE:HE Bra J@#|||@JE’@|'@V
CTpYKTYPa I 3anpockl HA OT3EIE
] KprnTo-Mpo ¥, 1D =an... | CEQMAHEIA HOMER CERTH, | . | AaTta cozaaHMA | Lk
-5 APM aamaricTpaTopa LienTpa Perne s 1495941 EONOOO0D0004E 02.03,2004 15:18:00 0z.0:
[ LleHTp PerHcTpalkm - Fav.cparu @’6 43970’ 2Z000000000044 02.02.2004 16:36:00 02,0
=5 UeHtp Pervctpaui - Fav.epro | |7 47C11ESE000000000041 03.03.2004 17:42:00
{3 Uerp cepTudikauim s 47C11ESEO0000000004 1 04.03,2004 10:30:00 04.0:

Fanpockl Ha PErHETRAELLME
Janpockl Ha cepTHbMEST
m Janpockl Ha oT3bIE

[P CepThirkaTl
----- ﬁ Mane30EaTENM

@ MypHan

04,00 o4 12 Ll

3anpocbl Ha MpuUOCTaHOBNEHME [AeNCTBUMSA cepTuduKkata pasMellarTcs B
nanke 3anpocbl Ha OT3bIB. YCTaHOB/EHME TMPUHAANEXHOCTM 3anpoca ornpenesrieHHOMY
Knaccy (sBnsSieTCs NM 3anpoc 3anpoCoOM Ha OT3biB WM 3anpoCOM Ha MNpPUOCTAHOBNEHME
AencTems ceptudmkaTa) OCyLECTBNAETCS B OKHe npocMoTpa CBOMCTB AaHHOro 3anpoca.

Bolgenute npaBoi KHOMKOW MbIWKM MNOCTYNUBLUMA 3anpoC M B OTKPbIBLLEMCS
KOHTEKCTHOM MeHI0 BblbepnTte NyHKT CBoMcTBA. OTKPOETCS OKHO CBOMCTB 3anpoca
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PucyHok 139. OKHO npocMoOTpa CBOWCTB 3anpoca Ha NpUOCTAaHOBJIeHue
aencrTBua ceptudukara

i MHdoprauma o zanpoce I

CocToAHue: B osikoaHHu

Nara zanpoca: 04.03.2004 12:56:00

I aTa paccdoTpeHHa:

CEpMEHEIR HoMEpD cepTHeMkara:;  4853C4E 7000000000043

MpHymHa oTseiEa:  [pHOCTaHOEK 8 AEMCTEHA

JaTa BOS0GHOENEHWA LENACTEMA;

K.ararEHT apME a0kMHUCTRETORE:

[

CepTHDKEAT NognHCaELLErD | [CEpTHBMRAT, OlatpHELIErD |

] I OTt4eHa | I'IpHmEHHTbl

CeorictBa 3anpoca Ha  MpUOCTAHOBMEHME  AeNCTBua  cepTudukaTta
oTobpaxatlTca B OKHe 3anpoc Ha oT3biB. Hannumne B nose NMpuunHa oT3biBa 3HA4YeHUS
MpuocTtaHOBKA AEACTBUA CBUAETENbCTBYET O TOM, YTO YKasaHHbIA 3anpoc SBNSETCS
3anpocoM Ha NPMOCTaHOB/EHME AeNCTBUS cepTudumKaTa.

4, B OTKpbiBWEMCS OKHe HaxMuTe KHonky CepTudpumkar noanucasluero,
OCYLLECTBASIOLLYIO NpocMoTp  cepTuduMKaTa  3aperuMcTpMpoBaHHOrO nonb3oBaTens,
HanpaBMBLUErO B YAOCTOBEPSIOWMI LEHTP AaHHbIN 3anpoc
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 140. NMpocMmoTp ceptudmkarta nonb3oBaTesis, OTNpPaBUBLLEro 3anpoc

Ha NnpnocCctaHoBJ1IeHue AencTeuma cemebuKaTa

2l x

QflWMe  COCTEE ||_|':.-'Tb CEPTHRHEALHH I

Mokasate: I::Eh:e} j
Mane SHAYEHHE =
EBepcnﬂ W3
[Elcepmiiei nomep 33D& F274 0000 0000 003E
=l anroprTi noanmck FOCT P 34,11/34, 10-2001
EHDETHBUJ.HK Favz2004 Ca, CryptoPra, Maosc,,, =
E,ﬂ,eﬁcTBHTEHEH C 26 egpana 2004 r. 13:19:00

26 degpana 2005 r. 13:25:00
MNeTpoE MNeTp NETROEMY, KaH. ..
Elorkpemsi kv FOCT P 34,10-2001 (512 Bits) 7|

E,ﬂ,eﬁcTBHTEHEH no

ZMN = MeTpos NeTp NeETpOEHY
Ol = KoMMEpYECKHA 0T8N
Cr= 000 KPANTO-NPO

L = Mockea

5 =Mockea

Z=RU

E = perov@cryphopro.ru

CEOMCTES, . KonMpoEaTe B dakn.. |

5. Ybeantecb B TOM, 4YTO SINLO, HanpaBuBLUEE 3anpoC Ha MNPMOCTAHOBJIEHWE AEeNCTBUS
ceptudmkata - Brnageney ceptudumkaTa, OTKPbIBAKOWErocs MpM HaxXaTUM Ha KHOMKY
Ceptndukar noanucaBlUuero, sBAsSeTcsa Bragenbuem ceptudukata Ka4a NOAMNMUCH,
OencTBme KoToporo Tpebyercsa npuoctaHoBuTb. 3aTeM B okHe APM AamuHuctpaTtopa LP
BblAEINTE MPaBOM KHOMKOW MbIWK AAHHbIA 3anpoC M B OTKPbIBLUEMCH KOHTEKCTHOM MeHto

BblbepuTte MpuHATL
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 141. Bbl6bop nyHKTa MEHH ANA MNPUHATUA 3anpoca Ha
NpUoCTaHOB/IeHUe aencTBua ceptudmkara

£2 APM ApmMuHucTpaTopa LIP -0 x|
: | =1 ]|
| geiree B || & = AW EHR 2 ARG H | @9
CTRWKTYPa I Janpockl HA OT3LIE
(] Kprnmo-Npo YU, ID zan... | CEpPHAHEIN HOMER CEPTH. .. | AaTa cozgaHKA I Aar:
-5 APM aamurucTpaTopa LisHTpa Pernc s 149594 1 BO000O0000004E 02.03.2004 15:16:00 02.0:
: 5 LlenTp PerncTpaum - Fav.cparu @"6 4397 DCC000000000044 02.03,2004 16:36:00 0z.10:
=43 UeHTp PervcTpaumm - Fav.cp.ru Filz 47C11ESEOOOQOOOO0041 03.03.2004 17:42:00
~{E LlenTp cepTidmkaum £ 47C11ESE000000000041 04.03.2004 10:30:00 0.0
Sanpockl Ha PErMCTRELMHD q —— 14 12:56:00
JANpOCk! Ha CEpTHBHEAT EERERlEy b
m Sanpockl Ha OT3kIE EnmETe Svisugitins
~{E) CepTndmratsl SKCNOPTHROEATE
----- € Nonezosatent Crpasks I
@ *ypHan
4| | =] | i
6. MpM NPUHATMM 3anpoca Ha MNpPUOCTaHOBMIEHNE AENCTBUA cepTuduKaTa OTKPOEeTCs

npegynpexaatuwee OoKHo, Tpebytouwlee noaTBepXAeHUS BblOpaHHbIX AencTBuiA. Haxmute
KHonNky Aa

PucyHok 142. OKHO noaTBep>KAEeHUA MPUHATUA 3anpoca Ha
NpMOCTaHOB/IeHUe aeicTBua ceptudmkara

APM AaMyHKWCTpaTopa P 5[

ﬂEﬁCTBHTEJ’IbHD X0THTE NPHMHATE EElAENEHHEIE ZaNPpOCckEl HA OT3EIE?

7. Mo OKOHYaHWM BbINOSIHEHNSA AENCTBMI NO NPUOCTAHOBNEHUIO AENCTBUS cepTudukarta
KN4Ya noanucu nosiBMTCa coobuweHne, uHdbopMupytowee 06 OKOHYaAHUM YKa3aHHbIX
onepaunn n ux pesynbrar
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 143. OKHO NpocMOTpa pe3ysbTaTa NPUOCTAHOBJIEHUSA AEeUCTBUSA
cepTtudukara

MNpYHATHE 3aNpOCOE Ha 0T3LIB

Oapatorad sanpoc 1 1z 1

MNporpece | DIJJHﬁKHI F'esganaTI

ID zanpoca | Dnepauma | PezyneTar | F.orrEHT apii
9 MpuHATHE sanpoc... OF Jnepauka Ycrew ...

APM A AMHHACTPATON x|
CNEpaLHA SEEEpLIEHA,

1| | »]

[pepeare |

JarpeTh

8. B okHe Onepauusa 3aBepwieHa Haxmmte kHonky OK mn ybeamtecb B TOM, 4TO
aencrteus 6bn BbINOSIHEHBbI 6e3 ownbok

PucyHok 144. OKHO NpocMOTpa OWMN60K, BOSHUKLIMX NMPU NMPUOCTAHOBJIEHUMN
AencTBua ceptudukara

in‘IHﬂTHE JanpocoE HA O0T3bIB

@patoTka saeepWweHa

Mporpecc | EIUJHEKHI PesganaTI

[pepEaTE

3akpETE
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

lNprHATHE ZaNPOCOE HA O0T3LIB

fpatdoTk.a SaEeplIEHa

I'Ipu:urpeu:n:l Dwuikn §F

OdpatorTka saBeplweHa.
OdpatoraHo sanpocoe: 1 143 1
Owmcor: 0

JakpETE

9. HaxMmnte KHOMKy 3aKpbITb. 3anpoCc Ha MPUOCTaAHOB/IEHME AeNCTBUA cepTudukaTta
6ynet nomeyeH Kak 0406peHHbIMN

PucyHok 145. OKHO npocMoOTpa 3anpocoB Ha NPUOCTAaHOBJIEHUE AEeNCTBUA

cepTtucpumkaTtoB
"="§ APM AaMHWHWCTpaTopa P = |EI|E|
; EETES
| feiicee B || e = BW( R 2| BRSO 9
CTRYKTYPRE I 3anpockl HA OTSbIE
] KpunTo-Npo ¥, 1D =an... | CERMHHBIA HOMER CEpTH. . | AaTa cozAaHHA | fat:
=55 APM aamrncTpaTopa Lientpa Pernc s 1495941 BODOOO0D0004E 02,03,2004 15:18:00 0z.0:
[ LieHTp PErMCTRALLHK - Fav.cp.ru @’6 43970 C000000000044 02.03,2004 16:36:00 0z.0:
=88 UenTp PerncTpaunm - fav.cpru |FEl7 47¢11ESE000000000041 03.03,2004 17:42:00
{3 Lerp cepThdikaumm | £3 47C11ESE000000000041 04.,03,2004 10:30:00 04,00

Fanpockl Ha PErMCTRAELLMED
Janpockl Ha cepTHbMEST
m Janpockl H3 OT3LIE

Y CepThimkaThl
----- ﬁ Monbs0EaTEM

45) ypran

| W

04.03.2004 12

10.

YA0CTOBEpPAIOWEM LEHTPE MoJib30BaTeNen.

3anncb

B neson yactnm okHa APM agMmuHucTtpartopa LP Bbibepute neBoli KHOMKOM MbiWK
y3en Monb3oBatenun. B npaBoil 4yacTuU OokHa OTO6PA3UTCA CMUCOK 3apernMcTpMpoBaHHbIX B

Bbigennte npaBoii KHOMKOW MbIWN YYETHYHO

nonb3oBaTens, aencremne CepTM(bVIKaTa KOTOpOro 6bl10 NPpUOCTAaHOB/IEHO U B
OTKpbIBWWEMCA KOHTEKCTHOM MEHIO Bbl6epMTe Bce 3apauu -> NokasaTtb -> CepTMdJVIKaTbI
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 146.

Bbi6Op nNyHKTa MeHW pansa

3aperucTpMpoBaHHOro noJsib3oBaTens

11.

npocMoTpa cepTtudukaToB

'='§ APM AaMHHKWCTpaToOpa P ;Igl ﬂ
; TS|
J JAefcTEnE  BHa Jﬂ:' -P|||@ J'ﬁv
CTRYETYpa I Monez0EaTENN
(1 KprnTo-Tpo YL ICn... | QAW EE MM | MNoapasaeneHye | CIpraHyzal
El@ APM agmiicTpaTopa Lientpa Perne | € 1 ARM Oper KpunTo-Th
=] LlenTp PerkcTpaumm - Fav.cp.ru E z2 ARM Admin F.punTa-;
=58 Uentp Pervctpaum - Fav.cprs | € 3 7 _User_01
E LLeHTp cepTHbHKALMK ﬁ . ' CAMHER R A [ feleln]
3anpockl Ha pPErMCTRAaLHI E g Bre 3aaa4m MokazaTe # 3aNpockl Ha PErHCT ALK
3aANpOCk! Ha CEPTHDHEAT ﬁ 12 . Coznate R 3anpock! Ha CepTHRHEAT
m CEOHCTEA
JaNpOCkE! Ha OT3BIE ﬁ 1= W 0anHTE FaNpockl HA OTSEIE
@ CepTHHKATEI ﬁ 1« Cnpaeka | CEepTHDHKATEI
----- ﬁ Mones0EATENM
@ HvpHan
| | e | i
OTKpoeTcss CnMUCoK  cepTudukaToB BblIGpaHHOro Mnosb3oBaTensi, B  KOTOPOM

cepTudukaTt, LeNCcTBMe KOTOPOro MNpPUOCTAHOBJ/IEHO, MOMEYEeH KakK He AEeUCTBUTEJIbHbIN
(KpacHbIl Kpyr c 6esbiM KpecToM BHYTPM)
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 147. lMpocMmotp ceptudmkatoB nosnb3oBatensa um ceptudukara,

Aencreme KOTOPOro npmMoCctaHoBJ1IEHO

2 APM A pmMynMcTpaTopa LIP

=10 x|

NEET

Jgeﬁcmne Eva Ji--l*| E.||@

ID cepTH... | CEpHAHBIA HOMED | AaTta BCTYNNeHKWA B CHAY

| JaTa 0KoHYaHMA AEHCTEMA

| faTta oKoHYaHKA ,

[l F30EF27A00000000003E 26.02.2004 13:19:00
11 4352 4E 7000000000043 01.03:2004 12:52:00
1z 4397 D C00000000004 4 01.035.2004 14:00:00

26.02,2005 13:25:00
01.03.2005 13:01:00
01.03.2005 14:09:00

Ofwpme COCTAE ||_|':.-'Tb CEPTHRHEALFH I

MokazaTte: | <Bre:

5

Mone

IHEYEHHE

EEEDEHH
= EPHFHEIR HOMER
| ANropHTH NOAMHCH

EHDETEBLLI.HK
E,ﬂ,eﬁcTBHTEHEH C

E,ﬂ,eﬁcTBHTEHEH no

ECyEbEKT
OTKpblTblﬁ kN

W3

4559 C4EF 0000 0000 0043

FOCT P 34,11034,10-2001

Fav2004 Ca, CryptoPro, Mosc,,, =
1 mapTa 2004 r, 12:52:00

1 mapTa 2005 r, 13:01:00

MeTpoe MNeTp NETRPOEHY, KoM,

4359 C4E? 0000 0000

roCT P 34.10-2001 (512 Biks) j
no43
CEOHETEE FonMpoBaTe & dann. |

26.05.2005 13:19
01.06,2005 12152
01.06,2005 14:00

2l

MpocmoTp cepTtudukatoB katodver noanmcn B APM ApgmuHucTtpaTtopa LP
OCYLECTBNASETCA cTaHAapTHbIMK cpeacTBaMmn OC Windows, nosToMy cepTudukaTbl, AeCTBUE
KOTOPbIX MPMOCTAHOBAEHO B CTaHAAapTHOM OKHe MpoCMOTpa cepTudukaToB oTobparakTcs

KakK ﬂeVICTBYIOLuMe.
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

1.6.3.Hanbonee yacto BcTpedalowmecs OWMO6KK, BO3HMKAWOLWNE MpwU
OCYLLECTB/IEHNN AEWCTBUIA NO NPUOCTAHOBEHUNIO AEACTBUA cepTUdmMKaTa

1. Mpu npuocTtaHoBneHnn pgencrema ceptudmkata ¢ APM AagmuHuctpaTtopa LP
NnpuBUNErMpoBaHHbIM NMonb3oBaTesneM B okHe NMpuocTaHOBKa AeACTBUA cepTU(PUKATOB -
O6paboTka 3aBepLieHa BO3HMKaeT owmnbka:

PucyHok 148. Owmnbka npu BbIMOJIHEHUM MeToaa
RevokeRequest.SubmitHoldRequest

MNpYOCTaHOBKA AEACTEWA CEpTHDMKATOR

@patoTka saeepWweHa

Mporpecc | EIUJHEKHI PesganaTI

4| | ©

[pepEaTE |

3akpETE

MNpyOCTaHOBKA AEACTEWA CEpTHHMKATOB

fpatdoTk.a SaEeplIEHa

MNporpecc I FesyneTar I

Owitka Horep: -2147220991
WeoTounue: ReqistrationCenter
Onucanye: Joctyn sanpewed nomdmueod LLP. [RevokeRequest. SubmitHoldR equest]

JakpETE
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

Y npuBunernposaHHoro nosb3oBaTtens (Onepatopa wiM AAMMHUCTpaTopa),
NpousBOAsILLErO0 MNPUOCTAHOBNEHNE AEeNCcTBUS cepTudukata He [OCTAaTOYHO MpaB  Ha
BbinosiHeHMe MeToga RevokeRequest.SubmitHoldRequest.

Ha LUeHTpe Peructpaumm HeobxoamMo OCYWECTBUTb HACTPOMKY  MOJUTUKMU
6e30nacHOCTM, NO3BOSAIOLLYIO OCYLLECTB/SATb BbiMONIHEHME YKa3aHHOIo MeToaa.

2. Mpu npuocTtaHoBieHnn pgencrema ceptudmkata ¢ APM AamuHuctpartopa LUP
NpuBUNErMpoBaHHbIM Monb3oBaTesnieM B okHe NMpuocTaHoOBKa AeAcCTBUA cepTU(PUKaATOB -
O6paboTka 3aBepLIeHa BO3HMKAET owmnbka:

PucyHok 149. Owmnbka npum BbIMOJIHEHUM MeToaa
RevokeRequest.SubmitHoldRequest - y npuBuMaermpoBaHHOro noJsb30BaTens
HeA[oCTaTO4YHO npas

MNpYOCTaHOBKA AEACTEWA CEpTHDMKATOR

@patoTka saeepWweHa

Mporpecc | EIUJHEKHI PesganaTI

[pepEaTE

3akpETE
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

MNpyOCTaHOBKA AEACTEWA CEpTHHMKATOB

fpatdoTk.a SaEeplIEHa

Mporpeco =I PesyneTar I

Owitka Horep: -2147220330
Weorounue: RevokeRequest SubmitR evok el equest
OnucaHye: 3Ta ONepauka HE MOKET GETE BEINOAHEHA HA 3TOM CEETHEWEATE.

JakpETE

CepTudukaTt, oencTeme KoToporo TpebyeTcs NpmMocTaHOBUTb, COAEPXUT XOTS 6bl 0AHY
obnacte wucnonb3oBaHmsa (none Extended Key Usage), npucyTtctBne KOTOpOih B
ceptudmkate He MO3BOJASET MNpPUBUIErMPOBAHHOMY nMnoJsb3oBaTentio (Onepatopy uvau
AAMMHUCTPATOPY) MPUOCTAaHOBUTbL AENCTBME YKa3aHHOro ceptudukarta (gaHHas obnactb
MCNO/Ib30BaHUSI OTCYTCTBYET B CMUCKE pa3pelleHHbIX ANs YKa3aHHOro npuMBUIErmpoBaHHOMo
nonb3oBaTens).

Ha ueHTpe Perncrpaumm oCyLLECTBUTE HACTPOKKY MonmTuku o6paboTkm 3anpocoB Ha
OT3blB U ANS MPUBUNErMPOBaHHOINO MOMb30BaTENS, OCYLLECTBASIOWEro MpUoCTaHOBNEHUE
aencteus ceptudmkaToB, AobaBbTe HEOO6X0AMMbIE 06/1aCTU NCNO/Ib30BaHUA cepTudmKkaTa.

3. Mpn NpUHATUM  CYLLEeCTBYHOLWEro 3anpoca Ha MNpuUOCTaHOB/EHWE AencTBuUS
ceptudmkata ¢ APM ApgmumHucrpartopa LP npueBunermpoBaHHbIM MNOJSib30BaTe/IeEM B OKHe
MpuHaTHe 3anpoca Ha oT3bIB - O6paboTka 3aBeplIeHa BO3HMKaeT owmnbka:

OkHO [MpuHATHME 3anpocoB Ha OT3biB - O6paboTrka 3aBepLieHa
NpUMeEHSIETCS AJ19 MPOCMOTpPa pPe3y/bTaTOB oOnepauuin No MPUHATUIO 3aMpocoB, CBSA3aHHbIX
KaK C OT3bIBOM, TaK WU C MPUOCTAHOBNEHNEM AENCTBUSA cepTudUMKaTa Kar4a noanucu
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 150. Ownbka npu BbIMOJIHEHUM MeToaa
RevokeRequest.AcceptRequest

lNprHATHE ZaNPOCOE HA O0T3LIB

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

|0 zanpoca
10

K.orrAEHT 3P

<] | o

[pepEaTE: |

JakpETE

lNprHATHE ZaNPOCOE HA O0T3LIB

fpatdoTk.a SaEeplIEHa

Mporpece | I PesyneTar I

Owitka Horep: -2147220991
WeoTounue: ReqistrationCenter
Onuzanye: Joctyn sanpewed nomqmueol LLP. [RevokeRequest AcceptR equest]

JakpETE

Y npuBuaerMpoBaHHoOro nonb3oBatens (Oneparopa wiv AAMMHUCTpaTopa),
NnpousBoOAsILLErO0 MNPUOCTAHOBNEHNE AEeNCcTBUS cepTudukata He [OCTAaTOYHO MpaB  Ha
BbinosiHeHMe MeToga RevokeRequest.AcceptRequest.

Ha LeHTpe Peructpauum HeobXoAMMO  OCYLLECTBUTb  HACTPOWMKY  MOJIUTUKM
6e30MacHOCTM, MO3BOJISIOLLYHO OCYLLECTBASATh BbINOJIHEHWE YKA3aHHOIro MeToaa.
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MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

1.7. Bo3o6bHoBneHne pencrems ceptudukata Kaw4va  noanucu
nonb3oBaTens

Bo3obHoBneHne pencreus ceptudumkata Kaw4da MoAMNUMCKM  OCYLLECTBASIETCA Ha
OCHOBaHMM 3arnpoca Ha BO306HOBNEHME AENCTBUSA cepTudmKaTa Koda nognucu. 3anpoc Ha
BO306OHOBNEHNE AENCTBUS cepTudUKaTa K/oda noanucm MoxeTr ObiTb  cdopMmpoBaH
AaMmuHucTpaTpom Ha APM AaMmuHuctpartopa LP (ueHTpanM30BaHHbLIA peEXNUM - B 4AHHOM
clydae ocHoBaHmeM anst GopMMpPOBaHUSA 3amnpoca sBsSeTcs 3asB/ieHMe Ha BO306HOoBNEHWe
nencTemsa  ceptudwukarta, HamnpaBfeHHoe roJsib3oBateneMm B 6yMaxHOM Buae B
YpocroBepsowmnn LeHTp), 1mbo nosb3oBaTesieM Ha cBoeM paboyeM MecTe C MCNO/b30BaHNEM
APM nonb3oBartensa C KJAO4YEBbIM A[OCTYNOM (pacnpeiesieHHblil pexuM — 3anpoc Ha
BO306HOBNEHME AeNCTBUSA cepTudmKaTa NOAMNMUCbIBAETCS Ha AEMNCTBYIOLWEM 3aKpbITOM K/lO4e
nonb3oBaTenss W paccMaTpyvBaeTcsd YAOCTOBEPSAWLWMM LEHTPOM, KakK 3asBfieHuMe Ha
BO306HOBNEHNE AENCTBUA cepTudmMKaTa Kao4da noanucu - MNonb3oBaTeNb A0JIKeEH ObiTb
BNnajgenbueM Kak MMHMMYM OAHOr0 AeNCTBYIOLWero ceptudmkaTa Kiatoda noanmcm).

Bo3obHoBneHne pgencrteus ceptudumkata MOXeT OblTb OCYLWECTB/IEHO
WUCK/IIOUNTEIbHO B TeyeHme CpoKa, Ha KOTopbii Aencteumsl  cepTudmkata 6biao
NMPUOCTaHOBNIEHO

1.7.1. Bo306bHoBNEHME AencTBMA cepTudmKaTa Kda noanmcym nosb3oBaTtens
(3anpoc Ha BO306HOBMEHME AENCTBUA cepTUdUKaTa Koda noanucu gopMmupyercs
Ha APM AaMuHuctpatopa LIP)

OnncaHne npoueaypbl BO30OHOBNEHUST OENCTBUS cepTUdMUKaTa Kaya nNoAnUCHU
nonb3oBartens npu GopMMpoBaHUM 3anpoca Ha Bo306HOBNeHMe pgencrems ceptudmkarta Ha
APM AgMuHucrpartopa LUP

1. B okHe APM AamuHuctpartopa LP Bbigennte nNpaBoOll KHOMKOW MbIWM YUYETHYIO
3anMcb nosib3oBaTens, JAencTBme cepTudukaTa Kaw4da noanucm kKotoporo Tpebyetcs
BO306HOBWUTb, B OTKPbIBLUEMCS KOHTEKCTHOM MeHIo BblibepuTe Bce 3apgaum -> lNokasartb ->
Ceptucdukarbl
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 151. Bbi6op nyHKTa MeHIO Al NpocMoOTpa cepTudukaTtoB
3aperucTtpMpoBaHHOro nosb3oBaTens

'='§ APM AnMUHKUCTpaTOpa LIP ;Iglﬂ
; NETES|
JQEHETBHE Ema J@-’|||@J'ﬁv
CTRpYETYPRa I MonEz0EaTENM
D KpmnTo-Mpo YL, ID nones0BaTENA | QAWEE HMA | Moapasae
El@ APM agmuHrcTpaTopa LleHTpa PervcTpaumH €1 ARM Oper
[£53 LlenTp PervcTpaumm - Fav.cp.ru [ 482 ARM Admin
E-4E3 LeHTp PerncTpauim - Fav.op.ru [ 4 Z_User_01
E LleHTp cepTHEHKALHK ﬁ o] MeTpos MeTp NeTPOEKHY FoMrepqe
3anpockl Ha PEFHETPALLMED ﬁ E CHAOPOE CHMA0p CHAOPOEMY  HoMMepUe
Janpockl Ha CEpTHEMIKAT
m 3anpockl Ha OT36IE Bre zaaaqn Mokazate F 3anpockl Ha PEFHCTPAaLLHHD
@ CepTHRMEATEI ﬁ 14 - CozaTe  k Janpockl Ha CEpTHEMIKAT
CBOHCTEA
""" € Monssosatent " YapanuTe 3anpock Ha OT3EIE

@ HypHan Cnpaeka | CepTHEHEATEI

2. Bbigennte npaBoM KHOMKOM MblWK CepTUdUKAT Ko4va nognucu, AenCcTBue KoToporo
Heob6xoanmMo BO306HOBWTb, M B KOHTEKCTHOM MeHl Bbibepute Bce 3apaum ->
Bo306HOBUTb AencTBUE

PucyHok 152. Bbi6bop nyHKTa MeHIO p[na Bo306HoBNneHuss paencreusa
ceptupukarta

£2 aApM AnmvHucTpaTopa LIP ;|g|5|
; IETES|
JQEﬁ::TBHE Bra, Jﬂ--’| E.||@

IDce... | CEpHAHEIR HOMED | AaTta BECTYNNEHHA B CHITY | AaTa OKoOHYaHHA AEHCTEHA | AaTa okoHYaHHA A

Fand o S9303567000000000040 27.02.2004 14:135:00 27.02.2005 14:22:00 27.05,2005 14:13:0
47C11 SRS SR 01.03,2005 10:14:00  01.06,2005 10:05:

" o
Bglis 149594 TOSEATE 02.03.2005 13:23:00 02.06.2005 13: 14
- JKCNOPTHROBATE
CBOHCTEA
Hane4atarte
Cnpaeka BozoAHOEMTE AEHCTEHE

B 3asBneHun Ha BO306HOB/IEHME OENCTBMS cepTuduKaTta Kaya Noanucw,
nogaBaeMOM B YAOCTOBepsilOWMIA ULeHTp B 6yMaxXHOM Buae, A[OMXKHbl ObiTb YyKasaHbl
cneaywolmne cBeaeHuns:
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

» CepuiHbIn HOMep cepTudmKaTa, AeNCTBME KOTOPOro TpebyeTcs BO306HOBUTD;

«  WNaeHTUdUKAUMOHHbIE AaHHble MoMb30oBaTeENs -—  Bhagenbua AaHHOro
ceptudukaTa;
MMEHHO Ha OCHOBaHMM NpUBEAEHHbIX B 3asiB/ieHWM [AaHHbIX AAMMHUCTpATOp
OCYLEeCTBNSET BO30OHOB/IEHNE AENCTBMSA cepTUdUKaTa Kodya Noanmncu

3. OTkpoeTcs npeaynpexaatwulee OKHO, Tpebytolwee noATBEPXAEHUS BO30OHOBAEHUS
aencreus ceptudmkarta. Haxmute KHonky [Aa.

PucyHok 153. OkHO noaTBep)>XAeHnsl BO306HOBNIeHUs AeiAcTBus cepTudmnkara

APM AaMMHKWCTpaTopa P 5[

,ﬂ,EﬁETBHTEJ’IbHD *¥OTHTE BOSOAHOEMTE AEHETBHE EbldEenEeHHBLX IIEFITHEI:IHKEITDB?

4, M0 OKOHYaHMW BbLINOJHEHNS OENCTBMI MO BO30OHOBMEHUID AENCTBUS cepTudukaTa
KN4a noanumcu nosiBUTCa coobuweHne, uHdbopMupytowee 06 OKOHYaAHUM YKa3aHHbIX
onepaumn n ux pesynbrtar

PucyHok 154. OKHO npocMoTpa pe3ysbTaTa BO0306HOBNEeHUA [AenucTBusA
ceptupukarta

BosoOHOENEHWE QERCTEWA CE

DapatoraH sanpoc 1 1s 1

Mporpecc | EIUJHﬁKHI F'esganaTI

|0 zanpoca | Onepaua | PesuneTar | K.orREHT 3P
10 OrnpagneHde san... Ok Qnepau A YonewH. ..
10 MprHaATHe sanpoc... 0K Qnepal A YonewH. ..

APM AAMMHHMCTRATO il
CNepauHA 3aEepleHa,
4 |3

[Npepeate

JakpETE

5. B okHe Onepaumsa 3aBeplieHa HaxmuTe KHomky OK un ybegutecb B TOM, 4TO
AencTems 6bln BbiNoNHEHbI 6e3 ownboK.
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MpakTnyeckan peanusaumsa pernameHTHoix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 155. OKHO npocMoTpa OWKU60K, BO3HUKIUMX NMPU BO30O6GHOBNEHUM
AeicTBusa ceptucdukara

BozobHOENEHWe AEHCTEWA CepTHpMKATOE

fpatdoTk.a SaEeplIEHa

JakpETE

BozobHOENEHWe AEHCTEWA CepTHpMKATOE

fpatdoTk.a SaEeplIEHa

I'Ipu:urpeu:n:l Oumcie §F

OdpatorTka saBeplweHa.
OdpatoraHo sanpocoe: 1 143 1
Owmcor: 0

JakpETE

6. Haxmnte kHomky 3akpbiTb. CepTudukar, gencreme Kotoporo 6b1s10 BO306HOBIEHO,
6yaeT noMeyeH Kak AeNCTBUTENbHbIN (NeyaTb Ha cepTudukare)
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 156. OkHO npocMoTpa cepTudhuMKaToB TMoOJsib30OBaTeNd M
ceptucdukarta, gerictBue KoToporo 6biJ1o0 BO306HOBNEHO

£2 APM ApmunucTpatopa LP - O] x|

; | =181 x|
JQEﬁ::TBHE Bra |!--P| E.||@

IDce.., | ZEpHAHEIR HOMED I Aata BECTYNNEHHA B CHY | faTa oKoHYaHMA AEACTENA I AaTa oKoH4aHkA 4

39308567000000000040 27.02.2004 14:13:00 27.02.2005 14:22:00 27.05.2005 14:13:0

47 C 11ESEQOO0O000004 1 01.03.2004 10:05:00 01.03.2005 10:14:00 01.06.2005 10:05:(

149594 1BOOO0O00N00043 02.03.2004 13:14:00 02.03.2005 13:23:00 02.06.2005 13:14:(

Sl |CI:||:TE|B | ryre ceprdmcaumm |

B

=:1 Ceenenva o cepTudukaTe

IToT cepTHdHKkaT:

r I *MoATESPHASET Y ASNEHHOMY KOMOBHITERY MAEHTHDHK LMD L‘
EalIera KoMNeHTepa

| *3AHILAET COOBLLEHHS INEK TROHHOA NOHTH
#[onesoEatent LeHtpa PerncTpauim —

KoMy Bl an: MeaHoE MEaH MEaHOEHY

HKer Bb1g aH: FAVZ004 CA

AerctenTened ¢ 01,03,2004 no 01,03,2005

¥ETAHOBMTE EEFITHEI:IHKEIT. . I SEAENEHHE IoCTaBllHES |

I |

1.7.2. Bo306HOBMEHME AENCTBUSA cepTUdMKaTa Kao4a NoAnNMCcK nosib3osBaTtens
(3anpoc Ha Bo306HOBNEHME AencTBMsa cepTudukaTa Kawya noanucm hopmupyeTcs
nonb3oBaTesnieM c ncnosb3osaHmeM APM nonb3oBaTessi C KJ1lOYEeBbIM JOCTYNOM)

OnucaHue npouenypbl BO30OHOBNEHMSA AeNCTBUSA cepTudmKkaTa Kioya nognucum
rnonb3oBaTtens npu ¢GopMMpoBaHMM 3arnpoca Ha BO30OHOBNEHME AeNCTBUS cepTudukata C
ucnonb3dosaHnem APM nonb3oBaTtesn C KJO4YEBbIM AOCTYNOM

1. Monb3oBaTenb YAOCTOBepSOWeEro LeHTpa, SBASIOWMNCS BNagenbleM AeNCTBYOLWEro
cepTudmkaTa Kno4da noanmcm, ¢ nomowbio APM nonb3oBartens € KJK4YEBbIM AOCTYINOM
dopMupyeT 3anpoCc Ha BO30OHOBNEHME AeNcTBUS cepTudumkaTa Kawda noanucuy,
noAnuUCbiBaeT ero 3/eKTPOHHOM uUMdpoBOK MNOAMNUCLID M HanpasiseT B YAOCTOBEpPSOLWMNA
LEeHTp.
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

2. Mocne oTnpaBKK Nofib3oBaTeNEeM 3anpoca Ha BO306HOBeHNE AENCTBUS cepTudmKkaTa
B okHe APM apgmuHucTtpaTtopa LP B nanke 3anpocbl Ha OT3blB MNOSBMSETCA HOBbIN

3anpoc, oxuaarowmin obpaboTku

PucyHok 157. OkHO npocMoTpa 3anpocoB Ha BO306HOBJsieHMe pAenucTBusA

ceptudumkaTa nonb3oBarens

"='§ APM AAHWHKCTRaTOpa LIP _l_l- m| il
: PREDES]
JgeﬁcTE:HE Bra J@#|||@JE’E|‘@V
CTpYKTYPa I 3anpockl HA OT3LIE

I:.l KpHnTo-Mpo YL, 1D za.., | CEQMAHEIA HOMER CERTH, . | fAaTa coxgaHHa | AaTz
E@ APM aaMHHHCcTRaTopa UeHTpa Perkct @’5 149594 1EOOOOOO000043 02.03.2004 15:15:00 0z.0:
-- [ LleHTp PerHcTpalkm - Fav.cparu ﬁ’ﬁ 43970 2Z000000000044 02.03.2004 16:36:00 0z.0:

= LeHTp PervcTpaukm - Fav.cp.ru Felz 47C11ESEQDQQOO00004 1 03.03.2004 17:42:00
E LleHTp cepThdikaumH @’8 47 C11ESEQOQOQO00004 1 04,03, 2004 10:30:00 04,07
3anpockl HA PEMCTRALMHD ﬁ? 4359C4E700000000004 3 04.03,2004 12:56:00 04,00
3anpock! Ha cepTHHKaT Exl1o S3DEFZ7A00000000003E 04.03.2004 15:05:00 05.0:
8 3anpoce: va oTseie 1 47 11E5EN0000000004 1 05.03.2004 10:37:00 05.0;
% CepTrdukaTel fi1z  47C11ESE00N000000041 05,03, 2004 10:42:00 05,
@ ;‘”“"3'355”‘3”” Fif 13 47C11ESE000000000041 05.03.2004 10:51:00 05,0

¥pHan ; L2004 11:07:00

3anpocbl Ha BO306HOBEHNE AENCTBUS cepTMdUKaTa pa3MewarTcs B nanke
3anpocbl Ha OT3bIB. YCTAHOBJEHME MNPUHALNEXHOCTM 3anpoca OnpeaesieHHOMY Kraccy

(ABNAeTca nu 3anpoc 3anpocoM Ha OT3bIB,

3anpocoM Ha MNpUOCTAHOBNIEHME AelCTBUA

ceptudukaTa UM 3anpocoM Ha BO306HOBNEHME AeNcTBUS cepTudmkaTa) OCyLecTBASETCS B
OKkHe npocMoTpa CBOMCTB AaHHOIMo 3anpoca.

3. Bbigennte npaBoOM KHOMKOM MbIWM  MOCTYMUBLUMA 3anpoC W B OTKpbIBLUIEMCS
KOHTEKCTHOM MeHI0 BblbepnTte NyHKT CBoMcTBA. OTKPOETCS OKHO CBOMCTB 3anpoca
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 158. OKHO nMNpoOCMOTpa CBOWMCTB 3arnpoca Ha BO306HOBNeHMue
aencrtBusa ceptudmukarta

MHpopriauma o sanpoce I

CocToAHue: B osikoaHHu

Nara zanpoca: 05.03.2004 11:07:00

I aTa paccdoTpeHHa:

CEpMEHEIR HoMEpD cepTHeMkara:;  4853C4E 7000000000043

|-||:IH'-IHHEI OT3bIES: 36I'I|:II:II3 Ha BOS0AHOENEHHE QEHCTEWA

K.ararEHT apME a0kMHUCTRETORE:

[

CepTHDKEAT NognHCaELLErD | [CEpTHBMRAT, OlatpHELIErD |

] I OTt4eHa | I'IpHMEHHTbl

CBolicTBa 3anpoca Ha Bo306HOBNEHME AencTBma cepTudmrkaTa otobpaxarTcs
B OKHe 3anpoc Ha OT3biB. Hannume B nosie NMpuumHa oT3biBa 3Ha4vyeHUd 3anpoc Ha
BO306HOBNIeHMEe AENCTBUSA CBUAETENLCTBYET O TOM, UYTO YKa3aHHbIA 3anpoc SBNSETCS
3anpocoM Ha BO306HOBIeHMe AencTBus cepTudmkaTa.

4, B  oTKkpbiBLLEMCA OKHe HaxmmTe kHonky Ceptudumkar noanuMcaslLUEro,
OCYLLECTBASIOLLYIO NpocMoTp  cepTuduMKaTa  3aperuMcTpMpoBaHHOrO nonb3oBaTens,
HanpaBMBLUErO B YAOCTOBEPSIOWMI LEHTP AaHHbIN 3anpoc
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 159. NMpocMmoTtp cepTtudmkara nosnb3oBaTesiss, HanpasuBLUEro 3anpoc

Ha BO306HOBNEeHue aencTeua ceptudukara

2l x

QflWMe  COCTEE ||_|':.-'Tb CEPTHRHEALHH I

Mokasate: I::Eh:e} j
Mane SHAYEHHE =
EBepcnﬂ W3
[Elcepmiiei nomep 33D& F274 0000 0000 003E
=l anroprTi noanmck FOCT P 34,11/34, 10-2001
EHDETHBUJ.HK Favz2004 Ca, CryptoPra, Maosc,,, =
E,ﬂ,eﬁcTBHTEHEH C 26 egpana 2004 r. 13:19:00

26 degpana 2005 r. 13:25:00
MNeTpoE MNeTp NETROEMY, KaH. ..
Elorkpemsi kv FOCT P 34,10-2001 (512 Bits) 7|

E,ﬂ,eﬁcTBHTEHEH no

ZMN = MeTpos NeTp NeETpOEHY
Ol = KoMMEpYECKHA 0T8N
Cr= 000 KPANTO-NPO

L = Mockea

5 =Mockea

Z=RU

E = perov@cryphopro.ru

CEOMCTES, . KonMpoEaTe B dakn.. |
5. y6eD,I/ITer B TOM, 4YTO /MLUO, HanpaBuBlLleE 3anpoc Ha BO30OHOBNEHUE D,el;'iCTBVIH
CepTVICbVIKaTa - Bhnaaeney CepTVICbVIKaTa, OTKpbIBaAlOLWEroca npun HaXatTun Ha KHOMKY

Ceptucdpmkar nopanmcasBLluero, SBAsSeTCsS Baagenbuem ceptudukata Kaw4a nNoAnMucH,
AEeNCTBME KOTOporo TpebyeTtcsa BO306HOBUTbL. 3ateM B okHe APM ApMmuHucrtpartopa LP
BblAE/INTE MpPaBOA KHOMKOW MbIWW AAHHbIM 3anNpoC M B OTKPbIBLUEMCS KOHTEKCTHOM MEHIO

BblbepuTte MpUHATL
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MpakTuyeckas peanusaumsa pernameHTHbix npoueayp (YL OO0 «KPUMTO-MPO»)

PucyHok 160. Bbl6op nyHKTa MEHH ANA MNPUHATUA 3anpoca Ha
BO306HOBNEeHMe aencTBua ceptudmkara

'='§ APM AaMMHKUCTpaTopa LP ;Igl ﬁl
; TS|
JgeﬁcTBHE Eria J<:=-->|||@J@‘°B|*ﬁ"7
CTpYETYpa I 3anpockl Ha OT3bIE
[:l KpHnTo-Mpo YL 10 za... | CEpHFHBIA HOMED CEpTHE. .. | AaTa cozgaHKA I Jate
1B APM aamiHvcTpaTopa LieTpa Perkct s 149594 1600000000004 02.03.2004 15:15:00 02,0
-- [£5 LlenTp PerkcTpaumk - Fav.cp.ru a] 4397DC 000000000044 02.03,2004 16:36:00 0z.10;
E1-f53 UeHTp PErHCTRALMK - Fav.cp.ry ? 47C11ESEQOQQOO0O004 1 03.03.2004 17:42:00
~{f LeHp cepTrdmiaumm s 47C11ESEN00000000041 04.03.2004 10:30:00 04,0
3anpockl Ha perncTpaunto (g 4859C4E7000000000043 04.03.2004 12:56:00 04,0
38NPOCkl Ha CEATHHKAT 10 33D8F27A00000000003E 04.03.2004 15:08:00 05,0
-8 3anpocer va o736 €711 47C11ESEO0DDOOOOON41 05.03.2004 10:37:00 05.0:
% CepTHgHKaTE! €12 47C11ESEO00000000041 05.03.2004 10:42:00 {05, 0
@ ?K':'MDE‘E'TE”” €713 47C11ESEO00000000041 05.03.2004 10:51:00 05,0
‘:II'pHan p |-?|--
4| | _PI 1 | OTKNOHNTE I ﬂ

CBOHCTEA —
| SKCNOPTHROBATE

Cnpaeka |

6. Mpn nNpuHATMKM 3anpoca Ha BO306HOBEHME [eNcTBMa cepTuduKaTa OTKPOETCS
npeaynpexaatwuwee oKHo, Tpebytouwee noaTBepXAeHUS BblOpaHHbIX AeNcTBuiA. Haxmute
KHonNky Aa

PucyHok 161. OKHO noaTBep>XXAEeHUS MPUHATUA 3anpoca Ha BO306HOBIeHMue
AencTtemna ceptudukara

APM AaMyHKWCTpaTopa P 5[

ﬂEﬁCTBHTEJ’IbHD X0THTE NPHMHATE EElAENEHHEIE ZaNPpOCckEl HA OT3EIE?

7. M0 OKOHYaHMK BbINOHEHUS AOENCTBMI MO BO30OHOBNEHUID AENCTBUS cepTuduKkaTa
Kfo4ya noanucu nosBuTCcs coobuieHne, uHdopMupyloulee 06 OKOHYaHUWM  yKa3aHHbIX
onepaunn n ux pesynbrtar
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PucyHok 162. OkHO npocMOTpa pe3ynbTata BO306HOBNEeHUA pAenCcTBUA

ceptudukara

MNpYHATHE 3aNpOCOB HAa O0T3bLIB

QfpatioTka SaEeplUIEHa

ID zanpoca | Dnepauma | PezyneTar | F.orrEHT apii
14 MpuHATHE sanpoc... OF Jnepauka Ycrew ...
APM AAMWHWCTPATOPR il
ONEpaLHA ZaBepWEHa,
ol | ]
[lpepeEaTt |
Jakperk
8. B okHe Onepaumsa 3aBepwieHa HaxmuTe KHonmky OK un ybegutecb B TOM, 4TO

nenctemnsa 6biin BbIMoHEHbI 6e3 ownbok

PucyHok 163. OKHO npocMoTpa OowM60K, BOSHUKLUMX NMPU BO306HOBNEHUM

AencTBua ceptudukara

lMNpYHATHE ZaNPOCOE HA 0T3LIB

fpatioTka SaEeplUEHa

D zanpoca | Onepata | PezuneTar |

K.orArAEHT apii

14 MprHaATHe sanpoc... 0K

<

QNepauta YChELH. .

[|pepEaTE

| 2]

Jakpeme
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9.

cepTtudukara
"="§ APM AaMHWHWCTpaTopa P = |EI|E|
; EETES
| feiicee B || e = BW( R 2| BRSO 9
CTRYKTYPRE I 3anpockl HA OTSbIE
] KpunTo-Npo ¥, 1D =an... | CERMHHBIA HOMER CEpTH. . | AaTa cozAaHHA | fat:
=55 APM aamrncTpaTopa Lientpa Pernc s 1495941 BODOOO0D0004E 02,03,2004 15:18:00 0z.0:
[ LieHTp PErMCTRALLHK - Fav.cp.ru @’6 43970 C000000000044 02.03,2004 16:36:00 0z.0:
=88 UenTp PerncTpaunm - fav.cpru |FEl7 47¢11ESE000000000041 03.03,2004 17:42:00
{3 Lerp cepThdikaumm | £3 47C11ESE000000000041 04.,03,2004 10:30:00 04,00

10.

YA0CTOBEPAIOWEM LEHTPE MoJib30BaTeNen.

lNprHATHE ZaNPOCOE HA O0T3LIB

fpatdoTk.a SaEeplIEHa

I'Ipu:urpeu:n:l Dwuikn §F

OdpatorTka saBeplweHa.
OdpatoraHo sanpocoe: 1 143 1
Owmcor: 0

JakpETE

Haxmnte KHOMKy 3akpbiTb. 3anpoc Ha BO306HOBNEHME AeNcTBUS cepTudukaTta
6yaneT nomeyeH Kak 0406peHHbIN

PucyHok 164. OkKHO npocMoTpa 3anpocoB Ha BO306HOB/seHMe pAeucTBuA

Fanpockl Ha PErMCTRAELLMED
Janpockl Ha cepTHbMEST
m Janpockl H3 OT3LIE

Y CepThimkaThl
----- ﬁ Monbs0EaTEM

45) ypran
| | B

04.03.2004 12

B nesoi yactn okHa APM aamuHuctpaTtopa LP Bbibepnte neBoM KHOMKOW MblK
y3en Monb3oBatenun. B npaBoil 4yacTu OokHa OTOBPaA3UTCA CMUCOK 3apernMcTpMpoBaHHbIX B

Bbigennte npaBoii KHOMKOW MbIWN YYETHYHO

3anncCb noNb30oBaTenNn, aencreue CepTVICbMKaTa KOTOpOro 6bi10 BO306HOBMEHO U B
OTKpbIBWWEMCA KOHTEKCTHOM MEHIO Bbl6€pMTe Bce 3apauu -> NokasaTtb -> CepTMdJVIKaTbI
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PucyHok 165.

Bbi6Op nNyHKTa MeHw pansa

3aperucTpMpoBaHHOro noJsib3oBaTens

11.

npocMoTpa cepTtudukaToB

'='§ APM AaMHHKWCTpaToOpa P ;Igl ﬂ
; TS|
J JAefcTEnE  BHa Jﬂ:' -P|||@ J'ﬁv
CTRYETYpa I Monez0EaTENN
(1 KprnTo-Tpo YL ICn... | QAW EE MM | MNoapasaeneHye | CIpraHyzal
El@ APM agmiicTpaTopa Lientpa Perne | € 1 ARM Oper KpunTo-Th
=] LlenTp PerkcTpaumm - Fav.cp.ru E z2 ARM Admin F.punTa-;
=58 Uentp Pervctpaum - Fav.cprs | € 3 7 _User_01
E LLeHTp cepTHbHKALMK ﬁ ' CAMHER R A [ feleln]
3anpockl Ha pPErMCTRAaLHI E g Bre 3aaa4m MokazaTe # 3aNpockl Ha PErHCT ALK
3aANpOCk! Ha CEPTHDHEAT ﬁ 12 . Coznate R 3anpock! Ha CepTHRHEAT
m CEOHCTEA
JaNpOCkE! Ha OT3BIE ﬁ 1= W 0anHTE FaNpockl HA OTSEIE
@ CepTHHKATEI ﬁ 1« Cnpaeka | CEepTHDHKATEI
----- ﬁ Mones0EATENM
@ HvpHan
| | e | i
OTkpoeTcs cnucok ceptudumkatoB BbibpaHHOro nonb3oBaTens, B KOTOPOM

cepTudumkaT, AENCTBUE KOTOPOro BO30OGHOBMEHO, MOMEYEH KaK AEeMACTBUTEsIbHbIA (NeyaTb
Ha cepTudukaTte)
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PucyHok 166. lMpocMmotp ceptudukaTtoB nNoJsib3oBaTtens U ceptudukara,
AeACTBUEe KOTOporo B0306HOBNEHO

2 APM A gmMuHMcTpaTopa LIP T -0 x|

; | =18 ]|

Jgeﬁcmme EBHa ]1--!| El||@

ID cepTHhHKaTA | CEpHAHBIA HOMED | AaTa BCTYNNEHHA B CHAY | AaTa oKOHYaHHA ASHCTEMA | Nata

7 FEDEF27A00000000003E 26,02, 2004 13:19:00 26,02,2005 135:25:00 26,05
4559 C4EF 000000000043 01,03, 2004 12:52:00 01,03,2005 15:01:00 01,06
4597 D2 O00000000044 01,03, 2004 14:00:00 01.03,2005 14:09:00 01,06

Ofipe COCTEE I|-|‘;.-'Tb CEPTHRHEALHH I

MokaszaTte: I{Ece} j
Mone SHAYEHHE o
EBechﬂ V3
4| = ‘CepHiHEIN HoMep 4859 C4E7 0000 0000 0043 LI
| = ANCOpHTH NOAMHCH roCT P 34.11)34,10-2001
EHDETEBLLLHK Fav2004 Ca, CrypkoPro, Mosc,,, 7 —
Eﬂ,eﬁcTBHTEHEH C 1 mapTa 2004 r, 12:52:00
E,ﬂ,eﬁcTBHTEHEH no 1 MapTa 2005, 13:01:00
EC';.-'E'I:EKT MeTpoe MNeTp NeTpoBHd, KoM, ..
B orkpeimei ooy FOCT P 34,10-2001 (512 Bits) = |

4359 C4E?Y 0000 0000 0043

CEOMCTES). KonMpoEaTe B dakn.. |

1.7.3.Hanbonee uyacto BCTpedawowmecs ownbkM, BO3HMKaKWOLWME MNpu
oCyLecTBAeHNUN AeNCTBUA NO BO30OHOBNEHUIO AeNCTBUA cepTudukaTta

1. Mpn Bo306HOBNEHUM pencTBua ceptudmukata ¢ APM  ApgmuHuctpaTtopa LUP
NpMBUAErMpoOBaHHbIM NOSb30BaTesieM B OkHe Bo306HOBNeHue aeucTBuUs cepTudunkaTos -
O6pab6oTka 3aBeplIeHa BO3HMKaeT owmnbka:
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PucyHok 167. Ownbka npu BbIMOJIHEHUM MeToaa
RevokeRequest.SubmitUnholdRequest

BozobHOENEHWe AEHCTEWA CepTHpMKATOE

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

F.ordraeHT apmil

Dwmka npu9 o

<] | ©

[pepEaTE: |

JakpETE

BozobHOENEHWe AEHCTEWA CepTHpMKATOE

fpatdoTk.a SaEeplIEHa

Mporpece § U

Owitka Horep: -2147220991
WeoTounue: ReqistrationCenter
Onuzanye: Joctyn sanpewed nonvmyeoi LLP. [RevokeRequest. SubmitlnholdR equest]

JakpETE

Y npuBuaerMpoBaHHoOro nonb3oBatens (Oneparopa wiv AAMMHUCTpaTopa),
npousBoasiLlero BO30OHOB/IEHME AENCTBUMSA cepTudukaTta He [AO0CTaTO4HO npaB  Ha
BbinosiHeHMe MeToga RevokeRequest.SubmitUnholdRequest.

Ha LeHTpe Peructpauum HeobXoAMMO  OCYLLECTBUTb  HACTPOWMKY  MOJIUTUKM
6€e30MacHOCTM, MO3BOJISIOLLYHO OCYLLECTBASATh BbINOJIHEHWE YKA3aHHOIr0 MeToaa.
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2. Mpn BO306HOBNEHUM pencTBua ceptudmukata ¢ APM  ApgMmuHuctpaTtopa LUP
NpUBUNErMpoBaHHbIM NOSb30BaTe/leM B OkHe BO306HOBNeHue aelcTBus cepTuchunkaTos -
O6pab6oTka 3aBeplIeHa BO3HMKaeT owmnbka:

PucyHok 168. Ownbka npum BbIMOJIHEHUM MeTtoaa
RevokeRequest.SubmitRevokeRequest

BosobHoOENEHWe AERCTEWA CEpTHHKATOE

@patoTka saeepWweHa

Mporpecc | EIUJHEKHI PesganaTI

PesuneTtar | KaordedeHTap

[Gk.a NpK GTAR:

al | >

[pepEaTE |

3akpETE

BosobHoOENEHWe AERCTEWA CEpTHHKATOE

@patoTka saeepWweHa

Dwdka Horep: -2147 220330
Heoroynue: RevokeR equest SubmitR evokeRequest
OnuzaHue: 3Ta oNepaula He MOKET BB BEINOAHEHA HA 3Tak CERTHMHKATE.

3akpETE

CeptndukaT, oencreme KOToporo Tpebyetcs BO306HOBUTb, COAEPXMUT XOTS Obl ogHY
obnacte wucnonb3oBaHusa (none Extended Key Usage), npucyTtcTtBue KOTOpPOM B
ceptTudmkate He MO3BOJASET MNpPUBUIErMPOBAHHOMY nMoJsb3oBaTentio (Onepatopy uvau
AaMUHUCTpPATOpPy) BO30O6HOBWUTbL AENCTBME YyKaslaHHOro ceptudwukata (AaHHas obnacTb
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MCNO/Ib30BaHUSI OTCYTCTBYET B CMMUCKE pa3pelleHHbIX ANs YKa3aHHOro npuMBUAErmpoBaHHOro
nosab3oBaTens).

Ha ueHTpe Permcrpaummn ocylectBmTe HAcTpoKKy Monntukm o6paboTkm 3anpocoB Ha
OT3bIB M ANl MPUBUIErMPOBAHHOIO MOJb30BaTessl, OCYLLECTB/ISAIOWEro MpuocTaHOBEHME
aencreua ceptudmkaTtos, gobasbTe HeobxoanMble obnacTu ncnonbL3oBaHUa ceptudmkaTa.

3. Mpy NPUHATUKN CyLLECTBYHOWEro 3anpoca Ha BO306HOBNEHME AeNCTBUS cepTudukaTa
c APM AagMmuHucTtpatopa UP npuBunernpoBaHHbIM Mnonb3oBaTeneM B OkHe TlpuHATHe
3anpoca Ha oT3bIB - O6pab6oTka 3aBepLieHa BO3HUWKAET owmnbKa:

OkHO TMpuHATME 3anpocoB Ha O0T3biB - O6paborka 3aBepLieHa
NpUMeEHSIETCS A/ MPOCMOTPa pPe3y/bTaTOB onepauuin No MPUHATUIO 3aMpocoB, CBSA3aHHbIX
KakK C OT3blBOM, TaK M C MNPUOCTAHOBJIEHNMEM U BO306HOBNEHMEM AeNncTBUS cepTudumkaTa
Kto4a nognumcu

PucyHok 169. Owmnbka npum BbIMOJIHEHUM MeToaa
RevokeRequest.AcceptRequest

lNprHATHE ZaNPOCOE HA O0T3LIB

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

K.orrEHT apKiA

|0 zanpoca

[pepEaTE:

JakpETE
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lNprHATHE ZaNPOCOE HA O0T3LIB

fpatdoTk.a SaEeplIEHa

Mporpeco =I PesyneTar I

Owitka Horep: -2147220991
WeoTounue: ReqistrationCenter
Onuzanye: Joctyn sanpewed nomqmueol LLP. [RevokeRequest AcceptR equest]

JakpETE

Y npuBuaerMpoBaHHoOro nonb3oBatens (Oneparopa wiv AAMMHUCTpaTopa),
npousBoasiLlero BO30OHOB/IEHME AENCTBMSA cepTudukaTta He [AO0CTaTO4HO npaB  Ha
BbiNosiHeHMe MeToda RevokeRequest.AcceptRequest.

Ha LeHTpe Peructpauum HeobXoAMMO  OCYLLECTBUTb  HACTPOWMKY  MOJIUTUKM
6€e30MacHOCTM, MO3BOJISIOLLYHO OCYLLECTBASATh BbINOJIHEHWE YKA3aHHOIro MeToaa.

4, Mpn NPUHATUM CyLLECTBYIOLWEro 3anpoca Ha Bo306HOBNEHWE AeACTBUSA cepTudmnkaTa
¢ APM AaMmuHuctpatopa LUP npuBunernpoBaHHbIM nonb3oBaTeneM B OKHe FpuHATHMe
3anpoca Ha oT3bIB - O6pab6oTka 3aBepLlieHa BO3HUWKAET owmnbKa:
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PucyHok 170. Owumnbka npm nonbiTke BO306HOBNIEeHUA AENCTBUS OTO3BAaHHOro
cepTtudukara

lNprHATHE ZaNPOCOE HA O0T3LIB

fpatdoTk.a SaEeplIEHa

MNporpece | Dmuﬁhul F'esganaTI

[pepEaTE: |

JakpETE

lNprHATHE ZaNPOCOE HA O0T3LIB

fpatdoTk.a SaEeplIEHa

Mporpece § U

Owitka Horep: -2147024383
Weorounue: Certificatetutharity Admin
Onucanye: CCertddmin: FevokeCertificate HegonycTurele ganHee. 0x8007000d PaIM 32 13)

JakpETE

CepTudukaTt ka4ya Noanncu, Lencreme KOTOporo Heobxogmmo BO30O6HOBUTL paHee
y>xe 6bl/1 0TO3BaH.
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1.8. MN3rotoBneHme cnmMcka OTO3BaHHbIX CePTUDUKATOB KKUeEHn
noanuncu

Mocne ocywecTBneHns OT3biBa, MNPUOCTAHOBNEHUS W BO30OHOBNEHUS AENCTBUS
cepTndurKaToB YAOCTOBEPSIOWMM LEHTP AO/IKEH OMOBECTUTb MoJib3oBaTenen 06 MaMeHeHun
ctatyca cepTudumkaTta. OnoBeweHMe OCYLWECTBASETCS NyTeM 3aHeceHus (B ciydae
BO306OHOBNEHNA AeNCTBUS cepTudUKata - WUCKOYEeHUs) MHGopMauum o cepTudukaTte B
CMMCOK OTO3BaHHbIX cepTudurkaTtoB n Nybamkaumm (paccblyike) HOBOro aKTyasibHOMO Cnmncka
OTO3BaHHbIX CEpTUHUKATOB.

OnucaHue npouenypbl U3roTOBAEHUSA HOBOIMO CrMCKa OTO3BaHHbIX CepTUdUKaToB C
ucnonbzosaHmem APM AaMuHucrtpartopa LP

1. B okHe APM ApmumHuctpartopa LUP Bbigenvte npaBoil KHONKOW MbliwKn y3en LleHTp
ceptudmKaumMm 1N B OTKPbIBLLEMCA KOHTEKCTHOM MeHK BblbepuTe nyHKT Bce 3apaum ->
Ony6aunkosartb CRL

PucyHok 171. Bbi6bop nyHKTa MeHIO Ana ny6bauvkauum Cnucka OTO3BaHHbIX
ceptucpumkaTtoBs

'='§ APM AamuHucTpaTopa LIP ;IEIEI
; JRETE|
J fAeAcTEMe  BMa J o= | | EX J

CTpYETYRS I LleHTR CepTHdMKaLMH
[:l FpunTo-MNpo ¥, iz I

El@ APM aaMrHKCTRpaTopa LleHTpa PerkcTpauki
53 LleHTp PerncTpauke - Faw.cp.ru
E-§5) UeHTp PerncTpaumm - Fav.cp.ru

3anpock Ha pe Bce zana4M OnmyEnHEDEaTE CRL
3anpock! Ha cejf HameuaTtaTte cepTHpmicaT L

Bra ' OTEQBITE TEEYILHA CRL
m FANPOCEIHAOT e e orHo OTCHOAS F 4
@ CEpTHDMEATEI ZOxpaHnTE CRL
----- ﬂ MonNe30EaTENH SKCNOPTHPOEATE CRHCOK. .. OTEPRITE CepThdkeat LI
@ HwpHan CoxpaHHTE cepTHbMaT LC
Cnpaeka

OTEPRITE LENOHEY CEpTHbMEATOE LC
COxpaHKTE LenoYEY cepTHbMEaToE LC

2. Mocne ycnewHoro BbINOAHEHMA 3agaun nybnmkaumm CRL OTKpoeTcss OKHO,
nHpopMupyoLwee nonb3oBaTtens 06 atoM. Haxmnte kHonky OK

PucyHok 172. OkHO, uHdopMupylouwee 06 ycnewHorM nyébnmkaumm cnucka
OTO3BaHHbIX cepTUPUKaToB

APM AaMuHucTpaTopa P ﬂ

@ CMHCOK OTOSESHHBIX EEDTH¢IHKEITCIB YCMELWHD EII'I':.-'EJ'IHKCIBEIH.
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3. B okHe APM ApmuHuctpaTtopa LP Bbigenute npaBol KHOMKOMW MblwKn y3en LeHTp
cepTdmKaumMm M B OTKPbIBLUEMCS KOHTEKCTHOM MeHK BblibepuTe NyHKT Bce 3apaumn ->

OTKpbITb Tekywmnin CRL

PucyHok 173. Bbi6bop nyHKTa MeHI pana npocMorpa Cnucka OTO3BaHHbIX

ceptudumkaToB

'='§ APM AaMMHKWCTpaTopa P

d

=10l x|

|

J feAcTEE  BHA J'-’J=' -P||@ J

CTRpYKTYDa I

LEHTR CEpTHRMEALHK

[:l FprnTo-Mpo ¥,
EI@ APM agMMHMCTpaTopa LedTpa PervcTpauky
-- UeHTp PErvcTpaumH - fav.cp.ru

B8] UeHTp PerncTpaumm - Fav.cp.ru

lp1a I

CnyAnHKoEaTE CRL

Bre saga4qm
Sanpock
g Janpock  Bua

E Janpoct  Hopoe okHO OTCHIAS

Hane4ataTe cepTHEMEAT LIC

OTEPEITE TEEYLLHA CRL
CoxpaHKTE CRL

@ CepTHih

..... € Nonpsoe  SRCNOPTHPOESTE CAMCOK. ..

OTKPEITE CepTHprEaT LiC

-
O HypHar _Npaeka

CoxpaHnTe cepTrprraT LI
OTKPEITE LENoHEY CEpTH(HEATOE LT

C0xpaHMTE LENDYEY CEpTHHRHEATOE L C

4, OTKpoOEeTCs TeKYLWMI CMNCOK OTO3BaHHbIX cepTndurkKaToB
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PucyHok 174. OkHo npocMoTpa Cnucka oTo3BaHHbIX cepTudmnkaToB

CiBlHe |Cnp1u:-:u< OT3kbIES I

¥

EBEAEHH!FI O CNHCKE 0T3bIBA EEPTP‘II']HK-HTDB

MNane SHAYEHHE:

BBechﬂ Ve

EHDETEIEFLLLHK Favz004 Ca, CryptoPra, Moscow, .,
E,ﬂ,eﬁcTBHTEHEH ila} S MapTa 2004 r, 1k52:12
ECne.a.yh:uu.Lee OAHOENEHHE G mMapTa 2004, 12:12:12
E.ﬁ.nrnpnm NoAMMCH MoCT P 34,11)34, 10-2001
|-'1..'.'I.E!HTH¢IHKE|TI:I|:I knHda .. MaeHTHGHKaTop Kikoda=FEDL &F.,
T8 Bepcia LiC Yi,0

< |
IHA4EHHE!

NHdopMauns o cepTudukaTte, AeACTBME KOTOPOro 6b110 MPUOCTAHOBJIEHO,
3aHOCUTCS B CMMCOK OTO3BaHHbIX CEPTU(PMKATOB C yKasaHWeM npuuunHbl MpuocTaHoBKa
aencrtBua (kop — 6)
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PucyHok 175. WHdopmauma o ceptudukare,

NMPUOCTaHOBJIEHO, 3aHOCMMasa B CNUCOK OTO3BaHHbIX CepTVIdJVIKaTOB

Oblwpe  CMMCOK OT3EIES |
OTOZEAHHBIE CEDTHHMKATEL
CEpHAHEIR HOMERD | JaTta oT3kIEa | ﬂ
ZAG66 0657 0000 0000 Q03C 25 thespanA 2004 r, 9:,..
2F2a A 10E Q000 Qoo Qos0 26 peppanA 2004 r, 13...
47C1 1ESE 0000 0000 0041 4 mapTa 2004 r. 10:30:03
4397 DiZ90C 0000 Q000 0od4 Z2mMapTa 2004 r, 16:54:19
1495 9416 0000 0000 0045 ZmMapTa 2004, 1501756

— JNEMEHT OT3BIES

[Mone SHaYEeHHE

CEPHAHBIA HOMER
JaTa oTseliEa

b0 NPHHMHE! COHMCKa oT3eiEa (CRLY T

a

471 1ESE 0000 0000 0041
4 mapTa 2004 r, 10:30:03
MOCTAHOEKE AEHCTENALG)

SHaHYEeHHE:!

MPHOCTAHOEK A ABHCTEMALG)

AeNCcTBUEe KOoToporo

My6nnkauma cnncka oto3BaHHbIX cepTudmnkatos (CRL) n ero pasmelwieHue B
Heobxogmmonm Touke pacnpocTpaHeHmnss (CDP) MoOXeT OCywecTBAATbCA aBTOMaTUdecku C
MOMOLLIbIO HACTPOMKM onpeaeneHHbIxX 3adad LleHTpa perncrpaunm
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2. [NepeyeHb TEpMMHOB

AyTeHTudumkaumns

MpoBepka NpUHAANEXHOCTHU cybbekTy pocTyna npeabsiBAEHHOro UM
naeHTudmnkaTopa, NoATBEPXAEHMNE MOAJTIMHHOCTHU.
3aKpbITbIA KIHOY

KpunTtorpadunyecknii K4, KOTOPbIA XpaHUTCA Nosib30BaTesieM CUCTEMbl B TaliHe. OH

ncnonb3yertcs Ans GopMUMpPOBaAHUA SAEKTPOHHOM uMdpoBOM noanucu u/vnm wmdpoBaHms
AaHHbIX.

3anpoc Ha cepTudmkar
CoobuweHne, cogepxaliee HeobxoanMMyo MHPOPMaUmMo A4Nns nonydeHns ceptudmkara.
®opmupyetcss B APM lMonb3osatena umnn B8 APM AgMUHUCTpaTopa, Nocie 4yero nepenaeTcs

yepe3 LeHTp peructpauun UeHTpy Ceptudukaumu, roe v obpabaTtbiBaetca. PesynbraTtom
06paboTKM ABNAETCS BbINYLWEHHbIN cepTudunkaTt nam coobueHne o6 owmnbke.

3anpoc Ha 0T3bIB cepTudukarta
CoobuieHne, copgepxawee HeobxoomMmyko MHpoOpMauuio ANns 0OT3biBa cepTudukara.
®opmupyetcss B APM lMonb3osatena umnn B8 APM AgMUHUCTpaTopa, NOC/Ae 4yero nepegaeTcs

yepe3 LeHTp peructpaumn UeHTpy Ceptudmkauun, raoe n obpabatbiBaeTtcs. PesynbTaToM
06paboTkn sBnsieTca oT3bIB cepTudmnKaTa uam coobuweHme o6 owmnbke.

NaoeHTudukayms

MpucBoeHne cybbekTaM M 0bbekTaM AocTyna maeHTudukatTopa M (UIn) cpaBHEHUE
npeabsBAAeMoro naeHTudukKaTopa c nepeyHeM NpUCBOEHHbIX MAEHTUHUNKATOPOB.
Kntou (kpyntorpadmyeckmin Knou)

KoHkpeTHOe CeKkpeTHoe COCTOSIHME HEKOTOpPbIX napaMeTpoB anropmutMa
Kpuntorpaduyeckoro npeobpa3oBaHus  AaHHbIX, obecneumBatowlee BbI6GOp OAHOrO

npeobpasoBaHus M3  COBOKYMHOCTU BCEBO3MOXHbIX  ASI8  AAHHOro  anroputMa
npeobpasoBaHu.

KntoueBas napa

OTKpbITbIN M 3aKPbITbIA KITHOYMN.
KnoueBon Hocutesnb

Ob6bekT cuCTeMbl, KOTOPbI MOXeT coaepXaTb OAMH WKW HECKOSIbKO KJIH0YeBbIX
KOHTenHepoB. Kaxabll K/I0UEBON KOHTEMHEP COOAEPXWUT Cneaylowyt MHGOopMaunto: TONbKO
KN4  NOAMNMCK, TOMbKO KW  WKdpOBaHMA, KAKY NOoANMCUM W K4  wudpoBaHms
OAHOBpPEMEHHO. [1oNO/HUTENbHO, KIOYEBOM KOHTEMHEP COAEPXUT CNyXebHyto nHdopmaumto,
Heobxoaomnmyto ans obecneyeHuss KpUntTorpaduyeckon 3awunTbl KIOYEN M UX LENOCTHOCTH.

Kaxxabli KOHTelHep, ABNSIETCS MOJIHOCTbIO CaMOCTOATENIbHbIM U COAEPXUT BCHO HEOBXOANMYHO
MHbopMaunio aAnsa paboTbl, Kak C CaMUM KOHTEMHEPOM, TaK N C 3aKPbITbIMU KITHOUaAMM.

KomnpomeTaums kntoya

YTpaTa AoBepuss K TOMYy, 4YTO WCMoJSib3yeMmble Koun obecneumBatoT 6e30MacHOCTb
nHdopMaummn. K cobbiTMsM, CBA3aHHbIM C KOMMPOMETALMEN K/ToYed OTHOCATCS, BKJIHOYas, HO
He OrpaHMuMBasCb, cleaylouime:

1. NMoTeps KNOYEBbIX HOCUTENEN.

2. TloTeps kao4YeBbIX HOCUTENEN C NX NOCNeAYOWMM 0BHapyXeHNEM.

3. YBOJIbHEHWE COTPYAHMKOB, MMEBLUMX AOCTYN K KNOYeBOM nHbopMaumu.
4

HapyweHne npaBui XpaHEHUSS U YHUUTOXeHMs (nocsie OKOH4YaHUs Cpoka
OENCTBMS) CEKPETHOro Kikua.

5. BO3HMKHOBEHME NOAO3PEHUN Ha YTeUuKy WHdOpMaUUM WIN €€ UCKaXeHue B
cucTeMe KOHMOUAEHLMANbHON CBA3U.

6. HapylweHune neyatn Ha cende C KNUYEBLIMN HOCUTENSAMMN.

7. Cny4daun, Korga Henb3s AOCTOBEPHO YCTaHOBWUTb, UTO MPOM3OLUIO C KIHOYEBbIMU
HOCUTENAMU (B TOM 4yucne cny4yau, Koraa K/IO4EBOMN HOCUTENb Bbillen n3 CTpoAa mn

149



MpakTuyeckas peanusaumsa pernameHTHbiX npoueayp (YL OO0 «KPUMTO-MPO»)

AOKa3aTe/nbHO HE OonpoBeEprHyTa BO3MOXHOCTb TOro, 4TO, OaHHbIN (baKT
npomsowen B pesdyibtate HECAHKUNOHNPOBAHHbIX OenCcTBmin BHOYMbIUJﬂeHHMKa)

PasnunyatoT ABa BUAA KOMMPOMETALMM CEKPETHOIO K/HOUA: SIBHYIO U HesiIBHYHO. [lepBble
yeTblpe CO6bITUS [OMKHbI TPAKTOBATbCA KakK sBHas KOMMpoMeTauus Kawodein. Tpu
cneaywmx cobbiTns TpebyroT CneumanbHOro pacCMOTPEHUS B KaXXA0M KOHKPETHOM Cly4ae.

OTKpPbITBIN KNHOY

KpunTtorpadundecknii Kaw4, KOTOpPbIA CBA3aH C 3aKPbITbiM KJIOYOM C MOMOLLbIO
0co60ro MaTEMAaTUUYECKOro COOTHOLEHMUS. OTKPbITbIA K04 U3BECTEH APYTrMM MOMb30BaTENAM
CUCTEMbI U MpeaHasHavyeH A/ NPOBEPKN 3JIEKTPOHHOW LUMMDPOBOM NOANUCU U WNDPOBAHUS.
Mpw 3TOM, OTKPbITbIA K/OY HE NMO3BOJIAET BbIYMC/IUTb 3aKPbIThI KO,

[NMnaHoBas cMeHa Kroven

CMeHa K/Yen C YyCTaHOBMEHHOW B CUCTEME NEPUOANYHOCTbIO, HE Bbl3BaHHas
KOMMNpOMETaLNEN KITHOYEN.

[MpoBepka aNeKTPOHHOW NOANMMUCU OOKYMEHTa

[MpoBepka COOTHOLUEHMS, CBSA3bIBAOLWEro X3W-(QyHKUMIO OOKYMEHTa, noAnucb nog
3TMM AOKYMEHTOM M OTKPbITbIN K04 NoAnucasBllero nonb3oBaTens. Ecnm paccmatpuBaemoe
COOTHOLLUEHME OKa3bIBAETCH BbIMOJIHEHHbLIM, TO MOAMWUCb MNPU3HAETCA NpaBW/IbLHOW, a caM
OOKYMEHT - MOAJINHHbIM, B MPOTMBHOM Clly4ae AOKYMEHT CYMTAETCS M3MEHEHHbIM, a NoANUCb
noa HUM - HEeAENCTBUTESbHON.

CepTtudukar

LindpoBon OOKYMEHT, KOTOPbIA COAEPXWUT OTKPbITbIA KAKOY CybbekTa M noanucaH
3/1eKTPOHHOM undpoBon noanncebto ero usgatens. CeptudumkaT TakxkKe COAEPXUT CBeAEHUS O
BNnagenbue OTKPbITOrO KJw4a, Hanpumep, WHbOpMauuio, KOTopass ero AOMNOJIHUTENbHO
naeHtudnumpyetr. Takmm o6pas3oMm, BbigaBass ceptudwukaT, wusgaTenb yAoCTOBepsieT
NOAJIMHHOCTb CBSA3M MeXAY OTKPbITbIM KIKOYOM CcybbekTa U MHdOpMaumen, KoTopas ero
naeHTuduumnpyer.

dopmaT cepTudukarta onpegeneH B pekomeHgaumax ITU-T 1997 roga X.509 [X.509]
n pekoMmeHgaumnsax IETF 1999 roga RFC 2459 [RFC 2459].

Cnuncok oT3bIBa

Cnucok oTo3BaHHbix ceptudmkatoB (CRL - Certificate Revocation List). YU
noanep>XnBaeT OT3bIB CEPTUMUKATOB M NyO6AMKAUMIO CMMCKOB OTO3BaHHbIX CepTUdOMKATOB.
Monb3oBatenn YL, MoryT monyuutb 3Ty WMHGOpMaUMO M 3anucaTb e€e B CBOE JIOKasjbHOE
XpaHunuuie, 4Tobbl NCNOMb30BaTh AN MOC/eayoLen NpoBePKN CEPTUPNKATOB.

LleHtp Ceptudukauum (Y4OCTOBEPSAIOLLMI LLEHTP)

KoMnoHeHT YgocToBepsitowero ueHTpa. BoinonHsaeT pyHKUnM cnyxbbl cepTudmnkaymu:
BblINyCK cepTudmnKaToB, 0T3bIB CEPTUPUNKATOB, a TaKXKe reHepaunto CNMCKOB OT3bIBa.

LleHTp pernctpaumm

KoMnoHeHT YaocToBepstowero ueHTpa. BoinonHaeT GyHKUMW MPOMEXYTOUYHOrO 3BEHa,
OCYyLWeCTBASOWEro nepegady 3anpocoB OT Mojsib3oBatenen m agMmHUCTpaTopoB LleHTpa
peructpauuMm UeHTpy cepTudukaumn. B npouecce 3Tol nepepjayvm oOCylecTBasieTcs
ayTeHTUdMKaums Nosb3oBaTesnsl, NpoBepka KOPPEKTHOCTM nepeaaBaeMon UM nHgopmaumm, a
Takxke dumkcaums aTon nHpopmaumnm B 6ase gaHHbIx LP.

LWndposaHue
Mpouecc 3awmndpoBaHnsa nnm pacwmdpoBaHms.
LndposaHune MHpopMaunm - B3aMMHOOAHO3Ha4YHoe MaTeMaTnyeckoe

(kpunTorpacdumueckoe) npeobpasoBaHne, 3aBuUcsllee OT KN4Ya (CEKPETHLIN NapaMeTp
npeobpasoBaHnsa), KOTOpoe CTaBUT B COOTBETCTBME 650Ky OTKpPbITOM MHPOpMaumu,
npeacTtaBNeHHON B HEKOTOpoih uudposor koanmposBke, 610K wWundpoBaHHOW MHGOPMaUMu,
TakXe npeacraBneHHOM B umdpoBolr kKogmposke. TepMuH wndpoBaHue obbeanHseT B cebe
ABa npouecca: 3awundpoBaHmne n pacwmndposaHme nHpopmaumm.

Ecnu 3awmdpoBaHne n paclindpoBaHMe OCYLLECTBASAIOTCA C UCMOMb30BaHWEM OAHOMO
M TOro Xe KJ4ya, TO TakoW anroputM Kpuntorpadunyeckoro npeobpasoBaHMs Ha3bIBaeTCS
CUMMETPUYHBIM, B MPOTUBHOM C/lyYyae — aCMMMETPUUHBIM.

MpounTtaThb 3almndpoBaHHoe cooblieHune (nHdpopmMauumio) MOXeT TONbKO
Monb30BaTeNlb, UMEKLLNNA TOT XKe CEKPETHbIN KoY WndpoBaHuS.
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OnekTpoHHas undposas nognuck (SLUIM)

OdaHHble, pobaBnsemble K 670Ky AaHHbIX NOJIyYeHHble B pe3yfbTaTe ero
Kpuntorpadguyeckoro npeobpasoBaHus, 3aBUCALLEIO OT CEKPETHOro Kjtova u 6n10ka gaHHbIX,
KOTOpble€ MO3BOASIOT MPUEMHUKY AaHHbIX YAOCTOBEPUTBLCSA B LE/IOCTHOCTM 6710Ka AaHHbIX U
NOASIMHHOCTM UCTOYHWKA AaHHbIX, @ TakK Xe obecneumTb 3alMTy OT MNOAAOra CO CTOPOHDI
NpUeMHUKa AaHHbIX.

MpoBepka 3NeKTPOHHOM uudpoBor nognmcm noga 610KOM OTKPbITOM MHPOpMaLMK
NpoOu3BOAUTCS C MOMOLbIO KpunTorpadguyeckoro npeobpas3oBaHMsa W OTKPbITOro KJkoua,
COOTBETCTBYIOLLErO CEKPETHOMY K04y, Y4acTBOBaBLIEro B npouecce ycraHosku DU,

Microsoft Management Console

AOMUHUCTpPaTMBHaAsA KOHCOMb, MNO3BOASAKOWAA Co34aBaTb W COXpaHATb CpeacTsa
ynpasJieHMs MporpaMMHbIM M annapaTHbiM obecneyeHneM B paMKkax onepaumMoHHON CUCTEMBI
Windows. Takue cpeacrtea Ha3biBatoTcd MMC-KOHCOMAMM.
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3. lNepeyeHb CcoKpalleHni

Cnuncok oto3BaHHbIX cepTudmkaTos (Certificate Revocation
List)

OtnnuutenbHoe nmsa (Distinguished Name)

MexayHapoaHbIli KOMUTET NO TETIEKOMMYHUKAUNAM
(International Telecommunication Union)

Internet Engineering Task Force

Lightweight Directory Access Protocol.
YNpoLLeHHbIW NPOTOKO AOCTYNa K CNPaBOYHUKY

YcTpoicTBo XpaHeHus nHdbopmaumm Ha Tabnetke touch-
memory

Public Key Infrastructure. AHanor MOK.

OTHocuTenbHoe otnmunTenbHoe nms (Relative Distinguished
Name)

EanHbin naentndumnkatop pecypca (Uniform Resource
Identifier)

EanHbin nokatop pecypca (Uniform Resource Locator)
ABTOMaTM3MpPOBaHHasa cMcTeMa

ABTOMaTM3MpPOBaHHOE paboyee MecTo

[aTunk cnydamnHbix yncen

NHdpacTpykTypa OTKpbITbIX Kntoyen

KoHeuHbIli nonb3oBaTenb

HecaHKUMOHMpPOBaHHbIN AOCTYN

OnepaumoHHasa cucrema

MporpaMMHoO-annapaTHbIN KOMMIEKC

MporpammHoe obecnevyeHune

Cnucok oto3BaHHbIX cepTudunkaTos (Certificate Revocation
List)

CrnpaBOYHUK cepTUDUKATOB OTKPbITbIX Ktouel. CeTeBol
CMpaBoOYHUK

LleHTp Perncrpauuu
LleHTp CepTudukauymm
YO0oCTOBEPSAOLWNIA LEHTP

DNeKTpoHHasa undgpoBas Noanuchb
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