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AHHOTALIUA

Hacrosmas wHCTpykuus npenHazHadeHa s [losmb3oBarenenn Y 0CTOBEPSIOLIETO
nentpa OO0 «KPUIITO-ITPO» (Y1II), obcnyxuBaeMbIX YTOTHOMOYEHHOM OpraHu3anuei
(Oneparopom VII), u ompenenseT mopsnok ucmoib3oBanus Beb-untepdeiica Cepsuca
anektponHoi moxanucu OO0 «KPUIITO-ITPO» na 6aze IO «Kpunrtollpo DSS Litex
(manee — COII) nnst ocylIecTBICHHs ONEpPalMiA TIO YIPABIECHUIO CEPTUPUKATAMU KITIOUeH
MIPOBEPKU DBJEKTPOHHOW TMOANKMCH, CO3JAHUI0O U MPOBEPKE BJIEKTPOHHOW MOMIMKCH,

G pOBaHUIO U pacIuPPOBAHUIO IIEKTPOHHBIX JOKYMEHTOB.

Nudopmanus 00 YaocrosepsiromeMm nenrpe u paspadoruuke 1O «Kpunrollpo

DSS Lite»:

00O «KPUIITO-ITPO»

127 018, Mocksa, Ymuna Cymesckuii Ban, a.18, 31.17
Tenedon: (495) 995 4820

http://www.CryptoPro.ru

http://cpca.cryptopro.ru/

E-mail: info@CryptoPro.ru

cpca@cryptopro.ru
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1. O0ue moJI0KeHus.

Cepsuc snextponHoi noanucu OO0 «KPUIITO-ITPO» na 6a3e 110 «Kpunrollpo
DSS Lite» (manee — COII) npeanasznaueH s mnpenoctaBieHusi Beb-unrepdeiica
Onepatopam u Ilons3zoBarensam Y1, mo3Bosstomuil OCyIIECTBIATh B3aMMOJIEHCTBHE MPU
BBITIOJTHEHUU OMEPAIMi 1O CO3JaHUIO KIIFOYEH SJIEKTPOHHON MOJMKCH, TIEpeaadu 3aIpoCcoB
Ha CO3/IaHME U YMpaBIICHUE CEPTHU(PUKATAMH KIIOYEH MPOBEPKU 3JIEKTPOHHOM MOIIUCU
(mamee — cepTU(UKATHI), BHIMOIHATH OMEPAMA MO CO3MaHHUIO0 U MPOBEPKE SJICKTPOHHOU
MOAMKUCH pa3au4Horo ¢opmara Kpunrorpaduyeckux cooOIIeHuid, mudpoBaHus u
pacmi@poBaHus IEKTPOHHBIX JOKYMEHTOB ¢ ucnojibzoBanueM CK3U «Kpunrollpo CSP»
Y KJIFOYEH 3JIEKTPOHHOM noanucu Ha padbounx mecrax [lonb3oBateneit Y1I.

s noctyma nonp3oBarenei k COII MoxkeT ObITh HCTIOJIB30BaH 000N CTaHIapTHHIN
Nurtepuet-Opaysep.

Ha pabouem mecte Ilonb3oBarens noxa ynpasieHuem MS Windows 7 uiu BbIiie

noipkeH O0bITh yeTaHoBieH CK3U «Kpunrollpo CSPy» Bepcuu 3.9 unu Beimie u Kpunrollpo

SIIIT Browser plug-in Bepcuu 2.0.

Hnst koppektHoit pabotrel ¢ COIl HeoOXOIMMO TMOATOTOBUTH pabodee MeCcTo

ITone3oBarens B coorBercTBru ¢ [punoxenwne 1. Hactpoiika aTEpHET-Opay3epa.

2. Perucrpanus nojab30BaTesisi U peIaKTHPOBAHHE PErHCTPANMOHHBIX JAHHBIX

CamocTosiTenbHass pErucTpanus MOJb30BaTENsl OCYIIECTBISIETCS B CIEAYIOLIEM
MOpsAKE:

1. llopate 3asiBIEHUME HA PETUCTPAIMI0 B Y IOCTOBEPAIOUIEM ILIEHTPE B COOTBETCTBUU C
MOPSKOM, YCTAHOBJICHHBIM YTOJHOMOYEHHOW opranuzamnuei (Oneparopom VYII).
[Tonmyuute y Oneparopa Y1 agpec nmoaxmtoueHus k CIII, cBOl JIOTMH U BPEMEHHBIN
apoib.

2. Ha cBoeM paboueM MecTe BBITIOJIHUTh HACTPONKY Hcnojib3yemoro MHtepHeT-Opay3epa

B cooTBeTcTBUH C [Ipmnoxenue 1. Hactpoiika MaTtepHeT-0paysepa.

3. B agpecHoii ctpoke MuTepHeT-Opay3ep BBecTH nonydeHHBIN y Omnepatopa Y1 agpec

noakmoueHus k COIT (Buma https://www.justsign.me/operlitecpca, B OTKpbIBIIEMCS OKHE



http://www.cryptopro.ru/products/csp/downloads
http://www.cryptopro.ru/products/cades/plugin/get_2_0
http://www.cryptopro.ru/products/cades/plugin/get_2_0
https://www.justsign.me/operlitecpca
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ayTeHTU(UKALIMK BBECTH IMOJy4YeHHble paHee oT Omeparopa JOTMH M Mapoiib (CM.

Pucynok 1):

KPUMNTO
hn PO

AyTeHTU(UKaLNSA

Noruu

CoKonos

MNapone

(I TTTTTIT) -

] 3anomHKTL

BoltH

Pucynok 1. OxkHo ayTeHTH(I)MKANMH 0JIb30BATEJIA

7. Haxatp kHOnKY «BoiT». bByner BeinosineH Bxo Ha COII v 0TKpoeTcs TMYHbIN
KaOWHET MOJIb30BaTENS.
8. B mpaBom BepXxHEM Y1y Ha IMEHH IOJIH30BATENS OTKPHITH BBIMAIAIOIIECE MEHIO U

HaxaTh «JIMUHbI KaOuHeT» (CM. PUCYHOK 2):
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KPMNTO
@renro

3apaecTeyiTe, cokonoel
Mognucats

3awmdpoeats
Pacumdpoeatt
TMpoBepuTL NoANKCE
TMpoeepuT: cepTUdMEaT

CepTudukaTs

Cepeep anekTpoHHoi nognuck Kpunollpo DSS

Bac npuMBeTCTBYET cepBaep anekTpoHHoi nognuck Kpuntollpo DSS

& coronoe v

® Buxog

TR KaBUHET

Cnpaexa

Pucynok 2. JInunbiii kadunet noab3oBartens CIII

9. OTtkpoeTcs OKHO ¢ JIMYHOW HH(DOopManuel moib3oBates (cM. PucyHok 3):

KPUNTO
P =rro

NMuyHbIE QaHHbIE

Cwena Homepa Tenedona

Normx

Cmeda napona

OTobpakaemMoe HMA
Homep Tenedona
Ofwee uma
INEKTPOHHAA NoyTa
Crpana

OonacTb

Fopop
Opradu3auua
NoapasgeneHue
Appec

OomEHOCTE
MHHYRaNE

Hma

DaMUNNA

[MpocMOTP NUYHOK MHOPMALIMK

& COWONOE ceprem v

Llentp noenmudpukauyumn Kpuntollpo DSS

PenakTvpoeaTts

COKDNOE CEpred

DAQD "OuMeHb XOPOLIAA KOMNAHWA"
sokolovser@goodcompany.ru

RU

Mocrkea

Mockea

QAD "OuyeHb XOpOWSEA KOMIAHHA"
ByxranTepua

MyLwkKH 43

Byxrantep

C.K

Cepren

Coronos

Pucynok 3. JImunasi uaopmanusi moJib30BaTe’ist

10.B meHto cieBa HaxaTh «CMeHa TapoJs»
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Ilapons 0onxncen cocmoamev ne mene yem u3z 8 0yK6eHHO-UUPPOGLIX U 3HAKOE 6

PA3HbIX pecucmpax u COXpanimuvpcCi emaitine om npouux jinu.

11.Haxate kHONKY «PegakTHpoBaTh», OTKPOETCA OKHO PEAAKTUPOBAHUS JTUYHOU
uHpopmanuu (cM. PucyHok 4):

KPUNTO & coonoe cepred -
nro LieHTp aeHTHdMKaLMM KpunTollpo DSS

PenaktvpoBaH1e NUYHOA MHOPMALWI CoxpaHiTs

NMu4nsle gaHHLIE

Cmena Homepa TenefoHa

Orobpaxaemoe

CMeHa naponA WMA

OBuee WMA * QAD "O4eHb XOPOLIER KOMNEHWA"

BneKTpoHHaR sokolovser@goodcompany. ru

no4Ta

CTpama RU
0GnacTe Mockea
Fopon Mockea
Opranusauma QAD "O4eHb XOPOLWEA KOMNEHWA"
MogpazgeneHue Byxrantepus
Anpec MyLwEH 45
HomexocTs Byxrantep
HHuuMans CHK
Wmn Ceprei
Damunun Cokonos

Pucynok 4. OkHO peJaKTHUPOBAHMS JUYHON MHPOpMALIUMA
HcnpaBuTh cBeJeHbS B ciydyae OOHApYXEHUs OMIMOKW WJIM U3MEHEHUS KaKuX-JI100
PETUCTPAIMOHHBIX JIaHHbIX.
11. CneBa HaxaTh Ha CChUIKY «JIMYHBIE JaHHBIE» U 3aTEM B MPABOM BEPXHEM YTy Ha

HMCHHU I10JIb30BATECJIA OTKPLITH BLINIAAAIOIICE MCHIO U HAXKATh «BbIxX01» (CM. PI’ICYHOK 5)
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& CORONOE cepred v

Cnpaesa
MpocMoTp NUYHOM MHOpMAaLIMK P

KPUNTO
@reeiiro

Llentp noeHtudgmkayun Kpuntollpo DSS

N1yHblE AaHHbIE

Cwesa Homepa Tenedona

Norux COKONOS Cepref

Cweta napona
OrobpakasMoe HMA

Homep Tenedrona 75557744455

OBwee uMA OAD "OYeHb XopOoLWER EOMNEHKA"
JNeKTPoOHHAR NovTa sokolovsen@goodeompany.ru
CrpaHa RU

Dbnacte Mocksa

lopop, Mockea

OpraHnzauua QAD "OyeHb XOpOoLWER KOMNEHKA"
NMogpasgeneHue Eyxrantepus

Anpec Mywsmn 45

Hon#HOCTE Eyxrantep

MHMumans CH

Hun Cepren

Damunua Cokonos

PI/IcyHOK 5. SaBepmeHne PECAAKTHPOBAHUSA JUIHBIX JaHHbIX

3. Iloay4yeHue nepBOro UM BHEILUIAHOBAs CMEHA cepTH(PHUKATA

1. Bemonuuts Bxox Ha COII (cm. 1.6 Pasnena 2) u HaxaTth «CepTH(PUKATBD MEHIO

ciesa (cM. PucyHok 6):
P

& cokonoe v

CepBep aneKkTpoHHOW noanucu Kpuntollpo DSS

Moanueate
Ce pTMd)HKaTbI + Cozpate 3anpoc Ha cepTudmkar L YeraHosuTs ceprndurar

Jawwdposats

CepTMdMUKaTLI OTCYTCTEYIOT.
Pacwndpoeats

NpoBEpUTE NOAMMEL

MpoEEpHTE CEpTUDMEAT

CepTHduKaTbl

Pucynok 6. Ceprudukarsl B THYHOM KaOuHeTe nojb3oBarens CIII
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2. Haxatp «Co3aaTh 3ampoc Ha cepTu(UKaAT», OTKPOETCS OKHO ISl MOATBEPXKICHUS

omepanuu ¢ MUGPOBBIM CEPTHPUKATOM OT UMEHHU IMOJIh30BaTeNsl, HaxkaTh «JA» (cMm.

Pucynok 7):

' B
Moareepxaenue goctyna & MuTepner l"'""“""]

3ToT Beb-CaliT NBITAETCA BLINOAHWTE ONEPALMID € NG POBLIM
! % CepTHWKATOM OT MMEHW NOB30EATENA.

https:/ fwww.justsign.me/comliteq/CertRequests/Create/

Brinonxenne onepaunii © undpoBbiMiA CEpTRgMKITAMK OT MMEHK
MOMB30BATENA CNSIYET Pa3peLLaT TOMBKD AR A0BEPEHHbIX
Beb-caiTos.

Pazpewwmte 31y onepaunro?

Pucynok /. IloaTBep:kaeHus onepanuu ¢ nupoBbiM cepTuduKaToM

3. 3amoyiHATE (opMy 3ampoca B COOTBETCTBHH C IIOJAAHHOW 3asiBKOW Ha BBIIAYY
ceprudukara corjacHo Permamenty nearenbHOcTH Y mocrtoBepsitomero nentpa (YID),
BeiOpath Y11 KPUIITO-ITPO, BeiOpaTh madaon ceprudukarta «Iloas3zosarens DSS Litey,

Haxath «Co3maTh 3anpoc» (cM. Pucynok 8):




JKTSI11M.00082-01 90 04 03. KpurnrrolIpo DSS Lite. Muctpyknwust Ilosb3oBaresns Y 10CTOBEPSIOLIETO LIEHTPA

CepBep anekTPoHHOR noanuck Kpuntollpo DSS

Co3gadue 3anpoca Ha cepTudmkar

EwiSepure Y1, ¥ koTopomy SyoeT Tect ¥L| DSS
HanpaEneH sanpoc Ha cepTudukar

JanonHMTe HEOOXOQWMLIE EOMOOHEHTEI MMEHH

amunma (SN) | COWOMOE
Mum (G) | CePred
Hunumans: ([} cH
Byxranrep

DonsHocTe/zEaHue (T)

Anpec [2.5.4.9) IyLEMH 45

OBwee uma {CN)* OAD "CueHb XOPOLWLEA KOMNEHHA"

Moopazoeneque [OU) Byxranepua

Oprasuzaums (O} CAD "OueHD XOPOLIER KOMIESHHS"

ropoa (L) Mot kea

O&nacTs (5) MockBa

Crpanalpermon (C) RU

sokolovser@goodcompany.nu

JNeETpoHHAA noyTa (E)

MouwTossm agped (MoyToELmM agpec)

BribepuTe wabnod cepriduEara MNonesoeatene DSS Lite

Cosnate sanpoc

Pucynok 8. ®@opma 3anpoca Ha cepTuukaTt
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4. HpI/I CO3JaHHUH KIIKOYCBOI'O KOHTCfIHCpa CucTreMa OTO6p8,3PIT OKHO BBI60pa KJIIOYCBOT'O

Hocutens (cM. PucyHok 9):
;© N
2 Kpunolpo CSP ﬁ
0:09:45
(£)=m BcTaBbTe u BobifepUTe HOMTENE ANA XPEHEHMA KOHTeifHepa
ZE=! zakpemoro knoua Te-dd2 1980d-fda-96e5-99de-
F75a59c58e08",
CeEeaeHuA
YoTpoicTea: BCTEBNEHHLIN HOCMTENES
5
- CocToaHue:
Bletiv T N
[ O ] [ OTMeHa ] [ CeepeHMa <<
L

Pucynok 9. Bbi0op K/1104€BOTr0 HOCUTEJIS

5. [Tocne BpIOOpA KITFOUEBOTO CUMTHIBATENSI, €CIM B CUCTEME HE YCTAHOBJICH almapaTHbIN

JICY, cucrema 0TOOpa3uT OKHO «bHOJOTMYECKUN AATUYUK CIy4alHBIX Yuce» (CM.

Pucynok 10):
=

Kpuntollpo C5P

0:09:22

BHONorM4eckKil AaTHHK IZJ'I'}"-IEIHHI:I}( HMCen

HaMMaiTe KNasmw 1A I'IEFIEMELLI.EL.&TE YEazaTens
MBILWK HAO 3THM OKHOM 00 TEX NOp, NOKa KNKDY He EYII.ET
coznaH...

H

—

OTMeHa

Pucynok 10. buosiornyeckuii 1aT4uK CIIy4ailHBIX YHCe

6. [Tocne 3aBeprieHuss pabOThl OMOJOTUYECKOTO JATYMKA CIIyYalHBIX YHCENI CHUCTEMa

0TOOpPa3UT OKHO BBOJA MapoJIs Ha AOCTYM K 3aKPBHITOMY KJIIOUY CO3/1aBa€MOT0 KOHTEHHEpa

(cm. Pucynok 11):

10
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rg Kpuntellpe CSP ﬁ-‘

0:09:55
[2)=m 3anaiTe Napone ANA CO3AEBAEMOro KOHTERHEpPa Te-
= |=: 554 4d41-f406-45b5-9bcg-26 13 1eff3b 2",

(@ YCTaHOBMTL HOBLIA Naponk EM

HoEklii Naponk: |

MogTEEpH A EHHE:

[ OTHeHa ] [ NoapobHes == ]

Pucynok 11. BBoa nmapoJist Ha J0CTYHl K 3aKPBLITOMY KJIIOYY

Brectu OykBeHHO-1TU(POBOM MapoJib HA JOCTYM K 3aKPBHITOMY KJIIOUY CO37aBa€MOTO
KOHTEiHepa (OJMH M TOT K€ MapoJib HeoOXxoauMo BBecTH B moiisi «HoBbIH maposib» u
«IloaTBEpKIEHHEY).

[Tocnie BBOga maposs HaxxMuTe KHOMKY «OK».

Ecnu xnro4u reHepupyeTcss Ha HOCUTEIb, OAAEPKUBAIOLINAN aIllIapaTHBIN M1apOJb WA
MUH-KOJ, TO HEOOXOAMMO BBECTHU TOT Mapojb (MUH-KOJ), KOTOPBIA YCTAHOBJIEH Ha 3TOT
KJIFOUYE€BON HOCHUTEIIb.

7. Otkpoetcs oOkHO ¢ nH(popMaIeii o ctaryce ceprudukara (cM. Pucynok 12):

& COKOMNCE =

CepBep anekTpoHHoi nognucu Kpuntollpo DSS

CepTlr‘IdJIr‘ll{aTbl W YaanuTe Bce % CozgaTth 3anpoc Ha cepTMdukaT 2. YcTaHoBUTE cepTUdMKaT
Cy6bekT YOoCTOBEPAKWHIA LEHTP Cratyc
OAQ "OYeHb XOPOLLIAA KOMNAHKA Tect V1| DSS O6pabaTbiBacTCH @ MpocwoTp

Pucynok 12. Unopmanms o cratyce nMeomuxcs cepTugukaTon

8. CnpaBa HaxxaTh KHOTIKY «IIpocMOTp», 0TOOPA3UTCSt OKHO C 3alTPOCOM Ha CEPTU(UKAT U

crarycom «OopadareiBaeTcs» (cMm. Pucynok 13):

11
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Cepeep anekTpoHHoi nognuck Kpuntollpo DSS

3anpoc Ha cepTudukaT

’?’ Wudopmauma o sanpoce
=

SN=Cokonog, G=Cepreii, I=C./, T=byxrantep, CN="0AO "O4eHb xopoLIan

Cy6nekT
KomnaHua™", OU=Byxrantepua, O="0AQ "™C4YeHb XOpOLLIAA KOMNAHWA"™,
L=Mockea, S=Mocksa, C=RU, E=sokolov@goodcompany ru

Wapatenes TecT ¥ DSS

Craryc OfpabaTuiBaeTca

X Ckauatb = Meyatb W YnanuTb

Pucynok 13. Undopmanmus o 3anpoce Ha cepTudukar

9. Haxatp xHomky «Iledatsy», oTkpoeTcs hopma 3arpoca Ha cepTHUUKAT 7S TeUaTu (CM.

Pucynok 14):

12
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HauvMeHOBaHWE OpraHU3alUMM-YOoCToBepADILEero LleHTpa A
Janpoc Ha cepTHMKAT KIHYa NPOBEPKH INEKTPOHHOH NOANHCH

CeegeHHA O Zanpoce Ha cepTudmuarT:
KeM BoinyweH:
JAD "OdeHe xopowas KoMnadms"
Bepcua: 1 [0x0)
CyboexT zanpoca Ha cepradmkaT: SN = Coxonos, G = Ceprei, I = CA, T = Byxrantep, STREET = MywkxuH 45, CH = 040
"Ouene xopowas koMmnadwa', OU = Byxrantepus, O = 0AC "Ovedes xopowas koMnakna', L = Mocksa, S = Mockea, C=RU, E =
sokolovi@goodcompany.ru
Knoy npoBepry 3NeKTPOHHOR NOgMACA!
ANropHTM KNIOYE NPOSSPEM JASKTPOHHON NOANHMCH!
Hazeanwe: MOCT P 34.10-2001
MNapamatpe:: 30 12 06 07 2a 85 032 0Z 02 24 00 06 07 2a 85 02 02 02 1e 01
3navenne: 04 40 7 To4c 25 ff 12 21 51 0 S8c ed 4c 2515 22 12 4b 41 15 d7 4d f1 ba c2 ec 03 87 15 a4 21 6b 5d 04 16 2c 57
3f f5 51 1a of ab 34 Se 52 83 c0 Ec a3 ed Ob 48 82 50 82 8 c9 od a7 a4 86 5a 8z a3
ATprByTol zanpoca Ha cepTrdukar X.509
Hazeakne: Pacwmpenna cepTUdHKaToE
PacwwupenHAa ceptvidmuaTa X.509
1. PacwupeHne
Hazeanue: YAyHWeHHBIA KakH
SHadedue: HeMzEecTHOS HCNONEZO0BEaHKE KnoHa [1.2.643,2,2.24.33)
2. Pacwupenne [KpuTHYeCcKoe)
Hazeanwue: McnonezosaHye Knw4ya
Suadedue: Undposas noanuce, HeotpexaemocTs, Wndpoeankre wnoyeid, Wudposarke aankesix (FO)
3. Pacwupenne
Hazeanue: Moenmndukatop knosa cyfeaxTa
3HadsHue: bb 74 c2 88 cb d4 28 9c 52 bd 89 8d d2 74 75 d1 bO d2 65 db
Hazsanwe: CS5P nons4M zaRBE0K
Ceanequs o npoEangepe
Hazeakwe npoeadaepa @ Crypto-Pro HSM Swc CSP
Meanvce nposaigepa :
Hazeanwe: Bepows OC
Jrauenne: 6.3.9600.2
Hazsanne: CESQSHWMA O KNHEHTE
3navenne: 304b 020105 0c 1264 7372 2d 72 71 6c 31 22 64 73 73 22 6c 6f 62 61 6c Oc 28 49 49 52 20 41 50 50 50 4f 4f
4c 5c43 7279 T70TA4EFS0T726F44 5352 2d 31 2d 63 EFEd Gc BB 74 6563 FOBI AL 72 72 0c OB 77 33 77 70 22 65 78 65
Mognwuco 2 anpoca:
ANropUTM NOANMCK!
Hazeawwe: MOCT P 34.11/34.10-2001
3HaveHue: 2B 4AB5SFETF 51 5006 27 36 36 81 67 BS DD F4 6C 1A 18 AB 51 72 41 FTASD AS 00 D1 61 AS 70 7A F2 04

5113 0B DD 2FB1 D3 BEDF 1A 7A 6C 44 05 B4 4A AD F& CB 26 B4 1C 10 FEDE AE AC &7 3B FB

MoanKce ENagensUa 3anpoca Ha CEpPTUOMKAET: /

Cpeacreo anekTpodHol nognuck "Kpunrolpo CSP”

MognucaHHelil 3anpoc Ha CepTUEHMEAT KNI0Ya NDOBEDKH SNEKTOOHHON NOANKMCH CNeayeT NepecnaTh No anpecy:
11131131, Mockea, yn, dOCOOOO00, 0,300, 00O O OO LT
AAMUHMCTRATODY BHdopMaunoHHOR BesonacHocTH.

Pucynok 14. IleuaTnas ¢gopma 3anpoca Ha ceprudukar

10. Pacnieuatath hopmy, HaxkaB Ctrl+p u BeIOpaB mocTynHbIi npuHTEp (CM. Prcynok 15):
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F h
i [Neuarsb l&J

OBwwe \

BeiBepuTe npuHTEp

5 Samsung ML-1200 Series

= Samsung ML-1200 Series (konusa 1)
5 Samsung ML-1200 Series (konua 2)

< - ol

Coctosnme:  [oTos [T]Meyats & ®ain ‘ Hacpoitka |
Manka: s =
KommeHTapuit: ‘ Haim npunTep...
anasoH cTpaHnL

@ Bee Yucno kormia: 1 =

") Crpanmust:  1-65535 1‘»1 2~2 3»3

BeemTe HOMEP CTPEHWLL! MK AMENa30H .
ctpatiy. [pumep: 5-12 PasoBpats ro Konuaw

[ Meyats H Omvena I IpUMEHNTE

PucyHnok 15. Bei6op npunTepa AJisl IeYaTH 3anpoca Ha ceprudukart

Pacneuatannplii 3ampoc MOANUCaTh, OTCKAHUPOBATh W OTIPABUTh Ha aJapec
ANIEKTPOHHOM MOYTHl Y JJOCTOBEPSIOIIETO LIEHTPA, OPUTHHAI C COOCTBEHHOPYYHOMU
MOJNMUCKHIO JocTaBUTh Onepatopy Y1I.

11. Omneparop VI mnomydaer 3ampoc, MPOBEPSET JTOCTOBEPHOCTH IMOJYyUYEHHBIX
JaHHBIX M TMOATBEpXKAAaeT 00paboTKy 3ampoca ¥YaocToBepsitoliuM LeHTpoM. Ilocne
00paboTKu 3ampoca YIOCTOBEPSIOUIMI LEHTP BBICBUIACT COOOIIEHHE MOJB30BATENIO0 O
CO3JIaHUM cepThduUKaTa.

12. Tlocne momydeHusi COOOUICHHSI O CO3/aHUU CepTU(UKATa BHIIOJHUTH BXOJA B
auyHblil kKabuneT COII (B coorBeTcTBUM ¢ 1.3 Paszniena 2) U B MEHIO CJIEBa HaXKaTh CChUIKY
«Ceprudpurarbl». OTKpoeTcs OKHO ¢ HMH(oOpMarued o MOJy4eHHOM cepTHUdUKATE CO

crarycom «JleiictButenen» (cM. PucyHok 16):
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JKTSI11M.00082-01 90 04 03. KpurnrrolIpo DSS Lite. Muctpyknwust Ilosb3oBaresns Y 10CTOBEPSIOLIETO LIEHTPA

Cepeep anekTpoHHoi nognucu Kpuntollpo DSS

Cepmcb MKaTbl W YaanuTk Bee # Cozgath 3anpoc Ha cepTUdUKAT X, YeTaHoBMTE cepTUdmKaT
CyGBekT YOoCTOBEPAOWHA LEHTP Cratyc
OAC "OyeHb XOpOLIAA KOMNAHKWA Tect YL, DSS JeiAcTeuTENEH ® MpocmoTp

Pucynok 16. IlepeyeHb mosiydyeHHbIX CePpTU(PUKATOB M UX CTATYC

13. CmpaBa naxate kHOnKy «IIpocMoTp», OoTKpoercs OKHO ¢ HHpopmaruen

cepTuduKaTe U MEHIO yIpaBjcHHs cepTHHUKaToM (cM. PucyHok 17):
‘E& Wndpopmauns o ceprudmrare

CyDuekt SN=Cokonos, G=Cepred, 1=C.M, T=Byxrantep, CN="0A0 ™0ueHb XOPOLIER KOMNSHKA™",
OU=Byxrantepua, 0="0A0 ""OueHb xopowwsan koMnanua™, L=Mockea, S=Mocksa, C=RU,

E=sckolovser@goodcompany.ru

W3parens CN=Tecroeen YL, gna DSS, 0="000 "KPMMTO-NPO™, L=Mockea, 5=77 r. Mockea,

C=RU, STREET="yn. Cywésc ki gan, 4. 18", WHH=007712345678, OrPH=1007712345678

Cratyc [eicTenTensH
Cpok AedcTenn iC 05.10.2015 15:53:00 no 05.01.2017 16:03:00
Omneyatok E446TFBEITAESSFE1D4BADE0BI44AECAB1DCBERC

CepuitHeim Homep  42EE1388000000000048

AnroputM 1.2643.2.2.18 (TOCT P 34.10-2001)

OTEPBITOND KNHYa

& CrayaTe | & Meyate | YCTAHOBMTE B XPEHUMKLLE W ¥ A3ANHTE

M Orozeare | MMMpwocTaqoeuts | B BozoOHoewte | 2 OGHOBWTE

[] HasHauuTL cepTRGMKATOM NO YMONYAHMI

3Janpoc Ha cepTuduKaT

Cybbext Wsgarens  Cratyc DeRcTeENA
SN=Cokonoe, G=Cepref, |=C M, T=Byxrantep, CN="0AQ "O4eHb XOpOLLGA KOMMSHKA"", TecT YL MpuHAT & Crauams
QU=Byxrantepua, O="0A0 "OueHk X0pOLLEA KOMNAHKA™, L=Mockea, S=Mockea, C=RU, D55
E=sokolovseri@goodcompany.mu & Mevats
W Ypanuts

Pucynok 17. Uaopmanus o ceprupukaTe 1 MEHIO YIPaBJIeHHUs cepTUPHUKATOM

(0)
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14. HaxaTh KHONKY «YCTAaHOBHTHL B XpPaHWIHINE», CEPTUPHUKAT YCTAHOBHUTCA B
XpaHuwiuiie «JIngHpIe» TEKYIIero MoJb30BaTells ¢ MPUBI3KON K 3aKPBITOMY KITIOTY.
15. BeiOpath «IleuyaThy», oTKpoeTcs nedatHas Gopma koruu cepTudukara (cM. PHCYHOK

18):

HauMMeHOBaHWE opraHMzaUuM-YaocToBepAowero LieHTpa

CeprndiMKaT KNOYA NPOBEPKN INEKTPOHHOW NoOANKCK =
Ceepenna o ceprindmrare:
KoMy Boigan:
DAD "O4eHe XopoWan KoMnaHus"
Kem emgaH:
Tecrogsiit ¥LL ans DSS
Nedicravrensn © 24,.09.2015 15:55:00 no 24.12.2016 16:06:00
Bepcua: 3 [0x2)
CepHitHbii HoMep: 1449D35E3000000000025
Wzpartens ceprudmkara: CN = Tecroseiét YU ans DSS, O = 000 "KPMNTO-NPO", L = Mockea, S = 77 r. Mockea, C = RU, STREET = yn. Cywéeckwi san, a. 18,
WHH = 007712343678, OrMPH = 1007712343678
Cpok AeRCTBHA:
Neiicraurensn o 24,.09.2015 15:56:00
Neicrautensq ne: 24.12,2016 16:06:00
Bnageney cepriwdmrata: E = sokolov@goodcompany.ru, C = RU, 5 = Mocksza, L = Mocssa, O = 0AD "O4eHe xopowas komnasus", OU = Byxrantepms, CN =
A0 "Ouess xopowas komnanna”, STREET = Mywsws 43, T = By=rantep, I = C.H, G = Ceprelt, SN = Coxence
KniY NpoBeprH 3NEKTPOHHOH NOANWCHE
ANFopMTM KN0Y3 NPOESPEH INEKTPOHHON NOSMACH!
Hazeauwe: MTOCT P 24.10-2001
WasHTndmeaTop: 1.2.643.2.2.19
MNapamerpe:: 30 12 06 07 228503 020224 0006 07 22 8503 02 02 1= 01
SmaveHne: 04 &0 oF 7o 4o 23 ff 12 31 51 <0 8c ed 4c 25 f3 22 12 4b 41 15 d7 4d f1 ba cZ ec 02 87 15 a4 21 &b 5d 04 16 2c 5 37 3 51 1a of ab 34 3e 53 B3
oD 6c 23 ed Ob 48 82 50 82 f§ c9 cd a7 a4 96 6a Ba a3
Pacwwmpenwnn ceptudmpara X.500
1. Pacwupexre
HazsaHne: YydiweHHBIH KNy
3Ha<erne: HeWZEECTHOR MCNCNB30EaHMe Kno~a [1.2.643.2.2.34.33)
2. Pacwupesme (KoHTHHECKDS)
Hazzanne: WononezoEaHee kno<a
3uasenne: Undposas nognuce, Heotpekaemocre, Wkdposanne wouelt, Waudposarue ganqex (D)
3. Pacwupesre
Hazsanne: MoesmudmeaTop knnsa cyfuexTa
3uayeqns: bb 74 c2 B2 chb d4 38 9c 5abd 89 8d d2 74 75 d1 b0 d23 65 db
4, Pacwupe-re
Hazsamne: MoesmwdveaTop kno<a uenTpe cepTwhukatos
Inasenns: MoesmadwmkaTop knnoysa=0c 9a 29 26 <7 7d 40 b 76 3d a3 97 =f 03 4e Bf ba 4d 08 85, NMocraswmk cepTidmkaTa: Anpec
watanora:CN=Tecroeai ¥U gns DSS, 0="000 ""KPUNTO-NPO™", L=Mockea, 5=77 r. Mockea, C=RWU, STREET="yn. Cywseckiu san, 4. 18",
WHH=007712345678, OMPH=1007712243678, Cepuitnwit Homep ceprudmeara=3d 4b 95 91 0 c1 al 88 44 df dB 98 2 1e 25 4c
5. Pacwupexre
Hazsakue: ToukH pacnpocTRaHeHHa cikckos oT3wea (CRL)
3xaseqns: [1]To4ka pacnpegensHua cnwexa oTamea (CRL): WMe TousM pacnpoctpasesus: Nonses wusURL=htp://restuc-
dss/ca/cdp/0c9aa9abc 7 7d40fb763da397 =f034e8fba4d0885.crl, [2]Touka pacnpenensiua crMcka oTsziea (CRL): MmMA Toukk pacnpocTpanenna:MNonHos
wmr:URL=http:/ wviw. justsign.me/cdp/0cSaa9abc 77 d40fh763da397ef0342Bfbadd 0885, crl
6. Pacwupesue
Hazeaune: JocTyn K MHbopMaUMK O LBHTRaN CepTHdMKaLMT
3uaseqne: [1]0ocTyn k ceeneHnaM LeHTpa ceprudmkayun: MeToa socTyna=lpoTokon onpegeneHmA CcoCToAHMKA cepTvbiMKaTa Yepes ceTh
(1,3.6,1.5.5.7.48.1), gononHurensHoe Wua=URL=http:/ testuc-dss/ocsp/ocsp.srf
7. Pacwupexre
Hazsamne: Nepsog ONGNEZ0B2HMA ZACPRITOMD KNDHE
3xa<erne: Jencrevtensd © 24 centabpa 2015 r, 15:36:00 no 24 sexafpe 2016 r. 13:56:00
8. Pacwupesre
Hazeaune: Monsmiee cepiedikaTa
3uasenne: [1]Nonwmeka cepmudmkaTa: Maesmwdrkatop nonvmakk=Knace cpencrea 3N KC1, [2]Nonwmika ceprvdwata: Moesmuhukarop nonumakm=kKnace
cpencrea 3N KC2
9. Pacwupexre
HazsaHne: CpeacTeo aNeKTPOMHOK NOANKMCH BNaSenkUa
3ua«exne: CpeacTso anexTposHoR noanuow: Kpunrolpe CSP (sepous 3.6)
10. Pacwwperne
Hzzeamne: Cpeacrea anekTposHoi nognwca 1 YU nzaatens
3uasesne: CpeacTeo snekTposHoi nognuos: "Kpunrollpe CSP" (eepoma 3.6) (zacnoqenve: Saxnowesne N? 149/3/2/2-1495 or 02.09.2015), cpescreo
YAOCTOEEDRIOWEND LeHTpa: "YaocToespAwwMiA yesTp "Kpunrelpo ¥U" sepcua 1.5 [3aknsouenve: CeprudmeaT cooteercrema N C/128-2351 ot
15.04.2014
Moanuco an:mlepmoulem UeHTPa:
ANropyT NoAnMCH:
Hazeaswe: MTOCT P 34.11,/34.10-2001
Waentndmxarop: 1.2.643.2.2.3
SmayeHue: DFSEF3BS 0B 2B 01 7JEFCF4 S5 EROD 33 DE 7D D9 C2 B5 93 SA45 B3 EE2F 2A 7A 12 F3 EF A1 FC 07 SC B2 81 SFED 16 6A F2 D0 B2 DO 17
FSBBFDE6 FF2CDC BD 04 20 8A 4B DF 14 FC 96 ES F1 39
MNoanwcs BRaaensua cepTudMkaTa: /!
v 20__r N

Pucynok 18. IleuaTHasi popma konuu ceprudukarta

16. Pacneuarars popmy, moanucats u otnpaButh Oneparopy Y1 ananoruyno n.10

Paznena 3.

16



JKTSI11M.00082-01 90 04 03. KpurnrrolIpo DSS Lite. Muctpyknwust Ilosb3oBaresns Y 10CTOBEPSIOLIETO LIEHTPA

3. Bobirpy3ka cepruduxara

1. B cnmydae HE0OOXOAMMOCTH OTMPABKU CBOETO CepTU(PHUKATa KOHTPATSHTY IO TEPETUCKU
(mns mmdpoBaHUs EKTPOHHBIX JTOKYMEHTOB HIIM MPOBEPKH SJICKTPOHHOU TOJITUCH )
cepTruduKaT HEOOXOAMMO COXpaHWUTh Ha pabouem mecte [lomwp3oBarens. s sToro

mociae Bxoma Ha COII (B coorBerctBum ¢ 1.3 Pasmena 2) cieBa Hakarth

«Ceprudukarbl» (cM. PucyHok 12), B OTKpBIBIIEMCS OKHE CIIpaBa OT 3allUCH
Tpedbyemoro ceptudukara Haxarh «IIpocmoTp» m gamee BeIOpaTh «CKadaTby,
nosiBuTca coobmieHne «CoXpaHUuTh, B BCIUIBIBIIEM OKHE HaXKaTh CTPEIKY U BbIOpaTh

«CoxpaHuTh Kak» (cM. Pucynok 19):

KPUNTO
’ neo CepBep anekTpoHHOI noanuck Kpuntollpo DSS

& coxonoe -

T CepTudukat

Jawwdpoeats
W& Vudpopmauma o cepTudpnkate
Pacumdpoeats

TpOBEpHTL NOANKMCE Cybnexr SN=Cowonos, G=Cepredi, |=C.W, T=Byxrantep, CN="0AD ""OueHb XODOLLARA KOMNAHUA

QU=ByxrantepuA, O="0A0 ""OuyeHs X0poLWwan koMnaHuA™, L=Mockea, S=Mockea, C=RU,
MNpoeepHTL cepTrdmKaT

E=sokolovi@goodcompany.ru
CepTudurkatel
Wapatens CN=TecToBsli ¥L| ans DSS, 0="000 "KPMNTO-NMPC™™, L=Mocksa, S=77 r. Mockea, C=RU,

STREET="yn. Cywésckui Ban, A. 18", NHH=007712345678, OrPH=1007712345678

Cratyc [OefcTenTaneH
Cpok gedcTBHA C 24.09.2015 15:56:00 no 24.12.2016 16:06:00
OTnevatok A271D10E164651C87048DCBABS1COF2BE3035A1E

CepuiHLIA HoMep 1A4905B3000000000025

Anroputm 1.2643.2219 (FOCT P 34.10-2001)

OTEPLITOrO KNk4a

& Cravate | & Meyats WY ganuTe M Otozeate | EMMpuoctaHoeuTs | P BosoGHoeuTs

o OBHoeuTE | B¢ CmeHUTE MuH

[[] HaskauuTL cepTUdMKATOM N0 YMOM4aHHIO

3anpoc Ha cepTudukat

CybDbekt Wzpatens  Crartyc [edcTEnA
SN=Cokonog, G=Ceprei, |=C_W1, T=ByxranTep, CN="0AQ "OueHb X0POLLAA KOMMAHWA"", TecT ¥Ll [nUHAT
OU=Byxrantepua, O="0AD "OueHt x0powWwan komnadua™, L=Mocksa, S=Mockea, C=RU, DSs CoxpaHuTe

E—cnknlnuimnondr amnany o)

CoxpaHuTh Kak

CoxpaHuTe W OTKpbITE
1

Bel x0TuTE 0TKpBITE WK coxpanuTe certificate_d.cer (1,87 KE) ws justsign.me? OTepbITE

Pucynok 19. Beirpy3ka ceprugukara

2. Jlanee BbIOpath nanky u HaxkaTh «Coxpanuth» (cM. Pucynok 20):
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Mognucars B4 CoxpanuTs Kak
JawmnppoeaTte =

Pacumdposats

& con
PRLL
Cepeep anexkTpoHHoi nognucu Kpuntollpo DSS
e Jod | <€ 3arpyzkn b 3arpyskd - Mouck: 3ozpysku
Ynopagounte * Hoean nanka :
¢ VBpantoe s Jata usMeHeHNA
|m Cokonos.cer 24092015 16:29 Ceptndmkar Beso... "'OueHb XOpoLIaA KOMIaHMA™,

TIpOBEPHTE MoAN! 4 3arpyzku
1= HepasHune mecta

TpOBEpHUTS CepTy Bl PaBouwid cton
= Angerc.Juck

CepTdMKaTl
3 BuBnuotexw

E Bugeo

3 Jokymentel
le=| Mzobpaxenna
J’ Myzeika

18 Komneroep
‘E._?, JNokaneHeli guck
w JloKaneHbId guck
m Ouckosog BD-RC

. L=Mockea, S=Mockea, C=RU,

L =Mocksa, S=77 r. Mockea, C=RL

8, OTPH=1007712345672

* 4|

Wma daiina: Cokonoe.cer

Tun daitna: ’ Ceprudmrar Besonacnoctn (*.cer)

4 CkpbiTe nankm

[ CoxpaHuTe ] [ OTmeHa ]

& Cravate | &= [Meuats W YaanuTe W Orozeats | ElTlpuocTaHoeuTe | B BO200HOBMTE

i OBHoBuTE | B CMEHWTL MMH

|—| HazHAYMTR CoNTUHREATOM N0 VMONYAHKE

Pucynox 20. Bbi6op mankmu 1Jisi cOXpaHeHusi cepTudukara

Ilpu omnpaexe kKoHmpazceHmy cepmugukam peKoMeHOYemcs 3aapXusuposams

m066im docmynuuvim apxusamopom (WinRAR, WinZIP u m.n.)

4. TlnanoBasi cMeHa cepTuduKara

1. Ins nmmaHoBO#M cMeHbI cepTudukara, BRIIOTHUTH Bxo Ha COII (B cOOTBETCTBUU C 1.3

Pa3pnena 2) u B MeHIo ciieBa Haxath «CepTHPUKATHD).

2. Haxatp «IIpocmoTp» HampoTwB cepTuduKkara, Ui KOTOPOTO TpeOyeTcs IIaHOBas

cmena (cm. m.13 Paznena 3).

3. Haxxate «O0HOBUTBY, OTKPOETCS OKHO I BBIOOpa IIabjoH cepTU(UKaTa, BHIOPATh

mabioH «Ioan3oBaTean DSS Lite», naxars «OK».

4. Haxatb cneBa Ha kHONKYy «Ceprudukarbl». CrnpaBa HaxaTh KHONKY «IIpocMoTpy,

O0TOOpPA3UTCSL OKHO C 3alpocoM Ha cepTudukar u crarycom «OQopadarbiBaercs» (CM.

1.8 Paznen 3)
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5. [locne nonyuyeHus 3ampoca Ha cepTU(PUKAT BHINOJHUTH MPOLIETYPbl OTIPABKHU 3arpoca

U nony4yeHus ceptudukara (B coorerctsuu 11.8-16 Paznena 3).

5. Co3naHue 3J1eKTPOHHOI MOANMCH TOKYMEHTAa

1. Tlocne Bxoma Ha COII (B coorBercTBHM ¢ 1.3 Pa3gena 2) B nmuHOM KaOWHETE
MOJIh30BaTENNs B JIeBOM MeHIO HaxaTh «lloamucatby, nanee B OTKPBIBIIEMCS OKHE

3arpy3uThb (baﬁﬂ QJCKTPOHHOI'O HNOKYMCHTA IJIA IIOAIHNCAHUA, OJIA O3TOI'0 HAXKATb

«JokymeHnT» (cM. PucyHok 21):

KPUMTO & cokonoe -
3 neo Cepeep aNekTpoHHOW noanucu Kpuntollpo DSS

Moanucats Cos,u,ane noanuvci Mognucats

JawndpoeaTte

He 3aaH

Pacwudpoeats

TRmE T oI [okyMeHT BygeT oTNPaENeH Ha Cepeep.
Obaop...

MpoeepuTh cepTuduEaT

Popmat noanucK ~

CepTndHraThl
MpocTan 3NeKTPOHHAA NOANKCE

lNapameTpel NOAMMCH ~
Moanuce AaHHBX

Ceptudmkar -

SN=Cokonos, G=Cepre#, |=C_1, T=Byxrantep, CN="0AQ ™'OueHb X0pOLLaA KOMNaHWa"™", OU=Eyxrantepua, O="0A0 ""O4eHb
X0OpowWwan komnasua™, L=Mocksa, S=Mockea, C=RU, E=sokolovi@goodcompany.ru, OrPH=1024567890678, CHMNC=11223344565,
OTrPHWUMN=106734566656737

PucyHok 21. Bbi0op 10KyMeHTa AJ1s CO3AaHMA JIEKTPOHHOI MOANNCH

2. Janee — «O0630p», BbIOpaTh HYXHBIM (aiil U HaXaTh KHOMKY «OTKPBITHY (CM.

Pucynok 22):

19



JKTSI11M.00082-01 90 04 03. KpurnrrolIpo DSS Lite. Muctpyknwust Ilosb3oBaresns Y 10CTOBEPSIOLIETO LIEHTPA

& coxonos ~

KPUNTO
a neo Cepsep 3nexkTpoHHoi nognuck Kpuntollpo DSS

Nogamcars Co3anaHve nognucu Mognucats
3aumcbpoEaTe [IOKYMEHT ~
He sagan

Pacwuipposars

e TEEE: [okymeHT Gy 18T OTNPABNEH Ha CEPBEP.

-
=) Bribop BuiknagbiEaeMoro daiina

v ./ » DSSLite v |4y

Ynopagouute ¥ Hoean nanka

MpoeepuTs cepTRdMKaT

CepmadwraTs

=
¢ Vs6panroe s Jata nsmeHeHna Tun A
]

4. 3arpyskn |'@ cryptopro_dss_admin_guide (7). pdf 07.09.2015 15:57 Adobe Acrobat D...

= HeaaeHne mecta

B PaGouwii cron
2 Angexc.uck

1 BuBanotekn
B Buaeo
@ JokymenTel
(& WMzoBpaxerua

J? Myseika

m

1M Komnerotep
ﬂ_? NokansHeIdA guck
a NokaneHeIi guck
m Awckoeog BD-RC—

2 Angexc.uck

- T b

Wma daiina: cryptopro_dss_admin_guide (7).pdf R ’Bce baiinel (*.*) VI

[ OTkpbITE |v] ’ OTmena ]

Pucynok 22. Boi6op ¢aiijia 31eKTPOHHOT0 JOKYMEHTA ISl 3arPY3KH
3. BeiOpaTh QopmaT 37EKTpOHHOW TOMNUCH, COOTBETCTBYIOMUK ¢opmMary daiina
MOAMKUCHIBAEMOTO  JJIEKTPOHHOTO  JoKyMeHTa (B ganHoMm ciydae «Iloamuch
nokymenToB PDF») u napamerp noanucu «@opmat nognucu CAAES» (cm. Pucynoxk
23):
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KPUMNTO
Preniro

Mognucate

3aumppoeaTs

Pacwmsgposars

MpoEEpATL NOANKEL

NpoBepuTh cepTHMKAT

Cepmwdmratal

Cepeep anexTpoHHoi nognuck Kpuntollpo DSS

& coxonos

Co3anaHue nognuck Mognucate

aFn-a"n‘.Desktop\DSSLite\cryptopro_dss_adminjuide (7).pdf

®OpMaT NOANMCH ~
Mognucek gokymerTos POF

TMapameTpbl NOAMUCH ~
Dopmat nognmck CADES

Mognucs ANA YTEEPXOEHHA
MecTononoxetne
Llens nognucaHus

Agpec TSP cnysGw: hitp/TESTUC-DSSTSPhAsp.sif

CepTHdukar ~
SN=Cokonoe, G=Cepre#, I=C_W, T=Byxrantep, CH="0A0 ™OueHs xopowan komnarus™", OU=ByxranTepis, 0="0A0 "OyeHb XOPOWSA KOMNAHHA"™""
L=Mocksa, S=Mocrea, C=RU, E=sokolovi@goodcompany.ru, OTPH=1024567890678, CHWUNC=11223344565, OrPHWN=1067845666567587

Pucynok 23. Boioop ¢opmaTa U napamMeTpoB JIeKTPOHHOM MOANUCH

«[Moamuch noxkymentoB PDF» wmcnonw3yercs mis ¢aiioB ¢ pacmmpenuem .pdf,

«Moanmuck roxkymentroB Word u Excel» — ¢ pacmupenunsmu .docx mnm .xIsx.

dopmat ycoBepIIeHCTBOBaHHOM AiekTpoHHoM noanucu (CAdeS), ucnonb3yeTcs Kak

YHUBEPCAIBHBIN JIJIs1 TPOU3BOJILHOTO (hopmata ¢aiisioB (He .pdf/.docx/.xIsx).

[Tpu BBIOOpPEe ycoBepiieHcTBOBaHHOrOo Qopmara mnoamucu CMS (CAdES),

MOSIBJISICTCS BBHIOOP MPUCOCTUHEHHOM WJIM OTJEJICHHOW MOAMUCH W Bepcuu ¢opmata

CAdES (cMm. Pucynok 24):
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KPUNTO
Preeiiro

Mognucate

3aumdbpoBats

Pacwudgposats

TpoEEPHTL NagNMcL

MpoBepHTL cepTRdwEaT

Ceptidgmrato

& covonos

Cepsep anexTpoHHoi nognuck Kpuntollpo DSS

Cospanue nognucu Mognucars

JIOKYMEHT ~
C:\Wsers\roman\Desktop\DSSLite\cryptopro_dss_admin_guide (7).pdf

DOpPMAT NOAMHCH ~
Mognuce gokymertos PDF

TMapameTpbl NOANMCH ~
©opmart nognuck CAJES

Mognuch ANR YTEEPHIEHHA
MecTonono#eHmne
Llenk nognucaHua

Agpec TSP cnyxGel: hitp: A TESTUC-DSSMSPitsp.srf

dopmar nognuck CMS

®opmat nognuck CAJES

MecTononomenne

L 1

Llens nognucasuA

Appec cny#bbl WTAMNOE BEPEMEHH

|Cny>o<ﬁa WTaMNoB Bpemeny Test v\

® Nognues ana yTeepraeHnn

HLWaA NOANKCE, NOCNE CEPTHRHKAL peLy
ML EA mOAr , MOCNE CepTHHEALNN pasp nonei qopm 1 ynpp nl
O Cepr ML EA mOAr , MOCNE CepTHHHKALNM pasp: KOMMEHTAPHH, noned opM M HCNONbIOBAHKE LM(POBLIX

nognuced

CepTudmrar -
SN=Cokonoe, G=Cepred, |=C 1, T=Byxrantep, CN="0AD "OueHb xopowas komnarus™", OU=Byxrantepua, 0="0A0 "O4eHb X0pOLWAA KOMNEHNA™",
L=Mockea, S=Mocrkea, C=RU, E=sckolovi@goodcompany.ru, ONPH=1024567390678, CHANC=11223344565, OrPHWN=106784566656757

Pucynok 24. Beioop napameTpos djiekrponHoii moanucu CAJES

4. BwiOpats neictByronuii ceprudukat (cM. Pucynok 25):
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KPUANTO
PFELRES

MNognucate

JaumdppoBath

Pacwuibposate

MPOEEDMTE NOANUEL

MpoEepTs cepTHdnmaT

CepmmdwkaTtl

Cepeep anekTpoHHoi nognuck Kpuntollpo DSS

CosfgaHve noanvcu

[OKYMEHT
CWzersiroman\Desktop\D S SLite\e ryptopro_dss._admin_guide (7).pdf

QopMaT NoanucH -
Mognuch AckymexTos POF

MapameTpbl NOANUCKH ~
Topmat noanvcn CADES

Mognuck ANA YTBEPALEHKA
MecTononoweHme
Llens nognucanma

Agpec TSP cnyxBe: hitp I TESTUC-DSSMSPitsp.srf

Ceprudmear ~

& coronos v

MoanucaTts

SN=Cokonoe, G=Cepref, |=C M, T=Byxrantep, CH="0A0 ""OueHe X0opowas KoMnaHua™, OlU=Byxrantepua, O="0A0 "OueHb
xopowan komnaHwa™", L=Mockea, S=Mockea, C=RU, E=sokclovi@gocdcompany.ru, OTPH=1024567390678, CHMNC=11223344565,

OrPHUIM=106784566656787

HMaeHTMdHEaUHOHHEIE JaHHBIE

® SN=Coxonoe, G=Cepre#, |=C.W, T=Eyxrantep, CN="0A0 "'CueHb XOPOLIAA KOMNAHHA™,
OU=Byxrantepua, 0="0A0 ""OueHb xopowas komnaHua™", L=Mocksa, S=Mockea, C=RU,

E=sokolovi@goodeompany.ru, OMPH=1024567590673, CHMNC=11223344565,
OMPHWMN=106734566656757

Pucynok 25. Boi6op ceprudukara

5.Ilocne TOrO Kak Bce MmapaMCeTpbl 3aJdHbl, HAXKATb CBCPXY CIIpaBa

«[ognmucath» (cM. Pucynok 26):

NMepwog QeRCTEMA

25.09.2015
12:32:00 -
25122016
12:42:00

KHOIIKY
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& coxonos ¥

KPUNTO
'3 neo Cepsep anexkTpoHHoi nognuck Kpuntollpo DSS

MNognucate

JaumpoBaTE

Pacwugposar:

MpCEEPHTE NOANMEE

MpoceepnTh cepTdMKaT

CepmdmkaTa

Cosgaque nognuncK

[OKYMEHT ~
C\WUzersiroman\Deskiop\DSSLite\cryptopro_dss_admin_guide (7).pdf

©opMaT NOANKUCH -
Mognues fokymedTos POF

MapaMeTpbl NOOMUCH
Sopmat nognmuck CAJES

Mognuce oA yTEEPHIEHAA
MecTononoweHne
Llens noanveaHHA

Anpec TSP cny#tul http: A TESTUC-DSSITSPisp.arf

CepTudhukaT -
SN=Cokronoe, G=Cepred, |=C_M, T=Byxrantep, CH="0A0 ™OueHb xopowan komnaruws"", OU=Eyxrantepua, 0="0A40 "'OusHb
HOpoWEnA komnanna™", L=Mocksa, S=Mocesa, C=RU, E=sokolovi@gocdcompany.ru, OMPH=1024567330678, CHMNC=11223344565,

OrPHMMN=106784566656787

HoernTudmrkaymoHHbie fakHbe Mepwog qeRcTEWA

@ SN=Coronoe, G=Cepre#, |=C.1, T=Eyxrantep, CN="0AO "'CueHb XOpPOLLAA KOMNAHKA"™, 25.09.2015
OU=Byxrantepua, O0="0A0 ""Ouexs xopowan komnanwa™", L=Mocksa, S=Mockea, C=RU, 12:32:00 -
E=sokolovi@goodcompany.ru, OMPH=1024567580675, CHMNC=11223344565, 25122016
OrPHKUN=106784566656737 12:42:00

PI/IcyHOK 26. HOI(FOTOBKa AOKYMEHTA K NOANMUCAHUTIO

6.B OTKPBIBIICMCA OKHC OT06pa31/IT OKHO BBO/Ja IIapOJIA Ha AJOCTYII K 3aKPbITOMY

KJII0Yy BBIOpaHHOTO KOHTeHHepa (cM. PucyHok 27). BBeaurte yka3zaHHBIA Mapoib |

Ha)XMUTE KHONIKY «OK».

rg Kpuntollpo CSP A ﬁ1

0:09:52
;lg BeeauTe naponk 4nA KoHTerHepa le-2a62facl-gee3-
(= 4a63-adc3-e6910ecab15c”
EM

Maponk: |

[T 3anomHmTE Napons

Pucynok 27. BBoa mapoJisi Ha 10cTyn

7. JokyMeHT OyAeT MOAMUCaH, MOCJE Yero B HU3Y OTKPBIBIIETOCS OKHA HaXXaTb

CTpenky, nanee - «CoxpanuTh kak» (cM. Pucynok 28):

MNognucate
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& coxonos ¥

KPUNTO
hn PO

Cepsep anekTpoHHoi noanuck Kpuntollpo DSS

CosagaHve noanucu MoanucaTe

Nognucare
SawmppoBaTh
@ [JokyMEHT YENEWHO NOANMCEH

Pacwuposars

[OKYMEHT ~

MpoEepUTL NOAAMCE e

MpoEepUTs cepTHdmKaT
DOokymenT GyJeT OTNPAENEH Ha CEpEEp.

Ceprwdmkats OB30p...

DopMaT NoanucK ~
Mognues gokymedTtos POF

MapaMeTpbl NOAMMCKH =
@opmar nognuck CAJES

Agpec TSP cnyabol: htp: A TESTUC-DSSITSPitsp.srf
Mopnuch ANA YTEERHAEHHA
MecTononomeHue

Llene nognucaHna

CepTudukar -

SM=Cokonos, G=Cepren, I=C W, T=Byxrantep, CN="0A0 "OueHb xopowas komnakua™", OU=Byxrantepwa, O="0A0 ""O4eHb
¥opowas koMnasna™", L=Mocksa, S=Mockea, C=RU, E=sokolovi@goodcompany.ru, OMPH=10245675390678, CHUINC=11223344565,
OrPHMMN=106754566656T57

CoxpanuTe

Bbl xoTHTE oTKpBITE AW coxpanuTe cryptopro_dss_admin_guide+(7).pdf (415 KE) us justsign.me? Coxpanurs kax

CoxpaHnTs W OTKpBITE
|

| COXpaHWTE |

OTkpEITE

Pucynok 28. CoxpaHeHHe MOANMCAHHOTO YJIEKTPOHHOT0 TOKYMEHTA

8. BeiOpates karamor W HasBaHue (Qailia IS TOAMHCAHHOTO AIIEKTPOHHOTO

nokymeHTa (cM. Pucynok 29):

25



JKTSI11M.00082-01 90 04 03. KpurnrrolIpo DSS Lite. Muctpyknwust Ilosb3oBaresns Y 10CTOBEPSIOLIETO LIEHTPA

& coxonos ¥

KPUNTO
hn PO

Cepsep anekTpoHHoi noanuck Kpuntollpo DSS

CosagaHve noanucu MoanucaTe

Nognucare

SawmppoBaTh
@ [JokyMEHT YENEWHO NOANMCEH

Pacwuposars

|4 CoxparuTs kak
MpoEepMTh NOJNUCH

, v . ¥ TECTOBBIE Dbl » -
e\

MpoEepUTh cepTHdmKaT
Ynopagounte * Hoeaa nanka

Cepmndmkatal - il Mram Jlata nzmeHeHns Tun
-{ WMsBpanHoe

4 3arpyskmn . XmlTestFiles 04.10,2013 15:06 Manka c daitnamn
Er_'" HeaagHue mecTa @ cryptopro_dss_admin_guide (7).pdf 30.08.201216:19 Adobe Acrobat D...
Bl PaBoumii cTen

& Angerc.duck

7 BuBnwoTern -
B Buaeo

@ JokymenTsl
[&5| VzoBpaxenna

J’ Mysbika

18 Komnerotep
&, Nokanereii quce

) NokaneHeiit AWCE

mﬂ,ucmso,ﬂ,BD—RC v 1  [NB344565,

AL LT El cryptopro_dss_admin_guide+ (7). pdf -

Tun danna: ’Adobe Acrobat Document (*.pdf) vl

“ CKpbITe Nanku [ CoxpaHuTe ] ’ OTmeHa ]

Bbl XOTUTE OTKPbLITE MAW CoXpaHuTe cryptopro_dss_admin_guide +(7).pdf (415 KE) ns justsign.me?

OTkpbITE CoxpaHute | ¥ Otmena TO-NPO" ® 2015

Pucynok 29. Boi6op nanku u Ha3BaHus ¢aiijaa 1Jis1 COXpaHeHus MOJANUCAHHOIO
3JIEKTPOHHOI'0 I0KYMEHTAa

6. IIpoBepka 3JIeKTPOHHOI MOANKMCHU U cepTU(HUKATA
6.1. Ilpoeepka 3nexmponnoit noonucu c ucnonvzosarnuem «Cysxcovl nposepku
INeKmMpPOHHOU noonucuy ¢ cocmage CIIL.

C ucnons3zoBanneMm Ciyx0bl MPOBEPKH 3IeKTpoHHOU monmucu (SVS) B cocrase

COIl MOXeT OCyIIeCTBIATbCS TNPOBEPKA BJIEKTPOHHOM MOAMUCH Jro0oro ¢opmara,
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CO3JaHHUEC KOTOPOIO IIOAACPKHUBACTCA B CQH, a TaKXXE IIPOBEpPKa JICMCTBUTEIILHOCTH

cepTuduKaTa Kiroda MPOBEPKHU IIEKTPOHHOU IO ITHUCH.

1. OcymecTButh BX0J B TuuHbIi kabuHeT Ilonb3oBarens COII (B COOTBETCTBUH C 11.3

Paznena 2) wunm

B

aapecHon  ctpoke  MuTepHeT-Opaysepa

BBCCTHU

aapec

https://www.justsign.me/verifycpca m B MeHI0 ciieBa HaxkaTh Ha KHONKY «IIpoBepurh

MONMHUCHY», 0TKpoeTcst okHO «IIpoBepka moamucuy» (cM. Pucynok 30):

KPUNTO
@reriro

MpoBepHTE NOANKCH

MpOBEPUTE CEPTUDMERT

CepBeep NpoBepKU NOAMNUCH

MpoBepka nognucu

-

ﬁo,u,nuct; B (hopmare CMS

® Nognuce B (opmare CMS
C YcogepieHcTROBaHHaA nognuck (CMS Advanced Electronic Signature)
) Nognuck gokymentoe PDF

O Mopnueck pokymentoe Word u Excel

Moanuce -
He sridpaH

MapaMeTpbl -
MpUCOEIMHEHHARA NOONNCE

Pucynoxk 30. OkHO mpoBepKa MOANMUCH

[NpoeepuTs

Br16path ¢popmMat nmoamnucu B COOTBETCTBUU C TIPOBEPSIEMBIM JJOKYMEHTOM:

«[Moanmuch nokymentoB PDF» ncnosb3yercs as daiinos ¢ pacmmpennem .pdf;

«oamuck noxkymentoB \Word u Excel» — ¢ pactmpenusmu .docx wm .xIsx.

«IMoanmuce B popmare CMS» u «YcoBepmencrsoBanHasi noanuch (CAdeS)» —

s GaiiyioB ¢ pacHIMpPeHUEeM .Sig, COIEpIKAIIUX OAIIEKTPOHHYIO IOJINKCH B COCTaBe

MNOANMMCAHHOIO AOOKYMCHTA (HpI/ICOCHI/IHCHHaH HO,ZIHI/ICB) nin 1noAnucCh OTACIIBbHBIM

daiimom (OTcoeuHEeHHAS TIOJIIHCH).

st mpoBepku [IpucoennHEeHHON SJEKTPOHHON MOJANMUCH (B COCTaBE 3JIETPOHHOIO

JIOKyMEHTa C pacmupenueM .sig) Beiopats «Ilognucs B popmare CMSy, nanee BwIOpaTh
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«ITogmuceb» u HaXaTh «O030pP» OTKPOETCS] OKHO, BBIOpATh MOJIMUCAHHBINA JOKYMEHT (C

pacimpeHueM .sig) U HaxaTh «OTKPBITHY (cM. PucyHok 31):

KPUNTO
‘ neo Cepsep NpoBepku NOANKUCH

lpoBepka noanucu

IpoBepHTL NOATHCSH

MposepnTh cepridmxar (DOpMGT NOANMCH ~
Moanuce 8 dopmare CMS

’;f,\ Beibop suikaantisaemoro daina

-
@‘ @ |« [loxymerte » [Mognucannsie v |4

YnopsgoumTe v Hosas nanka

-

/¢ WsBparHoe - bubnuoteka "/loKyMmeHTbI"
8 3arpysin MNoanucanHeie

1+, Heaaexme mecta b

Bl Pa6ounit cron

£ Anpexc.ncx

Wima

[@ testtet sig

A bubauorexn

H Bueo
| Joxymentsi

| VisoBpaxerna
o' Mysbixa

1M Komnstotep

- - (£ ‘ m

Pucynoxk 31. BoiGop ¢aiijia 1y1a npoBepKH NPUCOeTMHEHHOI 3JIeKTPOHHOI

MOAIKCH (B COCTABE JIEKTPOHHOI'0 IOKYMEHTA)

Ynopsgounte: [Manka ¥

Lara nsmenenns

2809.2015 12:51

Tun

@aitn "SI

Vina Gaiina: test bt sig | Bee paitnwi ()

3 |

lOTKpbﬂb lv] [ Ommena ‘

Mposeputs

2. Boiopate Ilapametpsr «IIpucoeauHeHHAsi MOAMUCHLY», TOCIE HAXaTh KHOMKY

«IIpoBeputh» (cM. Pucynok 32):
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MNpoeepuTE NOANKUCE npOBepKa I-Iolull-ll"'“"'l'II1 HpOB&pHTb

NpoeepuTe cepTwdmEaT

(IJODN'IaT noanNMCcH -
Mongnuce B dopmare CMS

Mognuce ~
CAUsers\romamDocuments\NoanucasHsieitest i sig

MapaMeTpsl ~
[NpUCOBOMHEHHAA NOANKCH

(® MNpucoeauHERHAR NOANKCH

) OTcoegMHEHHAA NOANKCE

Pucynok 32. IlapameTp npucoeIuHEHHOI MOAMUCH
3. Byzner BBIMOIHEHO AEWCTBHE MPOBEPKH DSJICKTPOHHOW MOANMUCU JAOKYMEHTa W
OTKPOECTCSI OKHO ¢ pe3ysibTaToM (cM. Pucynok 33):

CepBeep anekTpoHHoi nognuck Kpuntollpo DSS

PesynkTart npoBepku

PesynbTar Mognuce JERCTEMTENEHE
NpoBEPEN

[OononHuTensHan OrcyTcTBYET
HHpOpMaLKA

MHpopMaumna o
CEPTMHEETE

Cybbwexkt E=sokolovser@goodcompany.ru, C=RU, S=Mocckea, L=Mockea, O="0A0 "OudeHb XOPOLWaA KOMNEHHA™,
OU=Byxrantepua, CH="0A0 ""OuysHb XOpOWAA KoMNaHWA™", STREET=Tywkm+ 45, T=Byxrantep, I=C.W, G=Ceprei,
SN=Coxonos

Mspatene CM=Tectoswn YU gna D55, O="000 "KPHMNTO-NPO™", L=Mockea, 5=77 r. Mockaa, C=RU, STREET="yn. Cyweecku#
ean, 4. 18", MHH=007712345673, OrPH=1007712345678

CepwilHbii 281F1DE5000000000037
HOMED

Cpok 30.09.2015 11:03:00 - 30.12.2016 11:12:00

[ENCTENA

Orneyarok 683D5223ABDC41AD26922297708413589616196F6

cepTMdMEaTa

Pucynok 33. Pe3ysabTaT NpoBepKH JIEKTPOHHON MOANMCH
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4, JIns npoBepkr OTCOCNMHEHHOM 3JIEKTPOHHOM MOANUCH (OTIENIbHBIM (hailioM ¢
pacIIMpeHneM .sig K MepBOHAYATHPHOMY HEMOANMHCAHHOMY JOKYMEHTY MPOU3BOJIBLHOTO
dbopmara (aitia) mocie 3arpy3ku  (Qaiina mnoxamucu  BeiOpath  [lapameTpsl
«OTcoeqnHEeHHAs] MOAMUCHY, B OTKpBIBIIEMCs 1osie «JlokymeHT» Haxath «O030p» U

BBIOpATh (hailyl IepBOHAYAIBHOTO HEMOIMCAHHOTO JOKyMeHTa (cM. PucyHok 34):

PUNTO
nrPo

K
* - Cepsep NpoBepKX NOANUCK

MpoBepka NoAnMcH

MpoBepUTE NOONHCE

r Y
; - / Beirpyzka daitna ﬁ
MpoeepuTe cepTUdmkar ®opMaT NoanucK - ‘ ‘
Mognuck B iopmare CMS @uv| . v Mognuecn » TMpumep - | &,| | Mouck: Mpumep ol |
e—
¥nopagounte ¥ Hosana nanka =« [ l@l
Moanuce - =
primer_s.sig 't Vs6panroe it s lata Tun
4 3arpyskm || primer_s 23.01.2013 957 Pucynok JPEG
MapameTpel ~ = HegaeHwe mecta e
OTcoegMHEHHAA NOANNCE B PaGounii cron
& Google fuck
£ Angexc.duck —
[OKyMEHT ~ )
Cloud Mail.R
He BuifpaH Q oud iy
- BuBanotekn
®alin He BIBpaH. B Buaeo
3 JokymenTer
| Manfinawenua | < | LU C
Wma daiina: primer_s - [Bce daiine v]
[ Otkprime |v] ’ Otmena ]
L

Pucynox 34. Boi6op ¢aiijia nepBoHA4YAIbHOT0 IOKYMEHTA [IJI51 MIPOBEPKHU

O0TCOEUHEHHOM 3JIeKTPOHHOI MOANMUCH

5. Haxkatp kHOnKy «IIpoBepuThY.

6. B ciyuae oTpunarenbHoro pesyisrata npoBepku «Iloanmucek He JeiicTBHTEIbHA
[0 TIPUYMHE HEJICUCTBUTEIBHOIO cepThudUKaTa KIH4Ya MPOBEPKU DJIESKTPOHHOU
MOAMKCH  BBIIOJIHUTH  TMOBTOPHYIO  TMPOBEPKY, BbIOpaB dopmar  moamucu
«YcoBepmencrBoBannass noamuch (CMS Advanced Electronic Signature)». B
Clly4yae MCIOJIb30BaHUsl COOTBETCTBYIONIET0O hopMara Mnpu co3qaHUuM MOJIMKUCH MTPOBEPKA
OyneT mpou3BeleHa Ha MOMEHT MOJMUCAHUS SJCKTPOHHOTO JTOKYMEHTa M TIOJIHUCH
OylleT CUUTaThCsl JEHCTBUTEILHOM, €CIu cepTU(dUKAT NeWCTBOBAI B MOMEHT CO3JIaHUS

MMOIIHCH.
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6.2. Ilposepka cepmugpurama, noyuennozo om opy2020 noav308ame’s

1. [TpoBepka EHCTBUTENBHOCTH CEpTHU(UKATA KII0Ya MPOBEPKU SIEKTPOHHOU
HOJIMCH, TOJYYEHHOrO0 OT KOHTpareHTa (Hampumep, Ui MHU(POBAaHUS SJIEKTPOHHBIX
JOKYMEHTOB B COOTBETCTBMM C Pazgenom 7) OCYyIIECTBISETCS € HCIOJIB30BAHHEM
«CnyxObl  TIpOBepKH  3JeKTpoHHOM monmucu». Joctym k Ciyx0Oe npoBepku
ocymiecTBisiercss W3 JuyHoro kabuHera Ilomwp3oBatens COII wim mo agpecy

https://www.justsign.me/verifyqca B wmeno cneBa Haxarh KHONKy «IlpoBeputs

cepruduraT» (cM. Pucynok 35):

KPUNTO
@Pre=rro

Cepeep NpOBEPKA NOANUCH

3apaecTeyATEl

Bac NPUBETCTBYET CEPBUC NPOBEPKK SJ'IEKTpOHHDﬁ noanucu
MpoBEpUTE CEpTHEMEET KpMI‘ITOﬂpD DSS

[pOBEPHTL NOAMMCE

Pucynok 35. IIpoBepka ceprudukara

2. lanee Haxkath Ha «0030p» W BBHIOMpATh paHEE TMOJYYEHHBIH OT KOHTpareHTa

ceptudukar, Haxarb «IIpoBepuTb», OTKPOETCS OKHO C PE3yJbTaTOM MPOBEPKU (CM.

Pucynok 36):

KPUNTO
Pe=rro

CepBep NpoBepku NoanncH

Foasa T TR PeszynbTaT NpoBEPKU

Pezynerar CepTwiwKar gedcTBuTeneH

MpoEepuTL CepTHgMKAT

NPOBEPKK

[ononHuTensHan OTeyTCTRYET
uHopmaLma

Pucynok 36. Pe3yabTaT npoBepku ceprudukara

7. IlInppoBanue (pailjioB 3TEeKTPOHHBIX TOKYMEHTOB

1. OcymectBuTh BX0OJ B Ju4HbIM kabuHeT I[loms3oBatens COII (B cooTBeTcTBUM C 11.3

Paznena 2) u B MeHIO ciieBa HakaTh «3ammgpoBaThy (cM. Pucynok 37):
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& cokonos v

KPUNTO
P e=rro

Cepeep anekTpoHHoi noanuck Kpuntollpo DSS

e LLUncppoeaHue gokymeHTa 3aumdppoBats

,ElUI(}'I‘u'IEHT -
He zangan

3awmupoBaTs

Pacumdposars
CepTHdMKaTLI NonydYaTenei -

INpoBepUTE NOANMCE

MNpOBEPUTE CEPTADUEAT

CepTUdKaTH

Pucynok 37. lllndppoBanne 1o0kymeHnTa

2. Haxatp kHONKY «CepTH(HKATHI NOJy4aTeseid» U BbIOpaTh MpeaBAPUTEIHHO
NOJlyYEHHBIH cepTUPHUKAT OT TOro MOJb30BaTENsd, KOTOPOMY IIpeIHa3HayaeTcs
3amn(poBaHHbI  (aill uaum BeIOpaTh cepTUUKATHl MOJydaTenaell U3 XpaHWIMILA

ceprudukaroB «/Ipyrue mosn3oBaTean» (cM. Pucynok 38):
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KPUNTO
Prenro

Mognueats
JawndpoeaTe

Pacumdipoears

MpoBepUTL NOANUCE

MpoBepuTL CepTUdMEAT

Cepmndmkat

& coronoe -

CepBep 3nekTpoHHoW nognucu Kpuntollpo DSS

LudppoBaHue AoKYMeHTa 3awndpposats

LOOKYMEHT ~
CUsers\romanmDocuments\dokymeHT\Doc 1_docx

CepTHMKATEl NoNyYaTensi -
Cepmughukamel, 382Dy HEHHEIE U3 (alnoe:

CAUsers\roman\Documents\Ceprudukaticertificate cer

3arpyauTe CepTUMKATEI NoNy4aTenei cooBLIeHNA M3 halnos:

{C:\Usersiroman\Documents\Cepmdukaticertificate. cer OFs0p... |

Wiunu BeifepuTe CepTUdMEATEI NONYYATENEN W3 XDAHUMKILA CepTUhWMKATOE [IpyrHe NoNb30BaTeny:

NOeHTHHHKALMOHHBIE [aHHbIE Mepuog AedcTBHA

O Banwesa MpuHa NnHaposHa 24.02.15- 24.02.20

-
(=) BuiSop Bniknagsieaemore daina

-~

. [t

1 ;i_ J | o % Mow gokymenter b Ceptindukar - .| Mouck: Cepmugburam }J|
e

Ynopagounts ¥ Hoean nanka =+ [ @n
T WsBpannoe — bubavoTteka "JOKYMeEHTbI Ynopagowms: Manxa +
4 3arpyseu Ceptudmkar
=1 Hepagrue Mecra Mrnan [ara warmeHeHna Twn
B PaGouwiicron |5
£ Anpexc.llnce ||$] certificate.cer 29.09.2015 9:53 Ceptudn

- BuBanotekw

E Bugeo
@ JokymenTol
[ VzoBpaxenna

J? Mysbika

* 4| |

Wms daiina: certificate.cer v [Bce paine (*.%) v]

[ OTkpeITE |v] ’ Otmena ]

Pucynox 38. Boi6op ceprudukara noJi»30Bartelisi

3. Haxatp xHONIKY «O030p» BBIOpaTh TOKYMEHT i mmdpoBanus (cM. PucyHok

39):
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& COKOMoE ~

KPUNTO
Pre=rro

Cepeep anekTpoHHoW noanucn Kpuntollpo DSS

o— LnchpoBaHWe OoKyMEHTa Jaumdposats
3awuppoeaTh JokyMeHT - ———————— -
' BriGop EniknageiBaeMoro darna u
(PRI FE ST "(‘-\ uv . % Jokymentel b JokymeHT - Mouck: Jokymernm yel
INpoBEpUTE NOANWCE YnopagounTe * Hosan nanka =« O @
INpOBEpUTE CEPTUDHET 0 ViaBpantoe i Bubanoteka 'ﬂ'OKyMEHTbI ¥nopagouwte: [Manka ¥
4 3arpysku fokyrent
Cepmudmrka il Hepaenne mecta Mma fata nzmMeHeEHNA Tun
B PaGounii cron
£ Anpexc.uck |@._j Docl.docx 27.01.2012 17:04 Jokymen
- BuBanoTekw
E Buaeo
@ JokyMEHTBI )
[ Mzobpaserua |
J? Myzbika
18 Komnetotep
E-? NokaneHbIA gUck
—a NokaneHbld gucek
m Owckoeog BD-RC
= Angexc.duck
G‘F Cete
LA i | 3
Wma paina: Docl.docx - che daine (*.7) VI
l OTKpEITE Iv] l OTmena ]

Pucynoxk 39. BoiGop 1okymMeHnTa /151 n(ppoBaHus

4. HaxaTh KHOINKY «3amni@poBaTb» OTKPOETCA OKHO C PE3YJNbTaTOM JEHCTBHS
«JlokymeHT 3amuppoBan» u OyJIeT NPEJI0KEHO €ro COXPaHUTh, HaXaTh «COXpPaHUTH

Kkak» (cMm. Pucynok 40 u Pucynok 41):
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& cokonoe v

KPUMNTO
*.npo

Cepeep anekTpoHHoi nognucu Kpuntollpo DSS

T LLndppoeaHne gokyMmeHTa 3awndposats

Sawmdppogats @ [loKyMEHT YCNELHO 3aluMdposaH

Pacumdpoears

NOKYMEHT ~

He zafaH
MNpoBepMTE NOANUCE
lNpoBepUTE CepTWdMEAT LokymeHT OyOsT OTNPaENEH HA CEpBep.

Ogzop...

CeptudmkaTs

CepTMdMKaThl nonyyarensi -

CoxpannTe
Bbi xoTuTe oTkpbiTe nan coxpannts Docl.doocenc (12,9 KB) us justsign.me? Coxpanurs Kax
OTkpbiTe CoxpaHnTe W oTKPEITE

Pucynoxk 40. 3aBepuienne onepanuu mudpoBaHusi T0KYMeHTA
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& COKOnoE «

KPUNTO
@Pre=riro

CepBep anekTpoHHoi noanuck Kpuntollpo DSS

T LLUncppoeaHe gokymeHTa 3aumchpoBaTs

SaumdposaTs @ [LoKyMEHT yCNelwHo 2amdposaH

Pacumdbposats

MNpoBepHTL NOANUCE

Y¥nopagounte ¥ @ Omeperms ~ OBwmii goctyn »  »

=~ 0O @

Hmn Jata nameHeHna

MNpoBepHTsL cepTUdmnEaT
- WzBpanHoe
CepTudmkate! 4 3arpyzen | [ Docl.docx.enc 20.09.2015 10:49

£l HegaeHue mecta

m

Bl PaBouwii cTon

& Anperc.uck

) BuBnwotekn

E Bugeo
@ JokymeHTEI
[E| WzoBpaxenua

J‘l Myzkika

v 4 1 | +

Vo Docl.docx.enc Jata usmenenna: 29.09.2015 10:49
64‘#‘ WndposanHbie gaHHbIE PKCS #7 Pasmep: 129 Kb

Pucynok 41. Coxpanenue 3amim(ppoBaHHOI0 JOKYMEHTA

5. Jlnsa mmdpoBaHusa CBOMX JOKYMEHTOB MPEABAPUTENLHO BBITPYy3uTh ¢ COII cBoM
ceptudukar (cm. Paznen 3). [lanee mmdpoBanue, BHIIOIHUTH, KAK OMUCAHO B TEKYILEM

paznerne.

8. PacmmmdpoBbiBaHue (paiiioB 31eKTPOHHBIX JOKYMEHTOB

1. OcymectButh Bxoa B JauuHbIA kaOuHeT [lomb3oBatenss COII (B cooTBeTcTBUU € 1.3

Pasnena 2) u B MeHto ciieBa HaxkaTh «PacmmdgpoBarhb» (cM. PucyHok 42):
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& cokonos -

KPUNTO
P e=rro

CepgBep 3anekTpoHHoi nognucu Kpuntollpo DSS

TR PacwudpoeaHe gokyMmeHTa Pacumdposats
,[lUIC}'MEHT -
3aumdpoeate He 3anaH

PacwnhpoBaTh

[loKyMEHT GyAET OTNPAENEH HA Cepasp.

MNpOBEpMTE NOANWCE Odzop...

[NpoOBEDMTE CEPTUHERT
CepTvdurar -

CepTUHMEaTE

[nA oTo0OpasKeHUA CNMCKa CepTMMEATOR CHaYana 2arpyanTe QoKyYMEHT.

Pucynok 42. PacmimmdpoBbiBaHue JOKYMEHTA

2. Haxatb kHOTIKY «030p» BHIOpATh JOKYMEHT JIJIsl paciupOBbIBAaHUS, HAKATh

KHOTIKY «OTKPBITHY» (cM. PucyHok 43):

& cokonoe «

PR
Cepaep anekTpoHHoW noanuck Kpuntollpo DSS
o A PacwwndppoeaHe JoKyMmeHTa PacumdposaTe
JoKyMEHT ~
3aumpposars C:\Users\roman\Documents\ 3awmbpoeanHwe\Doc 1 docx_enc
Pacluudpoearb - =
(=) BriSop Buiknasbisaemoro daiina u

MEEZEEre TR @ﬂ . % Mon gokymentel b 3awmndposadHele
INpoBepUTL CepTgMEAT Ynopagounte * Hoeaa nanka =~ [ l@
Copubmar i VisBpanroe —  bubnanoTteka "[JoOKyMeHTbI Ynopagouwms: Manka *

4 3arpyskun JawmndposadHble

il Heazenme mecta ima ’ [aTa nzmMeHeHNA Tun

|| Bl PaBowunii cton
£ Angexe.duck - Docl.docenc 29,09.201510:49 Lk poeadHe!
4 BuBnuoTekn

E Bugeo

@ JokymeHTel

[E| VzoBpaxeHusa

J‘ My3bika

1M KomnetoTep
& NokaneHei guce ~ 4 | i | 3
WMma daiina: - ’Bce baiinbi (*.*) v]
[ OTkpeITe |vJ I OTmena ]

Pucynok 43. Bb10op 1okymMeHTa Ajs1 paciin@poBbIBaHUS
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3. Jlamee Oyner aBTOMATHMYECKHM TMPOM3BEACHA MPOBEPKA MCIOJIb3YyEeMOIO

ceptudukaTa U 0TOOpaKeHBI €ro cBeaeHus (cM. PucyHok 44):

KPUNTO
*npo

& coxonoe ~

Cepeep anekTpoHHoi noanuck Kpunrollpo DSS

T PacwucpoBaHe QOKYMEHTA Pacwmcbposars
JOKyMEHT ~
LT C\UsersiromaniDocuments\3aLumMdposarHLIe\Doc 1 docx.enc

PacwmudpoEaTh

[okyMeHT GYOST OTNPaENESH Ha Cepasp.

MpoBEQMTE NOAMUCE C\Users\romaniDocumentsi3ausboosasHsie\Doc 1.docx.enc CBzop...

MpOBEPMTE CEPTHDHEAT

CepTUdMEaT ~

WmnA cyOwekTa: SN=Cokonoe, G=Cepref, I=C_W, T=Eyxrantep, CN="0A0 "CuyeHb X0DOLAA KOMITaHWA"",
QU=Byxrantepua, O="0A0 ™OueHb ¥0powWanA koMnaHuA™", L=Mockea, S=Mockea, C=RU, E=sokolovi@goodcompany.ru,
OrPH=1024567890678, CHWUNC=11223344565, OrPHWN=106734566656737, OTneyarok:
AB0D1CO2DF1088003051B1BDFAAFFC1B14550F3C

CepTMdnKkaTH

Pucynok 44. BoiBoa ungopmanum 00 Ucnoib3yeMoM ceprudurarte
4. Ecmu ceprudukar HeIEHCTBUTENbHBIN, TO OTOOpPA3UTCS COOTBETCTBYIOIIEE

coobmienue (cM. PucyHok 45):
P

& CMOopoB v

Cepeep anexkTpoHHoi nognuck Kpuntollpo DSS

e PacluuchposaHue JoKyMeHTa PaclmpposaTh

Mpowacwna cwnbka Npu nonyYeHy cepTMdMEAToR ANA paclwndPoBaHuA cooblyeHuA

3awudposarts

PacumdpoBats

[okymeHT +
C:\download\1mb.docx (4).enc
CeprudmraTsl

[okymenT ByaeT oTnpaaneH Ha cepsep.

|C:\download\1mb,docx (4).enc O6aop...

Ceptndmkar ~

[nA oTobpakenya cnucka cepTUMKATOR CHAYaNa 3arpyanTe JOKYMEHT.

Pucynok 45. OTtpunare/ibHbIH pe3y/bTaT NPOBEPKHU cepTHPHUKATA

B smom cnyuae neob6xooumo zanpocums y KOHMPAZEHMA HOGbLI 0EUCMEYIOUUIL
cepmughuxam.
5. Ilocne ycnemHoM TmpoBepku cepTUdUKaTa, HaxaTh KHONKY «PacmudpoBarny

oTkpoeTcs okHo Jutst BBoja [TMH-koxa noctymna k 3akpbIToMy Kitody (cM. PucyHok 46):
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rg Kpunrollpo CSP A ﬁw

0:09:52
; g BeeguTe napont AnA kKoHTelHepa le-Zat 2facl-S8ee3-
L': 466a-adc3-e6910ecab15c”
EM

MNaponk: |

|:| SanoMHUTE Naponb

Pucynok 46. Oxuno nis seoga IIMH-koxa noctyna K 3aKpbITOMy KJIIOYY

6. Bsectu I[IMH-kong m nHaxatre kHOmKy «OK», oTkpoercss okHO «JlOKyMEHT

ycremHo pacmudpoBan» U OyIeT MPEIIoKEHO €ro COXpPaHWUTh, HaxaTh « COXpaHUTh

Kak» (cMm. Pucynok 47):

KPUNTO
’ neo Cepeep anekTpoHHoi nognuck Kpuntollpo DSS

PaclwwudpoeaHne JOKYMEeHTa Pacumbpoaas

& cokonos v

MNognucars

T © [LOKYMEHT YCNELLHO PacLungpoBaH.

PacwndipoBaTh

JOKyMEHT ~
He 3anaH
[NpoBEPATE NOANWUCE
MNpoBEPUTE CepTUMHKAT [okymeHT GyAeT OTNPaEneH Ha Cepasp.
Obzop_..
CepmudmkaT
CepTHukar -

[AnA 0TOGPa¥EHUA CMCKA CEPTUWKATOR CHAYaNa ZarpyauTe AOKYMEHT.

Bel xoTHTE 0TKPEITE WAK coxpadnTe Docl.dook (12,3 KB) vz justsign.me? OTkpeITE CoxpaHuTe hd OTtmeHa

Pucynok 47. Coxpanenue pacmn(ppoBaHHOTO TOKYMEHTA
7. OTKpoeTcsi OKHO, BBECTHM HUMs pPaclIM(pPOBAHHOTO JOKyMEHTa U HaXaTb

«Coxpanutby (cM. Pucynok 48):

39



JKTSI11M.00082-01 90 04 03. KpurnrrolIpo DSS Lite. Muctpyknwust Ilosb3oBaresns Y 10CTOBEPSIOLIETO LIEHTPA

KPUMNTO
hn PO

Mognucats

Jawmgpoears

Pacumdpoeats

MNpoeepuTs NoOANMCE

MpoBepuTs cepTMdMEAT

Cepmudunkats

& coxonoe «

Cepeep anektpoHHoi noanuck Kpuntollpo DSS

PacwudpoeaHne JoKyMeHTa Pacumdpoeats

@ [10KyMEHT YCNELHO PACILMDPOEaH.

e
,_{% Coxpanus Kak

Mouck: 3awudiposartsie

o)

YnopagounTe * Hoeas nanka H== = @l

»

T MsBpanroe — bBubanoteka "/lokymeHTbI"
4. 3arpysemn JawmbposaHHele

= HeaaeHwe mecta

¥nopagouwts: [Manka ¥

nan [ata nsmeHeHns Tun
Bl PaBouwnii cron  |E
2 Angexc.uck HeT 3nemeHTOB, yAOBNETEOPAKILLIMX Y CIOBNAM NOWCKA,
) BuBnnotekn £
B Bugec
@ JokyMeHTEl
[El] Wzo6pakeHua
J‘i Myzeika
- 4| 1 3
Hma daina: -
Twn daina: [.ﬂ,OKyMEHT Microsoft Word (*.docx) vl

“ Ckpbims nankn [ CoxpanuTe ] [ OTmeHa ]

Bbl xoTuTe oTKpbITh Man coxpandnTe Docl.docx (12,3 KB) us justsign.me? OTepbITh CoxpannTe - OrmeHa O-TIPO" ® 2015

Pucynok 48. Bb16op nmankm 1Jis coxpaHeHusi paciingpoBaHHOI0 JOKYMeHTAa
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Ipunoxenue 1.

Hacrpoiika UnTepueTr-0pay3epa

YcranoBka Kpunrollpo LT Browser plug-in.

I[J]SI CO3aaHHu:A U IIPOBCPKU BHGKTpOHHOI?I IIOAIIMCH Ha WCb-CTpaHI/IHaX H€O6XO,ZII/IMO

ycranoButh Kpunrollpo DIIIT Browser plug-in.

1. MMepeiT MO cChUIKE

http://www.cryptopro.ru/sites/default/files/products/cades/demopage/main.html, cipasa

HaxaTh «CKavyaTh IVIArMH». 3arpy3uTh IPOrpaMMy YCTAaHOBKH U 3aITyCTUTh

ucnonasembiid daiin CadesPlugln.exe (cm. Pucynok 49):

KPUNTO 3L s 6paysepe — nonpobyiite npsamo ceiyact
b’-npo L paysep poby p

+ O KpuntoMpo 3LN Browser plug-in

Komnanua KPUMNTO-NPO npegnaraeT nnariH A4NA CO343HWA M NPOBEPKN 3NEKTPOHHOA No4nucK Ha

= WMHCTpykunA no paboTte ¢ nnaruHom
web-cTpaHmLax.

» Ckauatk nnaruy
Kpunrolpo 3L Browser plug-in no3sonaeT co3fasars 1 NpoBepATE Kak obbIYHYH 3NEKTPOHHYH
NoAMUck, TaK | YCOBEPLUEHCTEOBAHHYK 3NeKTPoHHYH nognuck. MogpobHee Ha Halwem caiite.

O6patute eHumanue! [InAa npobHoil paboTkl ¢ nnarmHom Bam HEODXOAMMOD HMETL:

-

Komnetotep nog ynpaenernem Windows, Linux unn FreeBSD

-

OawH na coBpemenHelx Gpayaepos (Internet Explorer, Mozilla Firefox, Opera, Chrome, Safari) ¢
nogAepxkoi cuygHapues JavaScript

YcTaHoBneHHEI nnaruH ana Gpayaep: OTkpuiTve «cadesplugin.exes
Ecnu nnanupyetca coaganne 3L ne

Kpuntofipo CSP
Ceprudmkat knioya nognuck, Kotopsli

-

-

Bbi cobupaeTeck oTKpbIT:

(=] cadesplugin.exe

-

AenALWMACA: Binary File (4,2 ME)

-

[poBeput paboTy ycTaHoBneHoro nn
Mpumep nognuck CAJES-BES

3 http://www.cryptopra.ru

-

Bbl xoTuTE coxpaHuTe 3ToT haiin?

Mpumep nognuck CAJES-X Long Typt
Coxpanute daiin m
Mpumep nognueck XML P i -

-

-

® 000 "KPWUMTO-MPO", 2000-2015
+7 (495) 995-48-20

Pucynok 49. Coxpanenue ¢aiiia

2. Ilpu ycranoBke oTkpoeTrcs 0KkHO KOHTpOJIh YUETHBIX 3aMucel moab30BaTeneH,

Haxatb «Jla» (cMm. Pucynok 50)
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[45-] Bbl XOTUTE paspellvnTb CeayHLLER NporpaMmMe BHECTH
" nM3mMeHeHMA Ha 3TOM KOMMNbtoTepe?

Kma nporpammel: Yetanoewme Kpuntollpe 3UMN
Browser plug-in

MpoeepeHHBIA M34aTeNs: Crypto-Pro

MecTounue gaidna: HecTEWA gWCK KoMNBHITERE

@ Nokazate nogpoBHocT

HacTpoika BhIAAYN TAKMK VBELDMAEHWH

Pucynok 50. KoHTpo.1b y4eTHBIX 3anuceil moJjib30BaTelist

3. IloTtBepaeTh ycTaHOBKY, HaxkaB «Jla (cM. PucyHok 51):

KPUNTO 5L s 6paysepe — nonpobyiiTe npsiMo ceityac!
b’—vnpo L paysep poby p

» O Kpuntolpo 3UM Browser plug-in

Komnawwa KPUMTO-MPO npegnaraeT nnariH ANA CO3AEHWA W NPOBEPKN 3MNEKTPOHHOR NOANUCH HA

= WMHcTpykumA no pabote ¢ nNaruHomM
web-cTpaHnyax.

] » CkayaTk nnarvi
Kpuntolpo 3UMN Browser plug-in no3eonAeT co3fagaTs ¥ NPOBEPATE KaK 0BbIMHYH 3NEKTPOHHYH

nognuce, TaK W YCOBEPLIEHCTEBOBAHHYH 3MeKTPOHHYH NoANWCE. I'Iop,poﬁHee Ha Hallem calite.

Obpatute eHumanue! [InA npobHoi paboTel ¢ NnnarMHoM BaM HeoDXOAMMO HMETE:

Komnetotep nog ynpasnexuem YWind KpuntoMpo 3L Browser plug-in ﬂ

OaWH u3 coBpemenHslx Bpayaepos (| i)c

-

-

nonAepkoil cueHapnes JavaScript Veranoeute Kpuntelpo 3UM Browser plug-in?

-

VeTaHoBNeHHEIN Nnarkd AnA bpayaep

Ecnu nnannpyetca coaganue 3UM 0 H B
ET

Kpuntollpo CSP
CepTutmkar knoya nognucK, KOTOPEIi MOXHO NOMYYMTL HA CTPAHWLE TECTOBOrD LIEHTRa

-

-

-

[poBeputs paboTy ycTaHoBNEHOrD NNarHa.
Mpumep nognuck CAJES-BES

Mpumep nognucn CAJES-X Long Type 1
Mpumep nognucn XML

-

-

-

® D00 "KPMMTO-NPO", 2000-2015
+7 (495) 995-48-20

Pucynok 51. ¥Ycranoska Kpunrollpo DIIIT Browser plug-in

4. TlosiBuTcst OKHO ycrentHoi yctaHoBkH. Haxkate « OK», nepesamyctuts Opaysep (cm.

Pucynok 52)
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Kpwntollpo 3LUIMN Browser plug-in

KpunTollpo 3UMN Browser plug-in ycnewHo ycTaHosAEH,
Ana koppertioi paGotel Kpuntelpo 3UN Browser plug-in HeoBxognmo
nepesamycTuTe Gpaysep.

oK

Pucynok 52. Kpunrollpo DIIIT Browser plug-in ycnemHo ycTaHOBJIEH.

Hactpoiika Google Chrome

1) OtkpseiTh MeHIO Chrome = Ha maHeIu HHCTPYMEHTOB.

2) BuiOpath «/lonoJHUTEIbHbIe HHCTPYMEHTBD.

3) Haxatb «YaajeHue JaHHBIX O MPOCMOTPEHHBIX CTPAHHUIIAXY.

4) B OTKpBIBIIEMCS ~ JHAJIOTOBOM  OKHE  YCTAaHOBUTh  (JIOKKH  PAIOM
nyHktamu «@aiiasl  coOKie  w  agpyrme  JdaHHBIE € CaiTOB
IIAruHOB» U «M300paxenus: u apyrue (paujbl, COXPAHEHHbIE B KellIe).

5) YtoObl yaMTh BCEe JaHHBIC, BEIOPATh BPEMEHHOW MHTEpBAI «3a BCce BPeMsiy.

6) Haxmute «Ounctuth HeTopuio» (cMm. Pucynok 53 u Pucynok 54):

C

U
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Hosaa sknagka Ctrl+
Hosoe okHo Ctrl+ M
HoBoe OKHO B pPeXNME MHKOTHUTC Ctrl+Shift+MN

Jawnagxw 4
HzmeHuTs Bripesath Konwposats BcraswTo

CoxpaHuTe CTREHWLY KEK... Cirl+S
Hakru... Ctrl+F

Mevats.. Ctrl+F
--
Macwrab - 100%  + -

Wcropua Ctrl+H

3arpyzen Ctrl+)

Hacrpokm

Q Bpay3spe Google Chrome

Cnpaeka 4
Co3aaTs APALIKK MPUIOKEHNA.., JonoAHUTEAEHBIE WHCTRYMEHTH 4
Pacwuperua Braxca Ctrl+Shift+0Q

Aucnetuep 3aga4 Shift+Esc
¥YpaneHne gaHHbIX © NPOCMOTPEHHbIX cTpadnuax...  Ctrl+Shift+Del

Koawmposka 4
MpocmoTpeTh MCXO4HBIR Kog, Ctrl+U
WHcTpymeHTol paspabotanka Ctrl+Shift+I
KoHcone JavaScript Ctrl+Shift+]

Mpoeepka ycrpolicta

PucyHnok 53. YaajieHue 1aHHBIX
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OuncTnTE MCTORKHD

¥aanuTh yKa3aHHBIE HIMNE INEMEHTHI | 33 ECE BPEMA -

VicTopua npocmoTpoB
WcTopua ckaumearHui

of| DCaine cookie 1 gpyTve AaHHbIE CAATOE W NIEATMHOE
V3obpakeHna v gpyrve $ainsl, COXpaHEHHBIE B Kewe
[Naponu
JlaHHble 4nA aBTO3aNOAHEHWA
JlaHHble pasMelasMsix NPUACHKEHMA

JIAUSHIMM Ha KOHTEHT

MNoapobHes.., COMMETHTE MCTORMID CTmeHa

CoxpaHeHHbIE HACTPOWKKM KOHTEHTa M NOMCKOBLIE CUCTEMBI HE BYAYT yAaNeHb! W MOTYT

NoBEAWATE Ha paboTy Dpay3epa.

Pucynok 54. Ouncrka ucropui

Hacrpoiika Internet Explorer 1E9 u Bbime

1) B meHio Opay3epa BbiOpaTh myHKT «CepBucy. [l oToOpaxkeHHss MEHIO Opaysepa
(eciu OHO CKPBITO) HaxaTh «Alty.

2) B OTKpBIBIIEMCS MEHIO HY)KHBIH MMyHKT — « Y 1aJIUTh KypHAJ Opay3epa.

3) B okHe «YaajeHHe WCTOPHM 0030pa» HYXXHO YCTAaHOBHTH (IIaKOK «DarJibl
cookie» u yoeauThcs, 4To Bee poune (JIayKKH CHSTHI.

4) Jlnst 3aBepIlIeHUs MPOIecca HY)KHO HaXKaTh « Y aaduThy» (cM. Pucynok 55 u PucyHok

56)
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%l A http:f v yandex.ruy

2~ c'| H . Angerc

Pann [lpaska Bwg HzBpannoe Cnpaeka

=

f - Angerc D Moura 4y CRM ¥panute #ypHan bpayzepa...

MpocroTp InPrivate
BEAMYUTE Z3LLMTY OT CEHEHNA
TuneTpaymna ActiveX

WMcnpaenTe npoBnemel © NOGKAHYEHHEM,,,

AoBaenTe caldiT B MmeHro "Myck”

MpocmoTpeTe 2arpysKn
BnoknpoBaHWE ECMBIBAHILLMY CKOH
PuneTp Smartscreen

HacTtpowte HagcTpofkn

MoanwcaTecA Ha EeB-kKaHan...
OGHapys#eHne eeb-kaHana

LenTp oBroenenna Windows

Manene MOHWTORWUHME NporUIECIUNTENEHOCTIA

Cpegcrea paspatoTumea F12

CeoncTea bpaysepa

HCETCpHCE OTEKPQEBITHE NOCNE4HErD CeaHCca NpoCMoTRa

MapameTpel NPOCMOTPE B PEXKNME COBMECTURMOCTI

OTnpaenaTe oTHETEl ob ownEKax Ha BeB-cafTax

CTRL+SHIFT+DEL
CTRL+5HIFT+P

CTRL+J

CTRL+SHIFT+U

Pucynok 55. Yaanenue ;xypHaja opaysepa

Y, )
AaneHue WCTopuK obsopa |

CoXpaHnT b aHible nsbpannbix Beb-caitos

Coxpanerne dannos cookie M BpeMeHHbX Gainos MHTEpHETE, NOSE0NAKIWMY BLIKM
M3DPAHHEIM CAAMTEM COXPEHATE MapaMeETPRI M 0TODpPaaTECA DRICTpEE,

[7] Bpemennbie daiinm MuTepHeTa n Beb-caiitos

Konu eeb-cTpanul, v3obpamerna M MegHadaine, CoXpaHEHHEIE ANA YCKOPEHWA NOBTOPHO D
ofizopa.

®daiinm cookie n qavHbie Beb-caiitos

D& N Bazel AaHHBIX, COZ0aB3aEMbIE HA KOMMOBKDTEPE eeb-caliTamm ana COXpaHEHMA
I'I|:IEJ1I'ID‘-{TEHIJ1I;I WK NOEBILWEHWA NPOMZE0AWNTENBHOCTH eeb-cafToe,

[] ypnan

CrMcoK paHes NocelLeHHE Bel-CaliTos.
[] #ypran ckauannbix daiinos

CRMCoK cKE4aHHEx dainos.

[7] pannme seb-hopm

CoXpaHEHHEIE AaHHEIE, BECAMELUMECA B Beb-hopMel,

|:| Naponw
CoXpaHeHHbIE Napony, aBTOMaATHYECKH BECAMMEIE NP EX0AE Ha PAHEE NOCELLEHHBIE
Beb-CaliThl.

|:| [aHHbIE 331MTEI OT cnexenns, dunbTpaumw ActiveX u Do Not Track

Crncor Bef-CalTOB, MCKMKOYEHHEIX M3 DUNETPALMM, AaHHLIE, MMONL3YEMbIE 3ALUMTON OT
CNEXEHWMA ANA ONpEASneHA Cny#b, KOTOPEIE MOrYT OTCNEXMESTE BalM ASHCTEMA B
MHTEpHETE, & TaKHE HOLNKoYeHA anAa sanpocos Do Mot Track,

MNoapofiHes ofi yaaneHWM MCTopuM ob30pa [ YnamTs ] [ e

Pucynok 56. YnajsieHue uctropuu o63opa
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st koppekTHOMt pabotsl ¢ COIT HeoOX0aUMO 100aBUTH aJpecC B TOBEPEHHBIC CAUThI
B HacTpoiikax Opaysepa. [lis »Toro B cBoOMcTBax Opay3epa BbIOEpUTE BKJIAAKY
«be3onmacHOCTh», B CIIMCOK HAJCKHBIX CalTOB 100aBbTE y3ea https://www.justsign.me/ u

COXpaHHTEe U3MeHeHus (cM. PucyHok 57)

F .|
Ceciictea Bpaysepa | ? 2 |
CogepsaH1e | MogKnEYeHHa | [porpaMmel I LdononHKUTENEHD
Obwme | BezonacHocTe | KoHDMOEHLMANEHOCTE

BrifepiTe 30HY ANA HACTPOIKK 22 NaPaMeTRHoE BesonacHoCTI,

@ & v 0O

WMHTepHET MecTHanA HagexHele OnacHee
MHTP&ECETE CalTel CanTel

HapemwHble calThbI =
/ -
HagesHme caiitol — ‘ ﬁ

¥poey ¥ Bl MO¥ETE AOOEENATE B 3TY 30HY BED-CAMTEI M YAANATE MX
M3 Hee, 334aHHEIE ANA 30HEl NSPaMeTPel BesonacHoCTH ByayT
WMONb30EaTECA ANA BCEX 8€ CAMTOE.

NoBaEnTe B 30HY CNeVHOLLMIA Y3en:
https:m-wwv.justsign.med NobaEnTh

Beb-caiTen:

|_fobaevms |
about:tabs - YOanMTh
http: /=, cryptopro.ru |
http:/f*.rzd.ru
http: /f*. tyan.cp.ru

|y R P

[lnA BCEX CAMTOE 3TON 30HLI TpedyYeTCA NpoBepka cepeepos (hittps:)

3aKpbITE

PucyHnok 57. /lo6aBJieHue 0e30macHOro ysJa

B paznene "JaemenTtsl ActiveX U MOAYJIb MOJAKJIIOYEHHUs!" MPOBEPUTH COCTOSIHUE
HacTpoiiku "Vcmonb3oBaHue »3J€MEHTOB ympaBiieHUs ActiveX, HE IOMEUYEHHBIX Kak
Oe3omacHbIe ISl MCIIOJB30BaHUA" - MOMKHO ObITh "Brirouuts". Jlnsg sTOro 3aiitu B
Internet Explorer menio «CepBuc - CBoiicTBa odo3peBaresiss — besomacHocTby - [IIs

30ubI "HamexxHble y3Jbl" HakaTh KHONKY "JIpyroii" (cM. Pucynok 58).
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r

MapameTpbl Ge30NacHOCTM — 30HA HA3ZEXHLIX CARTOE

s — sl

e}

MapameTpbl

(7) Mpeanarate

|| 3_an}'|:|4: 3nemeHToE ActiveX 1 Mogynen NogKn-HEHUA
@ BrmoquTe
() JonyleHHEX 3AMMHACTPETOPOM

:__I 1
o
3
g
&
L
=
S
T

() MpeanaraTe

|| 3anycKaTk aHTHEpPEnoHOCHOE M0 ANA 3NEMEHTOR YNDABNEHMA
[ BRIKOYMTE
@ OTkmouMTs

LI} \cnone30BaHWE SNEMEHTOE YNPABNEHWA ACtiveX, HE NOMEYEHH
@ BrmoquTh
() OTrMoO4MTD
(7) Mpeanarate

|#| MNoBEAEHME NEOWHHOMD KOAOE W CLEHaPWES
@ BrmoquTe

=
7 Mamnn auuc iy =0 s auar TS orse

£ m D

Ha ypoBEeHE: [Cpe.uHHﬁ (Mo yMon4aHMo)

* |A3MeHeHIMA ByAYT NPMMEHEHEl NOCNE NEPESaNYCKa KOMALKITEDS

CHpoc ocobbix NapaMeTpoB

- ] [ ChpooiTe.

N

QK ][ OTMeHa ]

Pucynok 58. Bkiiiouenue 3;1eMmeHTOB ActiveX

Hacrpoiika Mozilla Firefox 4.0 u BbI1e

1) B wmenHro Opaysepa HYXHO BbIOpaTh NyHKT «WHCTPYMEHTBI» W Jajiee pasjedn

«Hactpoiikn». Jlns otoOpakeHuss MeHIO Opay3epa (€ciu OHO CKpPBITO) HaXaTh

«Alty.

2) B «Hactpoiikax» HyXHO niepeiitu B 3akianky «[IpuBaTHOCTBY.

3) B Onoke «Hcropus» B mone «Firefox» HyxHO BbIOpath «Bymer 3amoMHHATH

HCTOPHUIO» U HAXKATH CCBIIKY ((YI[a.]'ll/ITb OTACJIbHBIC KYKH)).

4) B OTKpBIBIIEMCS] OKHE HY)KHO Ha)KaTh KHOIIKY « Y IaJHUTh BCe KYKN.

5) Oxno «Cookies» 3akpbiBaeTcsi HaXxKaTHeM «3aKPBITHY.

6) UtoOsl 3akpeiTh «HacTpoiikmy», Hy)xHO HaxaTh «OK». (CM. Pucynok 59, PucyHok

60 u Pucynok 61):
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Main [lpaeka Bwa XKypran Iaknagkw [ﬂHcrpyMEHTbl anaﬁrza
"

r .
Jll & Mozilla Firefox Web Brows.,, X I'\_j Jarpyzeu Ctrl+) [
AdononHeHna Ctrl+Shift+ A
= | j@ Mozilla Foundation [US) hitps: S Mpunoskerns

HacTpouTe cMHXpOoHMZaLMHD...

Beb-paspaboTka 3

WMudopmauma o cTpanuue

Hacrpoikn

Pucynoxk 59. Hacrpoiiku

@ Mozilla Firefox Web Brows... Kj :ﬂ: Hacrpoiikn o \l\_+

€ L) Firefox | aboutpreferencestprivacy

[lpuBaTHOCTL

OTcnexxmBaHne

v | Cooblate caiTam, uto A He HOUY, UTOBLI MEHA OTCAEXKMBANN

MNMogpobHee
[NpwBaTHOCTL
Wcropua
3awmTa i
Firefox:| 6yaeT 3anOMMHATE MCTOPWIO v

Firefox 6yaer NOMHUTL MCTOPKMIO NOCELLEHMIA, 3arPY30K, MOMCKA, COXPaHATb JaHHble HOpM U XPaHWUTb KYKH,
OCTaBNeHHkIe NOCeLLEHHBIMKM BaMK BeB-caiTamu,

BosmoxHO, Bbl 3aX0THTE YAaNnTb Bally HEAaBHHOH WCTOPWMH MAWMEYAaINTD OTAENbHDBIE KYKM.

MNanens agpeca
Mpy MCNOAL30BaHUKM NaHenn aapeca NpeanaraTb CCbIAKK:

v | W3 xypHana
v | W3 3aknagok

v | U3 OTKPBIThIX BKNalOK

Pucynok 60. [IpuBaTHOCTH
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Ky

[Mownck:

Ha eawem KOMMNBHTERE COXPaHeHbB! CneayHowlie Ky K.

Cainr

- | Mma kykw

[ ] 246059135.log.optimizely.com

I | doubleclick.net
B | google.com

B | meyandexru
| mozilla.org

|0 tns-counter.ru

Wrasn:
Cogepxumoe:
¥zen:

MMyTe:
Moceinate Npu:

Cpok AeHCTEWMA MCTEKAET:

<HW OAHOR KyKW He BeiBpaHo:
<HW OAHOW KyKW HE BblBpaHo:
<HW OAHOW KyKW He BplbpaHo:
<HW OAHOR KyKiM He EslBpaHo:
<HW OAHOW KyKIM He EblBpaHo:

<HW OAHOR KyKW He BeiBpaHo:

-

o

o

o

-

-

Y¥nanute enlbpaHHee

YaanaTe BCe

Pucynok 61. Kykn

JaKpbiTe
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IlepeyeHb PUCYHKOB

Pucynok 1. Oxno ayrentudukanun nonszoBatens COII............... Ommuoka! 3akaanka He onpeesieHa.
Pucynok 2. OxkHo nepBu4yHO# peructpaiuu nojiaszoatens COII ..Ommobka! 3akinaaka He onpeaesieHa.
Pucynok 3. [lepBuunast peructpanusi MOAb30BATEI ....cvveerverenesne. Ommoka! 3akaanka He onpeesieHa.
Pucynok 4. OKHO ayTeHTH(PUKAIIIH TTOTTB3OBATEIIS «..evvvveesreeessreesssresssssesssssesssssesssssesssssesssssesssssessssssssnseeens 4
Pucynoxk 5. JInunsiii kKaOHET MOMB30BATEIST COIL....iiiiiiiiiiiiiiic e 5}
Pucynox 6. JInuHast HHOOPMAITHS TTOTTB3OBATEIIN «..uvveesvreessreeessreesssreesssreessssesssssesssssesssssesssssesssssessssssssnseeens 5
Pucynok 7. OKHO peAaKTUPOBAHUS JIMTHON HHPOPMALIHH. ......cevverrienrerieereesresseesseasesieesseasesseesneesessnesnens 6
Pucynoxk 8. 3aBepiieHne peaakKTUPOBAHUS JTUUHBIX JAHHBIX ....ovvveiriisriirisisissisiessrisnesiesssesssssesssesssssessnens 7
Pucynok 9. Cepruduxarsl B 1maHOM KaOHHETE MONB30BATEIST COIL...o.oiiiiiiiiiiiicc 7
Pucynox 10. [TogTBepsxeHust oneparuu ¢ UGPOBBIM CEPTUDHKATOM ... .vveervverriireriiireessiresssiressssnesssseeens 8
Pucynok 11. @opMa 3aIIPOCA HA CEPTUPIKAT .....cc.vvierreereriesreessreaneessreassesssneesseessreessesssneesseesnesssnsansesssnssnes 9
PrcyHOK 12. BBIOOD KITFOUEBOTO HOCHTEIIS ... .ccuvteeuteeaseeaseesnseessesssseesseessseessessnseesssssssesssssasseessnssnsesssnssnseses 10
Pucynok 13. Bronornueckuil JaTUUK CHYYAMHBIX UHMCEIL .. .veeveresreeseessreessesanreesseessneessesaneessessneessessnsesnes 10
Pucynok 14. BBoa naposist Ha JOCTYI K 3AKPBITOMY KITEOUY ....vveuriiureiriassisseesressesiessiesssssessnesssessessnssssssnes 11
Pucynok 15. MHpopManus o craTyce UMEIOIIUXCA CEPTUPHUKATOB .....vveeuvvirnreerreessreesreesneesseesneessneaneees 11
Pucynok 16. MHbOpMAaIUs 0 3aIPOCE HA CEPTUDUKAT ....eevveeieeiieeerieeisreesieeseeesseesseesseessseesseessseessnesseeses 12
Pucynok 17. IledaTHas hopMa 3ampOCa HA CEPTUDIKAT ...c.vveveerrernrerieesresseesreasesseesieenesseesseassesseesseensessns 13
Pucynok 18. Bb16op npuHTepa AJisi I€UaTH 3alPOCA HA CEPTHPHIKAT ....eevvrrnererreeisreesireaseeesieeaseessnesseenes 14
Pucynok 19. [lepeueHb NOTYUEHHBIX CEPTUPUKATOB M UX CTATYC c..vvervreerrrinnreesseesnreessessnesssnesnesssnsansesses 15
Pucynok 20. Mudopmanius o cepTUPUKATE U MEHIO YIPABICHUS CEPTUDUKATOM ......vvrreveevreinreenieenneennss 15
Pucynok 21. IleyaTHast GOPMa KOTTUH CEPTHPDUKATA .....cvveveereenriiiieitieiesieesieene et ane e sne e sneenne s e 16
PrcyHOK 22. BBITPY3KA CEPTHUDUKATA ....c.uveerveeiiieeiieairiesieeateesteesseesseessseesseessseesseessseesseeasseesneesnseessessnseees 17
Pucynok 23. Bb160p manku sl COXPAHEHUS CEPTUDUKATA .....vvrvreerneernreenseianreesseessreesseessneesseesneessessneenes 18
Pucynok 24. BeiOop 10KyMeHTa JUIsl CO3/IaHUSI STEKTPOHHOM MOMIIHCH ....covvevriieeiiieiisieesrieresiee e 19
Pucynok 25. Be16op aiinia 371eKTPOHHOTO JOKYMEHTA JUISL BATPY3KH ..veevvvinreeeeeinreesreessneesnnesneessnesneees 20
Pucynok 26. BeiOop ¢opmara v mapaMeTpoB STEKTPOHHOM MOMITHCH .......ceiveerririeeiiiniisieesieereseesieenenes 21
Pucynox 27. Beioop napametpoB aekTpoHHON TOATUCH CAAES.........coiiii 22
PuCYHOK 28. BBIOOP CEPTHPUKATA .......eoviiuiiiiiiiiiiii ittt 23
Pucynox 29. [ToArOTOBKA TOKYMEHTA K TTOIITHCAHITEOD . ....ceuuveretrreeisteeesureessssesssssesssssesssnesssnessssesssnessnsnes 24
PrcyHOK 30. BBOJ IAPOIIA HA TOCTYIL...couviiiiiiiiieiiiiiii ettt sb s sb s b e 24
Pucynok 31. CoxpaneHue NOANMUCAHHOTO JIEKTPOHHOTO TOKYMEHTR ...ccuvviureerneernreesneessneessnesreessnesneees 25
Pucynok 32. BeiOop nanku u Ha3BaHMs (aitia A coOXpaHEeHUs MOANUCAHHOTO 3JIEKTPOHHOTO JOKYMEHTa
................................................................................................................................................................... 26
PrcyHOK 33. OKHO HPOBEPKA TOIIMCH ... .ccvviviiestissirisssessssessbessssssssesssbessbessssa s sbe s st e e b ssn e sbasssb e sbesssne e 27
Pucynoxk 34. Bei6op (aiina a1 npoBepKu NprucoeIMHEHHON AIEKTPOHHON MOMUCH (B COCTaBe
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Pucynoxk 37. Beibop ¢aiina nepBoHa4aIbHOTO JOKYMEHTA JJIsl IPOBEPKU OTCOETUHEHHOM 3JI€KTPOHHOM
5031010 (o3 HRRREER T 30
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Pucynok 39. Pe3ynbTaT IPOBEPKU CEPTUDUKATA ... ....vveveeririeieeaireesieeareesieeaseesseesneesnesssneesseeaneessneenee e 31
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